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Cucrema 3JIeKTPOHHOU MOYTHI

IlosiBneHue »HIEKTPOHHOM IOYTHI MOXKHO OTHeCTM K 1965 romy, korma cCOTpyIHHUKH
Maccauaycerckoro TexHosorudeckoro uactutyra (MIT) Hosne Moppuc u Tom Ban Briek
Hanucanu nporpammy MAIL nns onepammonnoit cucrtembl CTSS (Compatible Time-
Sharing System), yctanoBineHHYt0 Ha kKomnbsioTepe IBM 7090/7094.

OO61ee pa3BUTHE JIEKTPOHHOM MOUTHI IO YEPE3 pa3BUTHE JOKAIbHOTO B3aUMOJECUCTBUS
I10JIb30BATENIE HAa MHOTIOIIOJIB30BAaTENIbCKUX cucTemax. llonp3oBarenn MoOriM, HUCHONb3Yys
nporpammy mail (unm e€ SKBUBAJEHT), MepechliaTh IPYr APYry COOOLIEHHUS B IMpejenax
onHOro MeinH¢peiima (kommbroTepa). Creayroumuii mar ObUl B BO3MOXKHOCTU I€peciaTh
COOOIIEHHE TOJIb30BATENI0 HA APYrold MalllhHEe — IS 3TOr0 HCIOJIb30BaJIOCh yKa3aHHE
MMEHH MAIlIMHbl U UMEHH IOJIb30BaTENIsd Ha MalllnHe. AJpec MOT 3anuchiBaThes B Buje foo!
joe (mosp3oBatenb joe Ha KommbioTepe foo). Tperuii mar st CTaHOBJICHUS DJICKTPOHHOM
IIOYTHI IIPOU30ILIEN B MOMEHT IOSIBJIEHUS IE€pefadyd MHCEM 4Yepe3 TpeTui KommbroTep. B
ciydae wucnonb3zoBanua UUCP aapec mnonb3oBaTenss BKIOYAT B ce0s MapuipyT [0
MI0JIb30BAaTENsl Yepe3 HECKOJIbKO MPOMEXYTOUYHBIX MalMH (Hampumep, gatel!gate2!fooljoe
— MHUCBMO ISl joe 4epe3 MmamuHy gatel, gate2 ma mammny foo). Hemocratkom Takou
azpecaliMu OBUIO TO, YTO OTIPABUTENO (MM aJIMUHUCTPATOPy MAlIMHBI, Ha KOTOPOH
paboTas OTIpaBUTEh) HEOOXOIUMO OBLIO 3HATH TOYHBIN MyTh O MAIIMHBI aJpecaTa.

[Tocne mosiBiieHus pacnpeaenéHHon rimodanbHol cucteMbl UMEH DNS, mis ykazanus ajapeca
CTalli UCTOJIb30BaThCS JOMEHHBIE UMEHa — user@example.com — MoJIb30BaTeNb USEr Ha
MamHe example.com. OJHOBPEMEHHO C 3TUM MPOUCXOJIUIO MEPEOCMBICICHUE MOHSITHUS
«Ha MalIuHEe»: JJIs MOYThl CTAJIM MCIOJIb30BAThCSl BBIJICJICHHBIE CEpBEpa, Ha KOTOpPHIE HE
UMENU J0CTyHn OOBIYHBbIE I0Jb30BaTEIN (TOJBKO aIMUHUCTPATOPhI), a IOJIb30BATEIU
paboTanu Ha CBOMX MalIMHAX, MPH ITOM IOYTa MPUXOAWUTA HE HA padouyue MAIIUHBI
M0JIb30BAaTENEH, a Ha MOYTOBBIN cepBep, OTKy/Ja MOJb30BaTeNn 3a0upalid CBOIO MOUTY IO
Pa3JIMUYHBIM CETEBBIM MPOTOKOJIAM (CpeIH paclpOCTPAaHEHHBIX HA HACTOSAIIUA MOMEHT —
POP3, IMAP, MAPI, BeG-untepdeiicel). OnmHoBpemeHHO ¢ mosBiaecHueM DNS Oblia
MpojJyMaHa CUCTEMa PE3epBUPOBAHUS MApPUIPYTOB JOCTABKM MOYTHI, a JIOMEHHOE UMs B
MOYTOBOM ajipece Iepectano ObITh MMEHEM KOHKPETHOTO KOMIBbIOTEpa M CTajo IMPOCTO
MOYTOBBIM JIOMEHOM, 3a OOCIy)XHBaHHE KOTOPOrO MOTJIM OTBEYaTh MHOTHE CepBepa
(BO3MOXHO, (u3MYecKH pa3MelI€HHbIE Ha pa3HbIX KOHTHHEHTAX U B  Pa3HbIX
OpraHu3alusX).

Kpome Toro, cymectBoBanu (M CyIIECTBYIOT IO HACTOSAIIUNA MOMEHT) U APYTHE CHUCTEMBI
9JIEKTPOHHOM MOYTHl (HEKOTOpblE M3 HHUX CYIIECTBYIOT M ceiuac), kak-To Netmail B cetu
FidoNET, X.400 B cersix X.25. JlocTynm K HUM W3 MHTEPHET M OOPATHO OCYIECTBISIETCS
yepe3 MOoYTOBBIN nutto3. s mapmpyrusanuu nmoutsl B cetax X.25 B DNS npenycmorpena
CriellMajbHas pecypcHas 3aluch ¢ COOTBETCTBYIONIUM Ha3zBaHueM X25 (ko 19).
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KoMnoOHEHTBI 3JIeKTPOHHOM MOYTHI

o T = R T VI e

Cucrema BHCKTpOHHOﬁ MOYTHI COCTOMT M3 HECKOJLKHX KOMHOHEHTOB. OHH MOT'yT OBITE
BBITIOJIHCHBI B BUJC OI[HOfI HJIM HECCKOJIBKUX ITpOTrpamMMm.

MOYHO BBIJICJIUTH CIIEIYIOIINE KOMITOHEHTHI:
* Tlonb3oBatenbckuii areHt (I1A)
* Tpaucnopthslii areHT (TA)
* Arent nogauu noutsl (AIl)
* Arent nocraBku nouts! (AJIIT)
* Arent nocrymna (A/])

Monb3oBaTenbCKUN areHT

[Tpu momoIIM MoJTL30BaTEIBCKIX areHTOB TOJIB30BATENIM COCTABIISIOT U OTIIPABIISIOT MTUCHMA.
ATeHT JOoJbKeH Cc(POpPMHpOBATH TEJIO MHChMAa COIVIACHO CTaHIApTa W Nepeaarh ero Ha
OTIPAaBKY TPAHCIIOPTHOMY areHTy MJIM areHTY MOJIayu.

B ponu monp30BaTeNbCKUX areHTOB BHICTYMAIOT Takue nporpammbl kak: The Bat, Outlook u
Outlook Express. Eciau roBoputs nipo Linux: Evolution, KMail, pine u ap.

[Tpu mepepauyn muchbMa TPAHCHOPTHOMY areHTy M areHTy MOJAadd HCIOJIb3YeTCS MPOTOKOI
SMTP.

TpaHCNOPTHbLIN areHT

TpaHncnopTHBIN areHT BHITIOTHSET JIB€ OCHOBHBIE 33/1a4H:
* QpHeM TOYTHl OT TIOJb30BATEIIbCKOTO areHTa U TIepechlUiKa €€ Ha JpYyrou
TPAHCTIOPTHBIIM areHT
*  [pHUEM MOYTHI OT APYTUX TPAHCHIOPTHBIX ar€HTOB
[Ipu mpueme mMOYTHI OT TMOJB30BATENSI OH JIOJDKEH TPOBEPUTH MPABWIBHOCTH ajipeca
Ha3HAYCeHHsI, BO3MOXHOCTh JOCTAaBKH MOYTHI U JOCTABUTH MOUTY 10 Ha3HAUEHHUIO.
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Ha gpyroii ctopoHe TpaHCIOPTHBIM areHT NPOBEPSET: MPEIHA3HAYECHO JIM 3TO MUCHMO IS
JaHHOM MalllMHBI (JOMEHa), €CTh JIM MOYTOBBIM SIIMK MoJib3oBaTens Ha MamuHe. [locne
IIPOBEPOK OH IPUHMMAET IUCbMO U IEpEAacT ero AreHTy J0CTaBKU MOYTHI.
B mupe UNIX cymectByeT OOJBIIOE KOJMMYECTBO MPOTPAMM, PEATU3YIOMUX (HYHKITUH
TpaHcnopTHoro areHta. Cpenu Hambosee TOMYNSPHBIX — OECIIATHBIX — peau3aliuii
TPAHCIIOPTHBIX areéHTOB MOHO BBIZIETUTH sendmail, postfix, exim u qmail.

AreHT nogayv noyThbl

ATeHTBl IOJJauu MOYThl — 3TO OJHA U3 PA3sHOBUAHOCTEH pexHuMa paboThl TPAHCIIOPTHOIO
areHTa. AreHThl IOJaudl MPUMEHSIOTCS Ha MOYTOBBIX y3JIaX C HampspKeHHBIM Tpadukom. Ero
3ajjaya 00JIeryuTh paboTy OCHOBHOI'O TPAHCIOPTHOT'O areHTa.
AreHT nopauu:

* Ilpoepsier, BISAIOTCS JIM UMEHA Y3JI0B IIOJTHOCTHIO ONPEIEICHHBIMHU.

*  Moaudunupyer 3arojJoBKH COOOIIEHHUH, MOJTYUYEHHBIX OT HEMPaBUIBHO PaOOTAIOIINX

10JIb30BATEIbCKUX ar€HTOB.

* IlpoepsieT Bce omIMOKM Nepe] epeaaueii mucbmMa TpaHCIIOPTHOMY areHTYy.
ATEHT moJauu CIyIaeT 3ampochl Ha 587 MOpTy, MO3TOMY BCE IOJIb30BATEIBCKUE AreHThI
HEOOXOIMMO CKOH(UTYPUPOBATh TaKMM 00pa3oM, 4TOObI OHM OTHPABJUIM MOYTY Ha 3TOT
nopt. Bee ocoGenHocTu pabotel arenta nogauu onucansl B RFC 2476.

AreHT gocTtaBKu NOYTbI

TpaHCHOpPTHBIN areHT IMOcCJe NOJYyYEHUs NOYThl CaM HE JIOCTABIIAET €€ B IIOYTOBBIM SIIHK
nosib3oBarenst. OH nepeaeT ee areHTy JOCTaBKU MOYTh, 33/jaua KOTOPOro IOCTaBUTh I1OYTY B
IIOYTOBBIN SLIUK IOJIB30BATEIS.

B kauecTBe areHTa JOCTaBKM MOKET BBICTYNATh IPOCTEHIas mporpamma, KOTopas MpocTo
cknagpiBaeT noury. CymniecTByrOT M 0oJiee CIIOKHBIE MPOrpaMMbl, KOTOpBIE MPHU JIOCTaBKE
MOYTHl MOTYT OCYIIECTBJISITH €€ (QuibTpanuio, Hampumep, procmail. Jlns dero
IIpeIHa3HaYEeHBbI IPOIPaMMBbI TOCTaBKHU MOYTHI onucaHo B RFC2476.

AreHTbl gocTyna

ATreHTBI 10CTyNa MO3BOJISIOT MOJIB30BATENI0 MOJIYYUTh JOCTYIl K CBOEMY ITOYTOBOMY SIIMKY.
OHHM BBINOJIHEHBI B BHUJE MPOrpaMM, OPraHU3YIOIIUX JOCTYH K IOYTOBOMY SIIHKY IO
MPOTOKOJTY pOp MJIH imap.

Ecnu nonp3oBarens paboTaeT JOKaJbHO HAa MAlIMHE, HA KOTOPOM XpaHATCA €ro MOYTOBbIE
SLIUKH, OH MOKET MOJYYHTh JIOCTYI 0€3 areHTa JI0cTymna, oopamasch K HUM Ha npsmyto. [1o
TakoMy NMPUHIMITY paboTaroT mail u pine.
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Mpotokon SMTP

B kauectBe OCHOBHOTO MPOTOKOJA B3aUMOJCHCTBUS B CHUCTEME JJCKTPOHHOM TMOYTHI
ucnonb3ytores npoTokoibl SMTP (Simple Mail Transfer Protocol) 1 ESMTP (Extended
SMTP). Onu onncansl B RFC2821, 1869,1870,1891 u 1985.

[Iporokon SMTP 3amymbiBanics Kak MNPOCTOM MPOTOKOJ B3aUMOJCUCTBUS, MPU MOMOIIU
KOTOPOTO TOJIb30BaTEIb MOT HAMPSMYK) OOMIATHCS C TOYTOBBIM TPAHCIIOPTHBIM arc¢HTOM.
Koneuno ke, ceifuac mojp30BaTesid caMH He PabOTAIOT C TPAHCHOPTHBIMU areHtamu. J[is
obsiedeHns1 pabOTHl MCIIONB3YIOTCS MOJB30BaTENbCKHE areHThl. Ho oHM (110JIb30BaTEeNbCKUE
areHThl) JUIsI B3aMMOJICHCTBHS C TPAHCIIOPTHBIMH areHTaMH HCIOJIB3YIOT MpoTokoia SMTP
nu ESMTP.

B kayectBe mpumMepa MOXKHO IOKa3aTh, KaK IMOJb30BaTENIb MpU MOMOIIM Mporpammbl telnet
MOXET MOJKIIOUYUTHCS K TPAHCTIOPTHOMY areHTy W OTIPABUTH MUCHMO.

[Tonb3oBarenb, MpU MOMOIIU TPAHCHOPTHOTO areHTa MOXKET TOJIBKO OTMPAaBJIATH MHUCHMA.
[IpueM modThl IPOUCXOAUT MPU TOMOIIU areHTOB JIOCTYTIA.

Jljis mOKIII0YeHHs K IIOYTOBOMY TPAHCIOPTHOMY areHTy KCIOJIb30Bajach mporpamma telnet,
C SIBHBIM yKa3aHUEM IpoTa 25.

$ telnet localhost 25
Trying 127.0.0.1...
Connected to ubuntu-server.
Escape character is 'A]'.
220 localhost ESMTP Postfix

[Tpu oTmpaBke MouThl 0053aTENBHO CIENyeT yKa3aTh OT KOrO 3Ta MoyTa oTnpasisercs. s
3TOro wucmoisib3yercss koManaa mail from mpo- Tokoma SMTP. TpancnopTHbIl areHT Mo
yMOJIYaHHUIO TpeOyeT B ajJpece OTHpaBUTENs 00s3aTelibHOE yKa3aHME JoMeHa B e-mail
OTIIPaBUTEIIS.

mail from: sergio
250 2.1.0 Ok

Ecnu ¢ mouToBBIM COO6HICHI/I€M OTIIPAaBUTECIIA BCC B IOPAIKE, Tp&HCHOpTHBIfI arc¢HT BbIJACT
NMOATBCPIKIACHUC. TenepL IIpU MOMOIIHN KOMaH/IbI I'Cpt to YKa3bIBACTCA aAPEC MOJTyq4aTClIA.

rcpt to: root
250 2.1.5 root... Recipient ok

HpI/I IIOMOIIM KOMAaH/bI data HaunHaeTcs BBOJ TCKCTa IIMCbMaA. HOCJ’ICI[HHH CTPOKa OOJI’KHA
COACPIKATh eﬂHHCTBeHHBIﬁ CHMBOIJI «.», KOTOpBII\/JI 00o03HaJaeT KOHCII ITMChbMa.

data

354 End data with <CR><LF>.<CR><LF>
Hello world!

Test mail

ITocme BBOAA CHUMBOJIA <«.» TpaHCHOpTHBﬁiaTeHT INPpUHHUMACT IMHUCbMO Ha AOCTAaBKYy, O 4YEM
BBLIACTCA COOTBCTCTBYIOIICC COOGH.[GHI/IG.

250 2.0.0 Ok: queued as 75B5726911

Jlist 3aBepIIeHUs CeaHca CBS3U MCIIONB3YeTC sl KOMaHaa quit.

quit
221 2.0.0 Bye
Connection closed by foreign host.

Kak BuAHO W3 NPUBEIEHHOIO MpPUMEpa, TPAHCHOPTHOMY AareHTy MAjsi JIOCTaBKH IOYTHI
HEoOX0UMO yKa3aTh JIBa IMapaMeTpa: apec OTHPABUTENS U aipec MOoaydaTess, a TaKkKe Telo
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nucpMa.

3aronoBkH, KoTopele Bbl BuauTe B Teie mucbMa, Hanpumep, From:, To:, X-Mailer: u T.1.,
TPaHCIIOPTHBIM ~ aréHTOM pacCMaTpUBAIOTCA Kak TeJNO IUMChbMa M HANpsMyK He
obpabatpiBatoTca. XoTs sendmail MOXXHO HacCTpOUTH TaKMM OOpa3oM, YTOOBI OH MPOBEPSIT
WJIM U3MEHSUT TaKUE 3ar0JI0BKHU.

[Ipu nocraBke NHCbMa TPAHCHOPTHBIM areHT J00aBiIIET B €ro 3aroJioBOK CTPOKH,
CBUJCTEIBCTBYIOILNE O MMPOXOKACHUH ITACbMa 4epe3 TPAHCIIOPTHBIN arcHT.

Kaxnplif TpaHCHOPTHBINA areHT, 4epe3 KOTOPBIH MPOXOIUT MUCHMO, T00ABISIET MOXO0XKYIO
CTpoKy. I1o 3TUM CTpOKaM MOKHO OIIPENEIUTh MAaPIIPYT MIPOXOKACHUS MHCHMA.

Belme ObIT MOKa3aH AOCTaTOYHO MPOCTOM MpHMeEp B3aUMOACUCTBUS cepBepa M KiueHrta. He
YUUTBIBAIOUINH MM(pPOBaHUE KaHAa U aBTOPU3ALIMIO [TOJIb30BATEI.
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Mpotokon POP3

POP3 (anrn. Post Office Protocol Version 3 — mpoTOKOJI TOYTOBOTO OT/IEICHHUS, BEPCHS 3)
UCIIONIB3YETCSl MOYTOBBIM KJIMEHTOM JUIsl MOJyYeHUs COOOLICHHM 3JIEKTPOHHOM IOYTHI C
cepBepa. OObIYHO HCHONB3yeTcss B mape ¢ mporokoidoMm SMTP. Ilpeabinymme Bepcuu
nportokoia (POP, POP2) ycrapenu.

Crannapt nporokona POP3 onpenenén B RFC 1939. Pacmupenuss u MeTo/ibl aBTOpU3aLUU
omnpenenensl B RFC 2195, RFC 2449, RFC 1734, RFC 2222, RFC 3206, RFC 2595.
CymiectBytot peannzanuu POP3-cepBepos, nopnepsxkusatomue TLS u SSL.
AJNbTepHaTUBHBIM IIPOTOKOJIOM JJIs1 COOpa COOOIICHH ¢ ITOYTOBOTO cepBepa siBisiercst IMAP.

CocTosiHUA ceaHca

B nporokone POP3 npenycmoTpeHo 3 cocTosiHUs ceaHca:

ABTOpH3aLUs
KiuenT nmpoxoaut nponenypy AyreHTudbuKanum
Tpanzakuus

KiuenT mony4aer nHGOpMAIIHIO O COCTOSTHUU MTOYTOBOTO SIIUKA, IPUHUMAET U
yaajIseT MmouTy

OOHoBIIEHHE
Cepgep ynaiseT BBIOPaHHBIC MUCbMa U 3aKPhIBACT COCTUHEHUE

KomaHabl npoTOoKona

APOP [ums] [digest]

Komanna coyxut s mepenadn cepBepy IMEHH MOJIb30BaTeNs u 3ammdposanHoro napois(digest)

AprymeHTbl
[mmst] - cTpoka, ykasbpIBaroIast MM IIOYTOBOTO SIIHKA.
[digest]- BpemMeHHas MeTKa, 3aIIN(POBAHHAS MMAapOJIeM MOIb30BaTess o anroputMy MDS. B cirygae
MOJAEP>KKH ATON KOMaH bl BpEMEHHAasi MEeTKa IOIy4aeTcsl IPU COEMHEHUH C CEPBEPOM:

+OK POP3 server ready <1896.698370952@meshach.smallorg.org>

OrpaHuueHus
E€ nognepxka He sBIsSeTCs 00s3aTeNbHOM
Bo3MmoskHBIE OTBETBI

e +OK maildrop has n message
* -ERR password suplied for [mms] is incorrect

DELE [coobuieHue]

CepBep oMedaeT ykazaHHOe cooOmienue s yaaneHus. CooOIeHs, ToMeYeHHbIE Ha yJalleHHe, peaTbHO
YIQISIOTCS TOJNBKO ITOCIIE 3aKPBITHS TPAH3aKIUH (3aKPbITHE TPAH3aKIHH TPOMCXOANT OOBIYHO MOCIIE IOChlIa
komauabel QUIT, kpome aToro, HapuMep, Ha cepBepax 3aKphITHE TPAH3AKIMN MOXKET MPOUCXOIUTD 110
HCTEUCHUIO OIPEJIETICHHOTO BPEMEHHU, YCTaHOBICHHOTO CEPBEPOM).

ApryMeHTHI

[coobrienne] - HOMep COOOIIEeHNUS.
OrpaHuyeHus

JocTymHa mocie ycrenrHoi uaeHTuGUKaIim
Bo3MmoxHBIE OTBETHI

* +OK message deleted
* -ERR no such message
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LIST [cooGLueHune]

Ecnu 6611 mepesian aprymeHt, To cepBep BbIAET HH(opManuio 00 ykazaHHOM cooOmeHnd. Eciau aprymeHT He
OBLJI TIepeIan, TO cepBep BBLIAET MHPOPMAITHIO 000 BCEX COOOIICHHUSX, HAXOSAIINXCS B TIOYTOBOM SIIITUKE.
Coo01eHus1, TOMEYEHHBIE IS YAAICHUS HE TIePEeUHCIISIOTCS.

AprymeHThbl

[coobmienne]-HOMep coobmeHws (HeoOs3aTebHBIN apryMEeHT)
OrpanuueHus

JocTymHa mocie yerenrHoi uaeHTHGUKaI
Bo3MoxHBIE OTBETHI

* +OK scan listing follows
* -ERR no such message

NOOP

CepBep HHYETO HE OCIacT, BCECraa OTBCYACT ITOJIOXKUTECIIBHO

AprymeHTbl

Her.
OrpaHnueHus

Her.
Bo3moxHBIE OTBETHI

+ +0K

PASS [naponb]

IIepenaér cepBepy naposib HOYTOBOTO SAIUKA

ApPrymMeHTbl

[maposs] - maposb TSt MOYTOBOTO SIIIIUKA.
Orpanuuenus

Paboraer nocne ycnemHoi nepeaaun UMEHH MTOYTOBOTO SIIHAKA.
Bo3moxxHBIE OTBETHI

* +OK maildrop locked and ready
* -ERR invalid password
* -ERR unable to lock maildrop

RETR [coo6LeHue]

Cepep nepenaét coobImmeHne ¢ yka3aHHBIM HOMEPOM

ApryMeHTHI

[coobmenne] - HOMep cooOmIeHus
OrpaHnueHus

JlocTyrnHa rocie yCrnenHol nieHTHhUKau
Bo3moxHBIE OTBETHI

*  +OK message follows
* -ERR no such message

RSET

OTol KOMaHJ0H MPOU3BOJUTCS OTKAT TPaH3aKIMHi BHYTpU ceccuu. Hampumep, eciiu nmosip30BaTens ciaydaitHo
MIOMETWII Ha yAaJIeHNe KaKue-TM00 COOOIIEHNUS, OH MOXKET yOpaTh 3TH MOMETKH, OTHPABHUB 3Ty KOMAaHAY

AprymeHTbl

Her.
OrpaHnueHus

JloctymnHa nocie ¥ 0 yCremHon HaeHTHGUKaN
Bo3moxHBIE OTBETHI
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+ +0K

STAT

CepBep BO3BpaIllaeT KOJIWYECTBO COOOIIEHUH B TOYTOBOM SIIIUKE TUIIOC pa3Mep, 3aHUMaeMbIMHA STUMU
COOOIIECHUSAMHI Ha TOYTOBOM SIIIHAKE

AprymeHTbl

Her
OrpaHnueHus

JlocTymHa mocie yernenrHoi uaeHTuGuKaim
Bo3moxHBIE OTBETHI

e +OKab

TOP [coobweHune] [konnyecTBO CTPOK]

CepBep BO3BpAIIIACT 3ar0JIOBKH YKa3aHHOTO COOOIICHUS, MyCTYI0 CTPOKY U YKa3aHHOE KOJIMYESCTBO MEPBBIX
CTPOK TeJa COOOIICHHS.

AprymeHTbl

[coobmenne] - HOMep cooOmIeHUs

[KommaecTBO CTPOK] - CKONBKO CTPOK HY)KHO BBIBECTH
OrpanuueHus

JlocTyrnHa nocie yCrnenHol uaeHTHhUKau
Bo3MoxHBIE OTBETHI

*  +OK n octets
* -ERR no such message

USER [uwms]

[epenaér cepBepy UMs IOJIB30BATEIL

ApPrymMeHTbl

[mmst] - cTpoka, ykasbpIBaroIast MM TIOYTOBOTO SIIHKA.
Orpanuuenus

Her.
Bo3moxxHBIE OTBETHI

¢ +OK name is a valid mailbox
¢ -ERR never heard of mailbox name

QUIT

ApryMeHTHI

Her.
OrpaHnueHus

Her.
Bo3moxHBIE OTBETHI

« +0K
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Mpotokon IMAP

IMAP (anrm. Internet Message Access Protocol — "[IpoTokos qoctyna K 3J€KTPOHHON MOYTE
WutepHera") — MNPOTOKOJI MPHUKIAAHOTO YPOBHS Ui JOCTyHa K AJIEKTPOHHOM MOYTe.
Ananornuesn POP3, T.e. cayxur mig paOoThl CO BXOASIIMMH NHCbMaMH, OJIHAKO
o0ecreynBaeT JOMOJHUTEIbHbIE (PYHKIUHU, B YACTHOCTH, BO3MOXKHOCTh MPOBECTU MOUCK I10
KIIFOUEBOMY CJIOBY, HE COXpaHsIsl IOYTY B JIOKAJIbHOW MaMSTH.

IMAP mnpenocraBnsieT MoJIb30BaTEN0 OoraThleé BO3MOXKHOCTH Ui pabOThl C TMOYTOBBIMU
AIMKaMHU, HaXOILIMMUCS Ha LIEHTpaJIbHOM cepBepe. [louToBas mporpaMma, UCIOJIb3yIoLas
3TOT MPOTOKOJ, TMOJy4YaeT AOCTYN K XPaHWIUILY KOPPECHOHACHIIMM Ha CepBepe TakK, Kak
OyZATO 3Ta KOPPECTIOHACHIMS PACIONOXKEHa Ha KOMITBIOTEPE MOoJTydyaress. DIeKTPOHHBIMU
MUChbMaMU  MOXKHO MAaHUMYJIMPOBaTh C KOMIIbIOTEpa TMoONb30BaTens (KiIMeHTa) 0e3
HEOOXOMMOCTH TIOCTOSTHHOM TEpechUIKH C cepBepa W 00paTHO (aiijioB C IMOJHBIM
COJIEp>)KaHUEM TTHCEM.

MNMpeumywectBa no cpaBHeHuto ¢ POP3

IMAP 6511 pa3paboTtan Jyist 3aMeHBI 0osiee mpocToro nmporokona POP3 u uMeer crenyronme
MPEUMYIIECTBA MO0 CPABHEHUIO C MOCIICIHUM:

* [lucbma xpaHsATCA Ha cepBepe, a He Ha KiMeHTe. Bo3MOXeH 10CTyI K OTHOMY U TOMY
K€ TIOUYTOBOMY SIIIIUKY C PA3HBIX KIUEHTOB. [lomaepxuBaeTcs TakiKe 00HO8peMeHHbll
JIOCTYI HECKOJIbKMX KIIMEHTOB. B MpOTOKOJIE €CTh MEXaHU3MBbI, C TOMOILIBIO KOTOPBIX
KJIIMEHT MOXET ObITh TPOUH(POPMUPOBAH 00 U3MEHEHUSX, CICIAHHBIX IPYTUMU
KIIUEHTaMH.

* [logneprkka HECKOJIBKUX TOYTOBBIX SAMIMKOB (MU TAnok). KimeHT MokeT co3/1aBath,
yIaJATh U IEPEMMEHOBBIBATH [TOUYTOBbIE SILIUKHA HA CEPBEPE, a TAKKE NEPEMEIATh
MHMCHbMa U3 OJTHOTO MOYTOBOIO SIIKUKA B APYTOH.

* Bo3MoxHO co3manue 00mKUX ManokK, K KOTOPEIM MOTYT UMETh JOCTYI HECKOJIBKO
MOJIb30BaTENEN.

* Hudopmainus 0 COCTOSHUH MHCEM XPAHUTCS Ha CepBEPE M IOCTYITHA BCEM KIIMCHTaM.
[TuceMa MOTyT OBITH TOMEUYEHBI KaK MPOYNTAHHBIC, BAXKHBIE U T.I1.

* Tlomneprka moricka Ha cepBepe. HeT He0OX0AMMOCTH CKaunBaTh C cepBepa
MHO>KECTBO COOOIIEHH JIJIs1 TOTO, YTOObI HAWTH OJTHO HY>KHOE.

 Tlonmnepxka oHIalH-pabOTHI. KIIMEHT MOKET MOIeP)KUBATH C CEPBEPOM TOCTOSTHHOE
COEMHEHHE, ITPU 3TOM CEPBEP B PEaIbHOM BpeMEHU HHPOPMUPYET KIHEeHTa 00
M3MEHEHUSX B MIOYTOBBIX SIIIMKAaX, B TOM YHCII€ O HOBBIX TUChMAX.

* [IpenycMOTpeH MEXaHU3M pacUIupPEHUs BO3MOKHOCTEN POTOKOJIA.

Texymas Bepcus nmpoTtokosia umeer obo3nauenue IMAP4rev] (IMAP, Bepcus 4, peBusus 1).
ITpoTokous nogaep kUBaeT nepegady naposs nojib3oBaTens B 3amuppoBaHHoM Buzie. Kpome
toro, IMAP-Tpaduk MoxHO 3amuppoBaTh ¢ moMoIso SSL.
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Hacrtpoiika Postfix

VYcranosuMm nojuepxkky B Postfix Maildir Mailboxes (popmar XpaHeHHs MOYTOBBIX
COOOIIEeHUH, KOTOpBIi HEe TpeOyeT OJIOKMPOBKH (Qaitia s TOoIACpKaHUs IIeITOCTHOCTH
MOYTOBOTO COOOLICHHUS, MOTOMY 4YTO COOOIIEHHE XpaHWUTCA B pa3feibHBIX (Qainax ¢
YHUKAJIbHBIMU UMCHAMH.

Co06ctBenno Maildir 3To nupekTopusi ¢ TpeMs MOJAUPEKTOPUIMU C IMEHAMH tmp New U Cur.
Otpenaktupyem aiist 3Toro main.cf u J00aBUM B HETO CTPOKHU:

home_mailbox = Maildir/

mailbox_command = procmail -a «$EXTENSION»

Iepesarpysute Postfix.

/etc/init.d/postfix restart

Jlo6aBuM NOAAEPKKY BUPTYAJbHBIX NOYTOBbIX AIINKOB

CMbICIT cOCTOUT B TOM, uT0OBI Postfix rcmonb3oBall yueTHbIE 3alUCH HE CUCTEMHBIE, a
BUPTYyaJIbHBIE, U3BECTHBIE €EMY OJJHOMY. JT0 00Jjiee OnpaBaaHHO U3 COOOpaKEHHUH
6e3onacHoctu. [Ipenmonaraercs, 4ro y Bac mouta OyJeT pacroyiararbCs Kak:

/home/vmail/unix.specialist.ru/info/
/home/vmail/unix.specialist.ru/sales/

Jlanee uayT Katajaord, oroBapuBaeMbIe BHINIE, T.€. New, cur, tmp.

[Iponomxaem npaButh ¢aitn main.cf

myhostname = localhost

Bce BupTyanbpHbie OYTOBBIC SIIUKHU TOJDKHBI UMETh BJaJiesbla vimail, BXOASIIEro B Tpymiy
vmail ¢ uid 5000

groupadd -g 5000 vmail
useradd -m -u 5000 -g vmail -s /bin/bash vmail

Jlo6aBuM B main.cf mogmepxky virtual mail box:

virtual_mailbox_domains = /etc/postfix/vhosts
virtual_mailbox_base = /home/vmail
virtual_mailbox_maps = hash:/etc/postfix/vmaps
virtual_minimum_uid = 1000

virtual_uid_maps = static:5000
virtual_gid_maps = static:5000

Coznaaum (aiin u 106aBUM B HETO ClIeTYIOIIEe:

nano /etc/postfix/vhosts

100ABUTH:

unix.specialist.ru

OTO U €CTh HaIlIH co3aaBacMBbIC€ ITOYTOBBIC TOMCHBI.
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Co3zmanum ¢aiin /etc/postfix/vmaps B Hero 106aBUM B IBYX CTOJIOIaX BUPTYaJIbHbIE
MOYTOBBIE aJpeca U MECTO pacrojokeHus (mailbox) »TuxX agpecoB B CUCTEME:

nano /etc/postfix/vmaps

info@unix.specialist.ru unix.specialist.ru/info/
sales@unix.specialist.ru unix.specialist.ru/sales/

KonBeptupyem vmaps B X311 (aiin

postmap /etc/postfix/vmaps

[Tepezarpy3um Postfix

/etc/init.d/postfix restart

IIpumep peasbHo padoTaroniero kongura

smtpd_banner = $myhostname ESMTP $mail name
biff = no

append_dot_mydomain = no

myhostname = localhost

home_mailbox = Maildir/

virtual _mailbox_domains = /etc/postfix/vhosts
virtual_mailbox_base = /home/vmail
virtual_mailbox_maps = hash:/etc/postfix/vmaps
virtual_minimum_uid = 1000

virtual_uid_maps = static:5000
virtual_gid_maps = static:5000

alias_maps = hash:/etc/aliases

alias_database = hash:/etc/aliases

myorigin = $myhostname

mynetworks = 127.0.0.0/8 192.168.2.0/24
mailbox_size limit = 0

recipient_delimiter = +

inet_interfaces = all

[TpoBepka BUpTyanbHBIX mailbox

[Touuture mucemo info(@unix.specialist.ru 13 KOHCOJIN:

mail info@unix.specialist.ru

[IpoBepbTe 3TOT K€ MOYTOBBIN AMIUK:

cd /home/vmail/unix.specialist.ru/info/new
1s

Tam JOJIXKHO HaAaXOAUTHCA TECTOBOC ITUCHMO
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JlaGopaTopnasi padora

eab padoTbl

HayuuThcs ocymiecTBiIsTh HACTPOUKY CBA3KY postfix+dovecot.

3aoauu

Onucanue

1. bazoBas HacTpolika

1. Yoenurecs, uro B BameM DNS-moMeHe IPUCYTCTBYET
MX-3anuce

dig mx unix.specialist.ru

2. Bxuitounrte noanepxkky B Postfix Maildir Mailboxes B /
etc/postfix/main.cf
home_mailbox = Maildir/

mailbox_command = procmail -a «$EXTENSION»

3. lepezarpysute Postfix

/etc/init.d/postfix restart

2. Hacrpoiika BUPTyaabHBIX IOYTOBBIX ALIUKOB

1. Co3pnaiiTe HEOOXOAUMBIE AUPEKTOPHUU
/home/vmail/unix.specialist.ru/info/

/home/vmail/unix.specialist.ru/sales/

2. Jlo6aBbTe cTpoKy B /etc/postfix/main.cf

myhostname = localhost

3. Jo6aBbTe mOIB30BaATENA U TPyNITy vmail

groupadd -g 5000 vmail

useradd -m -u 5000 -g 5000 -s /bin/bash vmail
4. TobaBuM B /etc/postfix/main.cf monnepxky

virtual _mail box:

virtual _mailbox_domains = /etc/postfix/vhosts
virtual_mailbox_base = /home/vmail
virtual_mailbox_maps = hash:/etc/postfix/vmaps
virtual_minimum_uid = 1000

virtual_uid_maps = static:5000
virtual_gid_maps = static:5000

5. Coznaiite daiin /etc/postfix/vhosts 1 mo6aBbpTE B HEro
CTPOKY ONMCHIBAIOIIYHO Balll JOMEH.
unix.specialist.ru

6. Cozmagum /etc/dovecot/dovecot.conf cnemyrorero
COJlepIKaHUA:

#base_dir = /var/run/dovecot

protocols = imap pop3

disable_plaintext_auth = no

shutdown_clients = yes

log_path = /var/log/dovecot

info_log_path = /var/log/dovecot.info
log_timestamp = "%Y-%m-%d %H:%M:%S "
ssl_disable = yes

login_dir = /var/run/dovecot/login
login_chroot = yes

login_user = dovecot

login_greeting = Dovecot ready.
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mail_location = maildir:/home/vmail/%d/%n
mmap_disable = no

valid_chroot_dirs = /var/spool/vmail

protocol imap {

login_executable = /usr/lib/dovecot/imap-login
mail_executable = /usr/lib/dovecot/imap

}
protocol pop3 {

login_executable = /usr/lib/dovecot/pop3-login
mail_executable = /usr/lib/dovecot/pop3
pop3_uidl format = %08Xu%08Xv

}
auth_executable = /usr/lib/dovecot/dovecot-auth
auth_verbose = yes

auth default {

mechanisms = plain digest-md5

passdb passwd-file {

args = /etc/dovecot/passwd

}
userdb passwd-file {

args = /etc/dovecot/users
}
user = root

}

7. Cozpaiite ckpurt /usr/sbin/adddovecotuser st
JI00aBJICHHS T10JIh30BATEIICH B CHCTEMY:

echo "$1" > /tmp/user

user="cat /tmp/user | cut -fi -d "@""
domain="cat /tmp/user | cut -f2 -d "@""

echo -n "Suser@$domain" >> /etc/dovecot/users
echo -n "::5000:5000::" >> /etc/dovecot/users
echo -n "/home/vmail/" >> /etc/dovecot/users
echo "$domain/:/bin/false" >> /etc/dovecot/users

/usr/bin/maildirmake.dovecot /home/vmail/ \
$domain/$user 5000:5000

echo $1 $domain/$user/ >> /etc/postfix/vmaps
postmap /etc/postfix/vmaps

postfix reload

8. Cozpmaiite ckpunr /ust/sbin/mkdovecotpasswd s
n00aBICHIS TTOIH30BATENEH B CHCTEMY:

mkpasswd --hash=md5 $2 > /tmp/hash

echo "$1: cat /tmp/hash™" >> /etc/dovecot/passwd

9. Co3paiiTe yueTHbIE 3alKCH:

adddovecotuser info@unix.specialist.ru
mkdovecotpasswd info@unix.specialist.ru passil
adddovecotuser sales@unix.specialist.ru

mkdovecotpasswd sales@unix.specialist.ru pass2

10. 3ammruTe daitn mapos:
chmod 640 /etc/dovecot/passwd

3. 3amyck cepBepa

1. [Tepezanyctute postfix-cepsep
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/etc/init.d/postfix restart

2. [lepezanyctute dovecot-cepBep

/etc/init.d/dovecot restart

4. ITposepka paboTHI cepBepa

1. Tectupyem postfix

$ telnet localhost 25

Trying 127.0.0.1...

Connected to ubuntu-server.
Escape character is 'A]'.

220 localhost ESMTP Postfix
mail from: root

250 2.1.0 Ok

rcpt to: info@unix.specialist.ru
250 2.1.5 info... Recipient ok
data

354 End data with <CR><LF>.<CR><LF>
Hello world!

Test mail

250 2.0.0 Ok: queued as 75B5726911
quit

221 2.0.0 Bye

Connection closed by foreign host.

2. Tectupyem dovecot

$ telnet ubuntu-server.unix.specialist.ru 110
Trying 192.168.10.5...

Connected to ubuntu-server.unix.specialist.ru.
Escape character is 'A]'.

+0K dovecot ready.

User info@unix.specialist.ru

+0K

pass naposb

+0K Logged in.

quit

+0K Logging out.
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3ammuTa oT cnamMa M NpoBepKa Ha BUPYChI

Camplif OG0JIBIION MOTOK CIaMa paclpoCTpaHseTCsl uepe3 AIeKTPOHHYyI0 moyTy (e-mail). B
HAcTOsIIee BpeMs JO0JIsl BUPYCOB M cIama B 00IIeM TpaduKe 3JIEKTPOHHOM MOYTHI COCTABISET
no pasHeM orneHkam ot 70 mo 95 mpomenrtoB[5]. B cmame Hamboiee wacto BcTpedaercs
peKJIaMa HEeNmoMyJIAPHBIX TOBApOB: rolex, viagra u T.11..

Cnamepsl coduparoT e-mail aapeca ¢ TOMOMIBIO CHEMHAATBHOTO POOOTa WM BPYUYHYIO (pEIKo),
UCTIONB3Ysl BeO-cTpaHullel, KoHpepeHuuun Usenet, CIUCKU PACCHUIKH, ASJIEKTPOHHBIE JTOCKH
OOBsIBIICHHH, TOCTEBBIC KHUTH, YaThl... Takas mporpamma-poOOT cmnocoOHa coOpaTh 3a Yac
TBICSIYM QJIPECOB U CO3/aTh M3 HHUX 0a3y MAHHBIX Ul JajbHEHINECH PacChUIKM MO HUM CHama.
Hexoroprie KOMIAaHMM 3aHUMAIOTCS TOJBKO cOOpOM aapecoB, a 0a3bl MOTOM MPOAAIOT.
Hexoropsie KOMIaHUU MPOAAIOT criamepaM e-mail ajgpeca CBOUX KIMEHTOB, 3aKa3aBIIUX y HUX
TOBApBl WM YCIYTH IO 3JIEKTPOHHOW moure. EcTh emé oauH cmoco0 MoNyduTh OONBIION
CIHCOK paboTaromux e-mail aapecoB: aapeca cHadala TEeHEPUPYIOTCS CIIyYailHbBIM 00pa3oM o
3aIaHHBIM 11a0JI0HaM (OT THICSYHM 0 MUJUIMOHA), a TIOTOM TIPOCTO MPOBEPSIIOTCS CIEIHATbHON
NpOrpaMMOI-BATHIATOPOM Ha MX BAJHJHOCTh (CYIIIECTBOBAHUE).

Ceiluac 0MH M3 OCHOBHBIX KaHAJIOB paclpOCTPAaHEHUS BUPYCOB — DIIEKTPOHHAS I0YTA.
OOBIYHO BUPYCHI B MUCHMAxX JIEKTPOHHON MOYTHI MACKUPYIOTCS MOJA 0€300UHbIE BIIOKEHHUS:
KapTUHKH, JIOKYMEHTBI, My3bIKY, CCBIJIKM Ha CalThl. B HEKOTOPBIX NHMCbMaxX MOTYT COAEPKATHCS
NENCTBUTEIBHO TOJNBKO CCBUIKH, T.€. B CAMUX MHUCbMAaxX MOXET U He OBbITh BPEAOHOCHOTO KOJa,
HO €CJIHM OTKPBITH TAKYI0 CCBUIKY TO MOKHO IIOIACTh HA CIIELMAJIbHO CO3JaHHYIO CTpaHUILY,
COJIEpIKAILY0 BUPYCHBIN KOJ. HekoTopsie BUPYCHI, IT0IIaB HA KOMIIBIOTEP, MOTYT UCIIOJIb30BATh
aJIpeCHYI0 KHUTY TOJIb30BaTENs, U1 PACChUIKH caMoro ceosl.

Spamassassin

SpamAssassin  — 3¢ QeKTuBHOE CpeACTBO Uil (UIBTPALlMM CllaMa, OCHOBAaHHOE Ha
B3aMOJICHCTBUH KIIFOUEBBIX KOMIIOHEHTOB — OLIEHOYHOTO JE€MOHA, TPAHCIIOPTHOTO areHTa u
0a3pl mabnoHOB mHceM. SpamAssassin ucnonb3yer baiiecoBckyio ¢uibTpanmio, 00paboTKy
DNSBL, Sender Policy Framework, DomainKeys, DKIM, Razor u gpyrue wmertoas
pacno3HaBaHus ciiama. SIBisieTcst IpoeKToM BepxHero yposHs B Apache Software Foundation.

YcranoBka SpamAssasin:

aptitude install spamassassin spamc

[To ymonuaHuio spamassassin BBIKJIIOUEH, MOATOMY CJIEOYET €ro BKJIIOUUTh, AJS Yero Hajo
nponucate napamerp ENABLED=1 B d¢aiine /etc/default/spamassassin u mepesanycTuTh
JIEMOH:

/etc/init.d/spamassassin restart

Clamav

Clam AntiVirus — mnaker antuBupycHoro I1O, paGorarommii BO MHOTHX OIEpAllMOHHBIX
cucremax, Bkmouas Unix-nogo6usie OC, OpenVMS, Microsoft Windows u Apple Mac OS X.

Beimyckaercs mog GNU General Public License u siBiseTrcss cBOOOAHBIM HpPOTrpaMMHBIM
00ecrieyeHueM.

I'maBHas nens Clam AntiVirus — UHTETpaiys ¢ cepBepamu dIEKTPOHHOM MOYTHI Il TPOBEPKU
(baiinoB, MPUKPETUIEHHBIX K COOOMIEHUAM. B makeT BXOIUT MacmITaOupyeMblii MHOTOTIOTOYHBIN
neMoH clamd, ynpaBisgeMbli M3 KOMaHAHOM CTpoKM ckaHep clamscan, a Takxke MOIYJb
oOHoBIeHUs curHaTyp 1o MuatepHery freshclam.

biaok 4 - 16


http://ru.wikipedia.org/wiki/%D0%AD%D0%BB%D0%B5%D0%BA%D1%82%D1%80%D0%BE%D0%BD%D0%BD%D0%B0%D1%8F_%D0%BF%D0%BE%D1%87%D1%82%D0%B0

Bosmoxnaoctu Clam AntiVirus:
+  YIOpaBJCHHUE M3 KOMaHJIHOW CTPOKH;

+  BO3MOXXHOCTh HCIIOJIb30BaHUS C OOJIBIIMHCTBOM TIOYTOBBIX CEpPBEPOB, BKIIOYAS
peanuzanuto milter-unrepdeiica AJ1 MOYTOBON CHCTEMBI,

+ ckanep B Buje oubmmoreku Cu;
+ CKaHupoBaHHE (AIIIOB U TIOUTHI «HA JIETY»;
« ompexaenenue cBoime 360 000 BupycoB, yepBei, TPOSTHOB, COOOMIEHHUH (PHUITHHTA;

« aHanm3 cxaTbix QaiinoB RAR (2.0, 3.0), Zip, Gzip, Bzip2, MS OLE2, MS Cabinet, MS
CHM (cxateiit HTML) u MS SZDD;

«  MOJJIepKKa CKaHUpoBaHUSA mbox, Maildir 1 «ChIpBIX» MOYTOBHIX (hailyioB;
« anamm3 ¢aitnoB ¢popmata Portable Executable, ymakoBanusix UPX, FSG nnu Petite.
VYcranoska Clamav:

aptitude install clamav-daemon clamav clamsmtp

Tenepb 106aBUM CITy>KE€OHBIX MOJIb30BATEICH:

adduser clamsmtp clamav

[lepecTapTyem HalK MOYTOBBIE CEPBUCHI:

/etc/init.d/postfix restart
/etc/init.d/clamsmtp restart
/etc/init.d/clamav-daemon restart
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CesasbiBanue Postfix+Spamassassint+Clamav

Haunbonee npocTbiM crocoOOM MPOBEPKH MOYTHI SIBISETCS HCIOIb30BAHME CKPHITAa NI ee
¢unbTpanuu. B nepByro ouepens, Hao mponucath GUIbTp B (aiine /etc/postfix/master.ct

B ¢daiine master.cf ucnpasnisem cTpoky:
n

smtp inet n - - - smtpd
Ha
smtp inet n - n - - smtpd -o
content filter=myfilter:dummy
U 1o0aBiIssEM
myfilter unix - n n - - pipe
flags=R user=clamav argv=/usr/local/bin/myfilter.sh -f ${sender} -- ${recipient}

u cobcTBeHHO numemM ckpunt /ust/local/bin/myfilter.sh

#!1/bin/sh

INSPECT_DIR=/tmp #KaTanor Kyga OyAayT COXpPaHATbLCS NMUCbMa ANS CKaHUpPOBaHUSA
SENDMAIL="/usr/sbin/sendmail -i"

VIRUSADMIN="info@unix.specialist.ru" # agpec Ana yBeaomieHUUiA

EX_TEMPFAIL=75
EX_UNAVAILABLE=69

# cTpoKa AnA 3anycka spamassassin
FILTER_SPAMC="/usr/bin/spamc -u spamfilter -U /var/run/spamd.sock"

trap "rm -f SINSPECT_DIR/in.$$ $INSPECT_DIR/vr.$$ $INSPECT_DIR/vr1.$$" 0 1 2 3 15

# MpoBepka Ha cnam
cat | SFILTER_SPAMC > $INSPECT_DIR/in.$$ || { echo Cannot save mail to file; exit
$EX_TEMPFAIL; }

# MpoBepkKa Ha BUPYCHI
/usr/bin/clamscan -v -r --no-summary --stdout ${INSPECT_DIR}/in.$$>$INSPECT_DIR/vr.$$

# Pe3ynbTaT NpOBEpKU
AV_RESULT=$?

case "$AV_RESULT" in
0)
# NpoBepeHO. MWH HeT :)
$SENDMAIL "$@" <${INSPECT_DIR}/in.$$
exit 0
I
1)
# OOGHapyxeH Bupyc. [locbiaem yBefOM/IEHUE afMUHY
echo "Subject: VIRUS FOUND" >> $INSPECT_DIR/vril.$$
echo >> $INSPECT_DIR/vril.$$
echo NMkkkhkhkhkhhhkhkhkhhkhhhkhkhhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkkkkkkkkkkxl >> $INSPECT_DIR/VF1.$$
echo "* MAIL *" >> $INSPECT_DIR/vril.$$
echo NMkkkkhhkhhhhhhhhhhhhhhhhhhhhhhhhhhhhkhhkhhhkhhkhkhkhkkxl >> $INSPECT7DIR/VF1.$$
echo >> $INSPECT_DIR/vril.$$
# BK/IoMaeM B OT4YET peasibHble ajipeca pefieeB
grep Received $INSPECT_DIR/in.$$ >> $INSPECT_DIR/vri.$$
echo "Mail from: $2 (may be forget)" >> $INSPECT_DIR/vril.$$
echo "To: $4" >> $INSPECT_DIR/vri.$$
grep Subject $INSPECT_DIR/in.$$ >> $INSPECT_DIR/vril.$$
echo >> $INSPECT_DIR/vril.$$
echo NMkkkhkhhkhhhhhhhkhhhhhhhhhhhhhkhhkhkhkhkhkhkhkhkhkhkhkhkhkhkkkkkkkxl >> $INSPECT_DIR/VF1.$$
echo "* Virus(es) *" >> $INSPECT_DIR/vri.$$
echO NMkkkkhhhhhkhhhhhhhhhhhhhhhkhhhhhhhhhhhhkhhhkhhhkhkhkkxl >> $INSPECT7DIR/VF1.$$
# BKiw4yaem B OT4YeT CMUCOK BUPYCOB
cat $INSPECT_DIR/vr.$$ >> $INSPECT_DIR/vril.$$
$SENDMAIL -f $VIRUSADMIN -r $VIRUSADMIN -F "Antivirus" $VIRUSADMIN < $INSPECT_DIR/vril.$$
exit 0
i
*)
# Npou3owna ownbka B pa6oTe aHTMBUpyca. CooGwum 06 OwWUGKE aAMUHY
echo "Subject: ANTIVIRUS FAILED" >> $INSPECT_DIR/vril.$$
echo >> $INSPECT DIR/vril.$$
echo Mkkkkhkhhhhhhhhhhhhhhhhhhhhhhhhhhhhkhhkhkhkkhkkkkkkkkkxl >> $INSPECT7DIR/VF1.$$
echo "* Antivirus Failed with next problem *" >> $INSPECT_DIR/vril.$$
echo Mkkkhkhkhkhkhkhkhkhkhhkhkhkhhhkhhkhkhhkhkhkhkhhkhkhkhkhkhkhkhkhkhkhkkkkkkkkkkxl >> $INSPECT_DIR/VF1.$$
case "$AV_RESULT" in
40)
echo "* Unknown option passed. *" >> $INSPECT_DIR/vril.$$
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rr

50)

echo "* Database initialization error. *" >> $INSPECT_DIR/vri.$$
i

52)
echo "* Not supported file type. *" >> $INSPECT_DIR/vril.$$
i

53)
echo "* Can't open directory. *" >> $INSPECT_DIR/vril.$$
’r

54)
echo "* Can't open file. (ofm) *" >> $INSPECT_DIR/vril.$$
’r

55)
echo "* Error reading file. (ofm) *" >> $INSPECT_DIR/vril.$$
T

56)
echo "* Can't stat input file / directory. *" >> $INSPECT_DIR/vril.$$
H

57)
echo "* Can't get absolute path name of current *" >> $INSPECT_DIR/vril.$$
echo "* working directory. *!" >> $INSPECT_DIR/vril.$$
’r

58)
echo "* I/0 error, please check your filesystem. *" >> $INSPECT_DIR/vril.$$
T

59)
echo "* Can't get information about current user *" >> $INSPECT_DIR/vrl.$$
echo "* from /etc/passwd. *" >> $INSPECT_DIR/vril.$$
H

60)
echo "* Can't get information about user *" >> $INSPECT_DIR/vril.$$
echo "* clamav (default name) from /etc/passwd. *" >> $INSPECT_DIR/vril.$$
’r

61)
echo "* cCan't fork. *" >> $INSPECT_DIR/vril.$$
’r

63)
echo "* Can't create temporary files/directories *" >> $INSPECT_DIR/vril.$$
echo "* (check permissions). *" >> $INSPECT_DIR/vril.$$
i

64)
echo "* Can't write to temporary directory (please *" >> $INSPECT_DIR/vri.$$
echo "* specify another one). *" >> $INSPECT_DIR/vril.$$
i

70)
echo "* Can't allocate and clear memory (calloc). *" >> $INSPECT_DIR/vril.$$
’r

71)
echo "* Can't allocate memory (malloc). *" >> $INSPECT_DIR/vril.$$

rrs
*)
echo "Unknown error $AV_RESULT" >> $INSPECT_DIR/vril.$$

rr

esac

ECHO M*H AKX IKXK KK KKK KKK KK KKKR KX KKK KKK XK KKK R XX KKK XX XXX 55 STNSPECT_DIR/vri.$$
$SENDMAIL -f $VIRADMIN -r $VIRADMIN -F "Antivirus" "$VIRADMIN" < $INSPECT_DIR/vril.$$
exit $EX_TEMPFAIL

rr

esac

exit 0

B naHHOM ckpunTe peann30BaHO YBEJOMIJIEHHE TOJIBKO aJIMUHUCTparopa (MMes AENo C
COBPEMEHHBIMU IIOYTOBBIMH BHPYCaMH YBEIOMJICHHE OTIPABUTENS M MOJydaTessl MPOCTO
MIPOTHBOIOKA3aHO), 3apayKEHHbIE MUChMa MPOCTO YOUBAIOTCH.

HCpCCTapTyeM Hally MO4YTOBBIC CCPBUCKHI:

/etc/init.d/postfix restart
/etc/init.d/clamsmtp restart
/etc/init.d/clamav-daemon restart
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