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Proxy-cepsep Squid

KeumpoBanue 3apocoB Mo MPOTOKOJIaM
* HTTP u FTP.
*  Pabora c mpotokomom HTTPS.
e OpraHu3aius HepapXuu proxy-cepBepos.
*  [Ipospaunoe proxy (transparent proxy).
*  Konrpons goctyna k pecypcam (ACL).
*  Tlepenampasnenue 3ampocos (redirect).
*  OrpaHunueHue IWMPHHEI KaHaia (delay
pools).
e Iloanmepxxka SNMP.

Proxy-cepBep Squid nmoanepkuBaeT CleayIOe BOSMOXKHOCTH:

. KemmpoBanue 3ampocoB nosis3oBatedns 1mo nporokonam HTTP, FTP.
. Paborty ¢ mporokxonsom HTTPS.

. OpraHu3zaiuio nepapxmum proxy-cepBepos.

. AyTtentudukanus.

. [Ipo3paunoe proxy (transparent proxy).

. KonTpons nocryna x pecypcam (ACL).

. [Tepenamnpasnenue 3amnpocos (redirect).

. Orpanunvenue mupuHel kanana (delay pools).

. [Tonnepxxka SNMP.

. U HexkoTopbie Apyrue BO3MOKHOCTH.

Kondurypaumnonnsii ¢paiia squid.conf

[Tocne ycraHOBKM KOHQUIYpallMOHHBIA (haill MpoKcHU-cepBepa OyIeT HaXOIUTHhCS B
nupektopu /ust/local/etc/squid. daiin HazpiBaercs squid.conf.

B (aiine squid.conf omnmceiBaoTCSI Bce KOH(PUIYypallMOHHBbIE MapaMeTpbl, KOTOpHIE
aJIMUHUCTPATOP MOXKET U3MEHSATH 110 CBOEMY YCMOTPEHHIO.

CumBon komMeHTapusi — #. Bce, 4To OyneT HammcaHo IMOCie 3TOT0 CHMBOJIA IO KOHIA
CTpOKH, cuuTaercss koMMeHTapueM. Kommentapuu B squid.conf SBISIOTCS J0CTaTOYHO
MOJTHOW JOKyMeHTamuei mo omuusaM squid. Ho Bce ke, caMyio TIOJIHYIO JOKYMEHTAIIHIO
MO>KHO HalTH Ha caiite mpoekTa http://www.squid-cache.org.

[TockonbKy KONMMYECTBO KOH(MUTYPAIMOHHBIX TIAPAMETPOB JOCTATOYHO BEIUKO, B
CIIEAYIOUIMX pa3jenax OyIyT paccMOTpPEeHbI TOJbKO HauOojiee MHTepecHble. B daiine
OyayT BCTpeuaThCs CTPOKH, IMOT00HBIC IPUBEACHHBIM HIDKE:

#Default

#http_port 3128

Takum 00pazoMm, MMOKa3bIBACTCS 3HAYCHUE IO YMOJIYAHUIO COOTBETCTBYIOIIETO MapaMeTpa.
Ecnu Bel XoTHTE M3MEHUTH MapaMeTp, He0OX0IUMO yOpaTh CHMBOJI KOMMEHTApHs Tepen
HUM H IPUCBOHTH €My HOBOE 3HaUCHHE.
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IIapaMeprl, BJIMAKOLWNE HA CETEBbIC NOAKJIIYCHUSA

http_port
https_port
icp_port

lMapamemp http_port

B nepByto odepenp HEOOXOUMO OINPEACITUTH HOMEP TOPTa, K KOTOPOMY OYJIyT IOAKITFOYATHCS
KIIUEHTHI, KENaolue BOCIOIB30BAThCS YCIyTaMU Proxy-cepBepa. 3a ompeaeleHHe HoMepa
rmopTa oTBeuaeT napameTp http port.

http_port 3128

B kadecTBe mapameTpa MOKHO HCTIONB30BaTh mapy: IP:mopt. B aToM ciaydae Oyner onpenenex
U uHTepdeiic u mopT, Ha KoTopoM squid OyJeT CIymaTh 3aIpOChl OT KIMEHTOB.

3HaueHue no ymonuanuto: 3128.

IHapamertp https_port
[ip:]port cert=certificate.pem [key=key.pem] [options...]

DTOT mapaMmerp HEeoOXOIWMO MPUMEHSTh TOJIBKO B pexuMme KemupoBaHus Bamero WEB-
cepsepa. OH ompeAeseT MopT, Ha KOTOPOM Proxy-cepsep Oyner ciaymats SSL 3anpock!.

Heo6xoauMo yka3bIBaTh mapamMeTp cert, onmpeaesstommii Gpaiii ¢ cepTuhruKaToOM.
3HaUYeHHE 110 YMOTYAHUIO: HE ONPEICIICHO.

ITapamerp icp_port.

[Tapametp ompenensieT mopt, Ha KoTopomy squid npunumaet ICP 3ampocsr.

Ecnu Bel Oyzere 00beIUHATH IPOKCH-CEPBEPA B UEPAPXUUECKYIO CTPYKTYPY, 3TOT HOPT OyIeT
UCIIOJIB30BaThCs sl OOMEHAa KOMaHIaMH.

3nauyenue no ymonyanuto: 3130
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IlapaMeTpbl, OpraHu3anuu HepapxXuu NPoKCcH-cePBEPOB

cache peer
cache peer_domain
hierarchy stoplist

[Tpokcu-cepep squid MO3BOJISET OOBEAUHATH CEpPBEpPa B HEPAPXUUYECKYIO CTPYKTYpy. BbI
Oyzaere caMy MOJKITIOUATh CBOM CEpBEP K YK€ CYLIECTBYIOIEH nepapxuu. st Toro, 4To0bl BbI
MOTJIM TMOJKIIIOUUTBCS K KakoMmy JIMOO cepBepy, Ha HEM BaM JIOJDKHO OBbITh pa3pelieHo
HOJIKJIIOYAThCS KaK KIIMEHTY IIPOKCHU-CEPBEPA, U OTKPHIT AocTyn K ICP nopry.

lNapamemp cache_peer

[Ipu momomm 3TOro mapameTpa MOXHO YKaszaTh NPOKCH-CepBep, K KoTopomy Bbl Oynere
HOJKIIIOYAThCS], & TAK)KE HEKOTOPBIE MapaMeTphl MOAKIIOUCHHUS.

Hanpuwmep:

cache_peer parent.foo.net parent 3128 3130
cache_peer sibil.foo.net sibling 3128 3130
cache_peer sib2.foo.net sibling 3128 3130

Tyt ompenenensl Tpu cepBepa, K KOTOPHIM BBl MOJKIIOYAETECh. THUI B3aWMOOTHOIICHUS C
HUMU: parent, siblin uau multicast. [Topt, mo koTopomy OyayT mepenaBaThcsi qaHHBIC: 3128.
[Toprt, no koTopomy OyayT nepenaBaTscsi komanabl: 3130.

3Ha4YeHUE 10 YMOJIYAHUIO: HE ONPENIEICHO.
THunsl B3aNMOOTHOLICHUH MEXK1Y cepBepaMHu

[Tpu B3aMMOOTHOIIIEHHUSAX parent, €CIIM B KEIll POJUTEIHCKOTO cepBepa HET HE0OXO0AUMOTO HaM
pecypca, OH caM ocyluecTBiseT ero nouck B MurepHer. W mocne storo mepenaer pecype
HaIlleMy CepBepy.

[Ipn B3ammooTHOMmIEHHWsIX TUMa sibling, ecaM B Keml pPOIUTENBCKOTO CEpBEpa HET
HEOOXOMMOr0 pecypca, HaM CaMHUM MPUAETCS OCYIIECTBIATh €ro MOUCK B IHTepHeT.

ITapamertp cache peer domain

IIpy momomm 3TOro mnapamerpa MOXHO Oo0Jee TOYHO paclpelesiuTh 3ampochl MEXITY
POIUTENBCKUMH CEPBEPAMHU.

Hampumep, cyiecTByer cepBep, KOTOPBI HamOoJiee MydIne oOCiykuBaeT 3anpockl Kk WEB-
cepBepam, HaXOISIIMMCS B JOMEHaX ru ¥ ua. Ml Ham HeoOX0aMMO C/IeNaTh TaK, YTOOBI 3aIIPOCHI
K pecypcaM, HaxOJSAIIMMCS B ATHX JOMEHaX, HaNpaBJsUIMCh HA 3TOT MPOKCH-cepBep. Torma
napametp cache peer domain HEOOXOIUMO OMPEEIUTH CIEAYIOIIUM 00pa3oM.

cache_peer_domain proxy.net.ru .ru .ua
O6paTI/ITe BHUMAHHC HAa TOYKH, C KOTOPBIX HAYMHAIOTCA MMCHA JOMCHOB. Ecan ne YKa3aTb

TOYKY, TO Ha CepBep proxy.net.ru OyayT mepechbuIaThCsl TOJBKO 3ampockl http://ru u http://ua.
Bce ocTanbHbIE TOMEHBI B 30HAX ru U ua He OyIyT 00padaThIBaThCS ITHM ITapaMeTPOM.
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3HadeHue 1o YMOJIYaHHIO: HE OMPEACIICHO.

IMapametp hierarchy_stoplist

[TapameTp ompenenser NOCIENOBATEILHOCTh CHMBOJIOB, KOTOpBIE MOIYT BCTpedaTbCsi B
3ampoce. Ecnu 3TH CUMBOJBI NMPHUCYTCTBYIOT, TOT/la Hall cepBep He Oyner oOpamarbes K
cepBepy B HEpPAPXHUU.

OOBIYHO TpHU TOMOIIM NapaMeTpa OMNPENENISAIOTCS CUMBOJbBI, KOTOPbIE BCTPEYAIOTCS IPU
0OpalleHn! K INHAMUYECKU T€HEpUPYEMbIM pecypcam.

HapaMeTp OIIPEACIICH ABHO:
hierarchy_stoplist cgi-bin ?
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ITapameTpbl, onpeaessiOIIAe pa3Mep Kelll MPOKCH-cepBepa

cache mem

memory_pools

cache swap low

cache swap_high
maximum_object_size
maximum_object_size in_memory
cache replacement policy

ITapameTp cache_mem

[TapameTrp ompenensieT pa3Mep ONEPaTHUBHON MaMATH, OTBOAUMOM MOJ KEUl Proxy-cepsepa.
DTOT mapameTp He BIUSET Ha TO, CKOJIBKO MaMsITH OyIyT 3aHUMATh MPOIECCHI squid.

VYuture, 4TO B ONEPATUBHOM MAMSATU XpaHATCS HE TOIbKO WEB-pecypchl, HO M HHIIEKC MTOUCKa
B Kelll cepBepa.

B cpeanem mpokcu cepBep HCMoiab3yeT okojio 10 MOaiT omepaTUBHON MaMsATH HAa KayKJIbIH
I'Gaiitr muckoBoro ke, mioc okoyo 10-20 MoOaiiT Ha 0OBEKTHI XpaHSIIUECS B ONEPATUBHON
naMsTH, IUTI0C TaMsTh, ONpeenseMas mapameTpom cache mem.

3HayeHue napaMeTpbl BHIOMPAETCS CIEAYIOIIMM 00pa3oM — €ClIM Bbl IJIAHHUPYETE BBIACIUTH
Uit paboThl TpoKcH cepBepa X MOalT omepaTWBHOW MaMsATH, TO 3HayeHHWe cache mem
JIOJDKHO OBITH paBHO X/3.

3HayeHue no ymonyanuto: 8 MB.

ITapameTp memory_pools

Ecnm 3Hauenune mapamerpa memory pools paBHo off, Torma mpokcu-cepBep 0CBOOOXKIAET He
UCTIONIB3YyEMYIO OIIEpaTHBHYIO MaMsTh. MHade omepaTwBHAs MmaMsaTh BCE PaBHO 3aHUMAETCS
CepBepOM, JUIS TOTO, YTO OBl PU HEOOXOAMMOCTH OBICTPO €€ paCTIPEICITHTh.

Ha cepBepax ¢ HeOONBIIMM KOJMYECTBOM ONEPATUBHOM MaMITH PEKOMEHIyeTCs
yCTaHaBJIMBATh 3HaUeHHE mapameTpa B off.

ITapamerpsl cache_swap _low u cache_swap_ high

[TapameTpbl OPEaEIAIOT, KOTAa OyIeT BKIFOYATHCS MEXaHU3M OYHUCTKH KEII IPOKCH-CepBepa.
3anoHeHHe Kella MPOKCH-CepBepa MPOODKACTCS JI0 TeX MOp, MOKa 00bEM KeIll HE MPEBBICUT
3HaueHue mnapamerpa cache swap high. Tlocie MOCTHIXKEHHS 3TOTO 3HAYEHHS, OIEpaIUs
IIOMCUICHU I/IH(i)OpMaHI/H/I B KCHI MPCKPAIACTCA U BKIIIOYACTCA MCXAHU3M OYMCTKHU KCI. Kak
TOJMBKO 00BeM HH(pOpMAIUK, XpaHAIIEHCS B Kell, JAOCTUTHET 3HAYCHHs IapaMeTpa
cache swap low, madopmarmsi cHoBa OyJeT MmonaaaTh B KeIl.

3HaueHUs] MapaMeTpoB OMPEIENA0TCS B INpoleHTax. [loaTomy, ecinu Bbl U3MEHUTE pa3Mmep
Kell, 00s3aTeIbHO M3MEHUTE 3HA4YeHHs ITHX MapaMeTpoB I TOro, YTOOBl PALMOHAIBHO
HCIIOJIb30BaTh IPOCTPAHCTBO KEIIL

3Ha4eHUsI IO YMOJYAHUIO:
cache_swap_low 90
cache_swap_high 95
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ITapamerp maximum_object size

[TapameTp ompezensieT MaKCUMaJbHBIM pa3Mep 00beKTa, KOTOPbI MOXHO MOMECTHTh B KeIl
Ha JIUCKE.

Crenyer oueHb BHUMATEIbHO OTHOCUTBCS K OIPEIENICHUIO 3TOro napamerpa. Pazmep oobekra
JOJKeH OBbITh  MEHbLIe CBOOOJHOTO  IMPOCTPAHCTBA, ONPEIENSIEMOro  MapaMeTpoM
cache swap_ high.

3Hauenue no ymonuanuto: 4096 KB

ITapamerp maximum_object _size in_memory.

[TapameTtp ompezaenseT MaKCUMalIbHBI pa3Mep 00bEKTa, KOTOPBI MOKHO TOMECTUTH B KEIll B
ONEpPaTUBHON MaMSATH.

3nadenue no ymonyanuio: 8 KB

ITapamertp cache replacement_policy

[TapameTp onpezensier NONUTUKY yAaleHUs uHGopMauu u3 keml. Bo3moxxHsle 3HaueHus: Iru,
heap GDSF, heap LFUDA u heap LRU.

3HayeHue 1Mo yMoIyaHuto: lru
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I[MapameTtpsl, onpeae/silOIe MECTOPACIIOJI0KEHUS Kelll U )KYPHAJIBHbIX
(paiinios

cache_dir

cache access_log
cache log

cache store log
debug_options

lapamemp cache_dir

[TapameTp onpenenseT NoI0KEHUE HA JUCKE, pa3Mep U HEKOTOPBIE IPYrHe apaMeTphl KEIll.
* Ilepsbiit mapameTp — ufs, MEHATH HE HAJIO.
*  Bropoii mapameTp — oIpenesseT, B Kakol TUpeKTOpuH OyIeT pacroiararbcst Kelll
proxy-cepsepa.
* Tpernii mapamMeTp — 3TO pa3Mep, OTBOJAUMBIN IO KeII Ha Jucke B MB.
* UYerBepThlii MapaMeTp — ATO KOJIUYECTBO TUPEKTOPUI IEPBOTO YPOBHS.
e IIaTeiit napaMeTp — 3TO KOJIMYECTBO AUPEKTOPUN BTOPOIO YPOBHS.

Jlanbiie MOTyT OBITH OTIpeieNIeHbl Heo0s3aTeNbHbIE TTapaMeTpHhI.

s 9yero HEOOXOAMMO CO3/1aBaTh TaKOE€ KOJIUYECTBO JUPEKTOPUN B Keml Ha gwcke? Jlms
yCKOpeHHs: nocTyma K dainam. JlocTynm ocymecTBisieTcss ropa3no ObicTpee, eciu 0O0BbeKTHI
pacmpeneNieHbl 10 JUPEKTOPUSM, YeM eclu Obl OHM BCE OBUIM TIOMEIICHBI B OIHOU
nupektopur. [loaTomMy, yem Oosbiie pasmep Kemr, TeM OOJbIlee KOJIUYECTBO IUPEKTOPHI
HEOOXOIMMO CO31aBaTh.

3HayeHHe 10 YMOIYAHUIO 3aBUCUT OT JUCTPUOYTHUBA.

ITapamerp cache_access_log

[Tapametp ompenensier ums ¢aiina, B KOTopsli squid OyzeT momemars HHGOPMAITUIO O TOM,
KTO M KOrja oOparajics K NPOKCH-CepBepy, Kakue OOBEKThl ObLIM 3alpoILEHbl, a TaK Ke
HOJTyYMJI JIU OH TpeOyeMblil OOBEKT WU HET.

Orot ¢aitn pacrer oueHb ObicTpo. Ha kaxaplil 3ampoc B (aiiia momermaercss ofHa CTpOKa
pa3mMepoM OKoJI0 65 Gair.

3HadeHue 1Mo YMOJYAaHUIO 3aBUCUT OT I[I/ICTpI/I6YTI/IBa.

IMapamerp cache_log

[Tapamerp ompenenser ¢aiia, B KOTOPHIM OyneT MOMEmAThCs OTJIago4Hass WHOOpMaIus
npokcu-cepepa squid, a moapoOHas uHpopMmanus Oyaer momerieHa B (aiii, onpenenser
napametp debug_options.

3HayeHHe 10 YMOIYAHUIO 3aBUCUT OT JUCTPUOYTHUBA.
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ITapametp cache_store log

[MapameTp ompenenser ¢aiis, B KOTOpPBI OyaeT momemarhcst WHGOpMAIHMS O TOM, KaKHe
00BEKTHI U KyJa nomnajaaiu B kenl. Kakue oObeKThl ObIIIM U3 HETO yAaJeHbl U KakK JOJIT0 OHU
XPaHWJIMCH B KCII.

@ailn pacTeT oyeHb OBICTPO, HO €r0 HMCIOJb30BAHHE MOKHO OTKJIFOUUTh, UCIOJB3YS BMECTO
NyTHU K (paiiy KIIIoueBOe CI0BO none.

3HadyeHHue 1o YMOJYAaHUTIO 3aBUCUT OT I[I/ICTpI/I6y'TI/IBa.

Mapametp debug_options

[TapameTp ompenenseT, HACKOJIbKO MOAPOOHAs HHPOpMaIys OymeT MOMemarhes B (aii
cache.log.

3HaueHHE 110 YMOJIYAHUIO:

debug_options ALL,1
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IMapameTpbl, Biausiiome HA padoTy J0NOJHUTEIbHBIX IPOrpaMm

ftp_user
ftp_passive

ITapamerp ftp user

[TapameTp ompenensier e-mail, KOTOpbI OyJIeT MOACTaBIATHCA B KayecTBE MapoJisd IpH
AHOHHMMHOM JI0CTYyIIE K ftp cepBepam.

XKenarenbHOo yKa3aTh peanbHbI e-mail, Tak Kkak HekoTopble ftp cepBepa mbITalOTCA
OTIpeJIeNIUTh CyllecTBoBaHUE e-mail. U B ciyyae Hey-Aaun 3anpemaroT J0CTYyII K CEpBepYy.

3HadeHUE 1Mo YMOJIYaHUIO:

ftp_user Squid@

ITapamerp ftp_passive

[TapameTp onpenensieT pexuM Mepeaadu JaHHbIX pu padoTte ¢ ftp cepBepoM: MaCCUBHBIN WIH
AKTUBHBII.

3HadeHHE 10 YMOJIYAHUIO:

ftp_passive on
Taxxe CYHICCTBYIOT IIapaMCTpPhbl, OIPCACIIAOINEC IIPpOorpaMMbl JUId IICPCHAIIPABICHHA

3alpocoB W TPOTPAMMBI, HCIOJIb3yeMbIe ISl ayTEHTHU(UKAIMU TOJb30BaTeNe. ITH
IapaMeTpbl Mbl PACCMOTPUM B OTZIEJIBHOM pa3zere.
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Cnucku koHTpoJs gocryna (ACL)

Tumnsr acl:
* src
e st

e dstdomain

* dstdom regex

* urlpath regex time
*  maxconn

* W apyrue.

B squid orpannuenue gocTyna K pecypcaM MpOXOJIUT B JiBa dTarna:

. Ornpenenenne yciaoBUi 3ampoca.

. Paspenienne nnm 3anpenieHre ONpeeIeHHOT0 Ha IEPBOM ILIare yCJIOBHUS.
Jlng onpenenienus: ycioBUil 3ampoca UCToIb3yeTcs napamerp acl

acl aclname acltype stringl ...
acl aclname acltype "file" ..

Aclname — ums acl, koropoe BbI 3a1aeTe camu. VIMsi JOIKHO COCTOSATh M3 aHIVIMHCKUX OYKB U
HE COJIepXKaTh MPOOEIIBI.

Acltype — tum acl, 3apezepBUpOBaHHOE CIIOBO.

Jlanpiie He0OOXOIMMO yKa3aTh JOMOJHUTENbHbIE MapaMeTphl, KOTOPbIE 3aBUCAT OT Tumna acl.
Ecnu mapameTpoB oueHb MHOTO, UX MOXXHO IOMECTUTH BO BHEIIHHUM (aiii, Mo ogHOMY Ha
ctpoky. [1yTs k (aitry ¢ mapameTpaMu yka3pIBalOT BHYTPH JBOMHBIX KaBBbIUEK.

Acl Tna src

Orot acl onpeznenser cuTyanuio, Korjaa 3amnpoc K Mnpokcu-cepBepy npuien ¢ [P anpeca. B
KaueCTBE IMapaMeTPOB MOKHO yKa3bIBATh:

* [P aapec. Hampumep: 10.10.100.1/32.

* [P aapec cern. Harmpumep 10.10.100.0/24

* Jluamazon IP agpecos. Hanmpumep: 10.10.100.1-10.10.100.12/32

[Mpn marmmcanuu 00bIX [P aapecoB o0s3aTenbHO TpeOyercs ykasbIBaTh MAacKy mojaceTtd. B
ciyyae IP agpeca mammubl ucmonb3yeTcs Macka 255.255.255.255 wmm B CIDR dopmate
(ObuToBas macka).

[Tpu onpenenennu acl MOXKHO yKa3bIBaTh HECKOJILKO MAapaMeTpPOB, Pa3/EICHHBIX MPOOEITaMH.
Onu 0ynyT oOBbeauHATHCS JTornueckum NJIN.

[Tpumepsr acl.

acl myhost src 10.10.108.20/32

acl mynet src 10.10.108.0/24

acl fr src 10.10.108.1-10.10.108.12/32

acl any src 10.10.108.21/32 10.10.108.54/32

PaccMoTpuM Kaxablii U3 IPUMEPOB:
* B nepBom npumepe onpenensierca acl myhost, onucsiBaronuii 3anpoc, TpUxXoIsALil ¢
mammHs! ¢ [P agpecom 10.10.108.20.
* Bo BropoM mnpumepe ompenensercs acl mynet, omnpeaensommii Jr000# 3ampoc,
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npumeamui u3 cetu 10.10.108.0/24.

* Tpernii npuMep NOKa3bIBAET, KaK onpenensercs auanazoH [P agpecos.

*  UYerBepThlii mpUMEp OMPENEISAET CUTYaIMI0, KOTJa 3ampoc MPUXOAUT ¢ MAlIuHbI ¢ [P
aapecom 10.10.108.21 unm ¢ mamunsl ¢ IP agpecom 10.10.108.54.

Acl Tuna dst
Jannbpiii acl ompenenseT CcUTyaluio, KOrJa MOJB30BaTeNbh IMOCBUIAET 3ampoc K pecypcy,
HaxoAsAIIEMYCS Ha MalllMHE ¢ yKa3aHHbIM [P agpecom.

Acl ucrionp3yercst 04eHb PEKo, MOCKOIbKY BO3MOXHA CUTYaIus, Korna narepecyromnmii WEB
caift mensiet cBoii IP anpec u orpanndenusi, BBoguMble Bamu, nepecraior padoTars.

Acl Tuna dstdomain

Acl ciy>)XuT 17 ONMUCAaHUS CUTYallMM, KOTJa IOJIb30BaTellb MOCHUIACT 3alpoc Ha pecypce ¢
yKa3aHHBIM UMEHEM.

B kauectBe napamMeTpa MOKHO YKa3bIBaTh IIOJTHOC HUJIM KPAaTKOC€ UM peECypca.

Hanpumep:
www.FreeBSD.org — onpezensier 3anpocsl Ha cailT www.FreeBSD.org
.microsoft.com — omnpeaenseT 3ampochkl Ha JOObIE MAIIWHBI, UMEHA KOTOPBIX

OKAaHUYMBAIOTCA HA .microsoft.com.

[Tpumepsr! acl:

acl example dstdomain .microsoft.com
acl rambler dstdomain www.rambler.ru
acl ya dstdomain .ya.ru .yandex.ru

B nepBom acl mokazaHo orpeserneHne CUTyaly, KOTrja KIUEHT MOCBUIaeT 3arpoc Ha JI00YIo
MaIINHY, UMsI KOTOPOIl 3aKkaHYMBaeTCs Ha .microsoft.com

Bo BTOpOM mpumMepe ompenenseTcst acl, OMMChIBAIOIINN CUTYAIMIO, KOT/Ia KIIMEHT TOChIIaeT
3ampoc Ha www.rambler.ru. Ecin oT monp3oBarens mpuiineT 3ampoc K JApYroid MaiivHe B
noMeHe rambler.ru, Hampumep mail.rambler.ru, 3TOT 3anpoc He OyAeT coBmaaaTh ¢ 3TUM acl.

B IMOCJICAHEM IIPpUMEPC IMOKA3aHO OIIPCACIICHUC acl, OTCJIC)KUBAIOIICTO 3aIllpOChl OT KIIMCHTOB
Ha BCC MalllMHbI, MMCHA KOTOPBIX 3aKaHUYMBAIOTCA Ha .ya.ru v Ha .yandex.ru.

Acl Tuna dstdom_regex

B kawyectBe mapamerpa 3TOro acl MOXHO HCIONB30BaTh PETYJSIPHOE BBbIpaXXEHUE,
OIpEAEIAIONIEe UMS MAILIMHBI, K KOTOPOU oOpalaercs KIUEeHT.

Jl1g Toro, 4ToObl UTHOPUPOBATh PErUCTP OYKB, MEPE PEryISIPHBIM BbIpaXEHHEM HEOOXOIUMO
HOCTaBUTh OMILUIO -1.

[Tpumep acl:

acl anymail dstdom_regex -i mail
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JtoT acl onpexenseT cuTyaus, KOrja nojib3oBaTelb oopamaercsa k MamuHe, B FQDN umenn
KOTOPOMW MPUCYTCTBYET CI0BO mail.

Acl Tuna urlpath_regex

OT0T acl MOKHO MCIIOJIb30BaTh JAJIS ONPENEICHUS CI0BA WIM YacTH CJIOBA, BCTPEYAIOIIETrOCs B
3arpoce KiIneHTa. PaccMaTprBaeTcst TOJBKO My Th K 3alpaliiBaeMoOMy pecypey U UMsl pecypca.

[Tpumep acl:

acl media urlpath_regex -i \.mpg$ \.avi$ \.mp3$

Ortor acl ONUCHIBAET CHUTyallUio, KOTJA IMOJb30BATEIb IBITACTCS TONYYUTh (Haiibl,
OKaHYMBAOIIKECS HA .mpg, .avi, .mp3.

Acl Tuna time

[Ipu nmomoruu 3Toro acl MOXHO ONpeneNuTh B KaKOe BpeMsl MPHUILET 3ampoc OoT KiueHTa. B
KayecTBe MmapameTpa acl ciiefyer yka3blBaTh IUANa3oH BPEMEHH.

[Tpumep acl:

acl wt time 10:00-17:00

Acl THIa maxconn

Acl maxconn H03BOJISIET MPOBEPHUTH, HE MPEBBILNIACT JIH KOJMYESCTBO COCIMHEHHUN OT OJHOTO
KJIMEHTa yKa3aHHoe B acl ymcio.

[pumep acl:

acl connections maxconn 4

Kpome nepedncieHHbpIX BBIIIE, CYIIECTBYET €IIe TOCTATOYHO OOJIBIIOE KOJTUIECTBO THITOB acl.
C HEKOTOPBIMU U3 HUX Mbl TO3HAKOMHMCS TTO3KE.
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Orpanunvenue nocrymna, mapamerp http access

‘http_access allow|deny [!]acl ... ‘

[Tocne onmcaHus pa3IMYHBIX YCIOBHH 3allpOCOB INPH MOMOIIM Mapamerpa acl, HeoOxommumo
100 Pa3penInTh, IN00 3aPETUTh 3TH YCIOBUSA. DTO MOXKHO CIETIaTh IPU IOMOIIN IapaMeTpa
http_access.

[Ipennonoxum, 4To OBUTH OMHUCAHBI ClIeAyomue acl:

acl myhost src 10.10.108.20/32
acl mynet src 10.10.108.0/24

acl wt time 10:00-17:00

acl rambler dstdomain .rambler.ru

HeobxomuMo pa3pemuTs JOCTYIl K pecypcaM CO CBOCH MallWHbBI. Pa3pemuTs IocTynm K
pecypcaM B MHTEpHET ¢ MamuH, Haxoasmuxcs B cetu 10.10.108.0/24, Ho Tonpko B pabouee
BpeMs. A Tak K€ 3alpeTUTh UM JOCTYI KO BCEM MalllMHaM, UMsI KOTOPBIX 3aKaHYMBAETCS Ha
.rambler.ru.

I[J'IH 9TOro CIEaycT I[O6aBI/ITI) NEPCUYUCIICHHBIC HUXKC CTPOKH:

http_access allow myhost
http_access deny rambler
http_access allow mynet wt
http_access deny all

Oco0oe BHMMaHUE CleayeT oOOpaTUTh Ha TO, YTO MOPSAIOK OMUcaHus mapameTpoB http access
YYHUTBHIBACTCS TIPH PACCMOTPEHUH TipaBui. Eciii mpaBuiio cpabaThIBaeT, CISAYIONINE B CITUCKE
npaBuia He paccmatpuBarotcs. [lopsanok onucanus acl MoxeT ObITH JTFOOOH, TIIaBHOE, YTOOBI
OHM OBUTH OTIPECIICHBI JO0 MOMEHTA WX MCIOJIb30BaHMs B KOH(DHUTYypallMOHHOM (haiise.

B mpuBeneHHOM mpuMepe cHavajga paspemraercs AOCTYN K JIOBIM pecypcaM C MaIlluHbI,
onpenenaeHHou mpu momotu acl myhost.

3aTem 3ampeniaeTcs J0CTyM K pecypcam, OonpeeieHHbIM Mpu oMoty acl rambler.

B TpeTheit cTpoke paspemiaeTcsi IOCTYN K pecypcam, HO MPH yCJIOBHH cpabaTbiBaHUS 00X
yKaszaHHBIX acl: mynet u wt. B kaduecTBe omiuii http_access MOXHO yKka3bIBaTh HECKOJIBKO acl,
MEPEYHCIICHHBIX Yepe3 mpoben. B sTom ciyyae oHUM OOBEIUHSIOTCS TPU TIOMOIIU JIOTHYE-

ckoro U.

U, B 3aBepiieHuH, 3ampeniaeTcss JOCTYI BceM ocTaibHbIM. Acl all omucan mo yMom4aHuio u
O3HayYaeT Jr00H UCTOYHHK 3ampoca.
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AJIMHHHCTPATHBHbIE NAPAMETPbI

cache mgr
cache effective user
cache effective group

lNapamemp cache_mgr

[Mapamerp ompenenser e-mail agMUHHCTpaTOpa proxy-cepsepa. IToT e-mail Oyzaer
BBIBOJIUTHCS HA CTPAHUIIEC OLITHOKH.

lNapamempsi cache_effective_user u cache_effective_group
[TapameTpsl onpenesstoT MoIb30BaTeNs U TPYIITY, ¢ IpaBaMH KOTOPBIX OyJeT paboTaTh Proxy-

cepsep.

JlupexTopuH, B KOTOPBIX HAXOIUTCS KEUI W JKypHalbHbIE (ailjibl proxy-cepBepa, MOIKHBI
OBITH OCTYIHBI Ha 3alUCh JJIS ATUX IOJIB30BaTeNeH. 3HAYCHUS MO YMOIYAHUIO 3aBUCHUT OT
TUCTpUOYTHBA.
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3amyck, 0cTaHOB U padoTa ¢ proxy ceppepom

squid
squid -z

VYrpaBisaTh 3aITyCKOM U OCTAaHOBOM Proxy-cepsepa Squid MOXKHO Kak TIPH TTOMOIIU CTapTOBBIX
CKPHIITOB, TaK U MyTEM SIBHOTO BbI30Ba MPOrPAMMBI.

HNuvnuanu3anus Keul proxy cepsepa

[Tocne ycTaHOBKH M TIEpBOTO M3MEHEHHS KOHGUTYparnoHHoro (aiina squid.conf, HeoOXxoamumo
WHULIMATIU3UPOBATE KCII IMPOKCU-CCPBCpa HaA OUCKCE. DTO0 MOXKHO cacilarb, BBIIIOJIHUB

CICOYIOIIYI0 KOMaHIHYIO CTPOKY:
squid -z -D -F

Onuusa -z — 3acTaBisieT MHULUAIM3UPOBATh Kelll, TO €CTh. CO3JaTh BCE HEOOXOAMMBIE IS
paboThI Kelll AMPEKTOPUH, KOJIMYECTBO KOTOPBIX orpeaenseTcs napamerpoM cache dir.

Omuus -D — mpu crapre squid oTkimrouaer mpoBepky pabdorocmocooHocTn DNS. Ilpum
NPOBEpPKE TMPOKCU-CepBEp MbITaeTca monyuuTh [P aapeca  W3BECTHBIX  CalTOB:
www.microsoft.cm, www.netscape.com u T.1. Onmuio -D kenareapHO HCHOIB30BaTh KOTIA
MaIlllHa, HA KOTOPOM YCTaHOBIIEH MPOKCHU-CEpBEp, HE uMeeT aocTymna K Internet mmm DNS

cepsepy.

Omuus -F — roBoput mpokcu-cepBepy, uToObl OH HE 00pabaThIiBaj 3ampocoB, BO BpPEMs
CO3/]aHUs KEIlL.

3anmyck U 0CTaHOB proxy-cepsepa squid

Haubonee KOppeKTHBIM CIMOCOOOM 3amycka M OCTaHOBAa JIEMOHA SIBISIETCS HCIIOJIb30BaHUE
YIPABJISIIONIETO CKPHUTITA:

/usr/local/etc/rc.d/squid

Jlist Toro, 4TOOBI paspemmTh 3amyck squid W3 ympaBiSIONIET0 CKPUNTa HEOOXOIMMO
paspenMTh ero 3ammyck B /etc/rc.conf:

squid_enable=yes

3amyckaTb M OCTaHABJIMBATh IPOKCHU-CEPBEP M3 KOMAHIHOM CTPOKHM MOKHO CJEAYIOIIUM
obpazoM:

squid

Ecnu HEeoOx0a1Mo, TpH 3aIrycKe MOXKHO JOOaBUTh OMIHUIO -D.

OcTaHoB IIPOKCHU-CEPBEPA OCYHICCTBIACTCA,CKPHUIITOM:
/usr/local/etc/rc.d/squid stop

WM ITyTEM MOCBUIKH CUTHaia 15:
killall squid

WM CJICTYIONINM 00pa3oM:

squid -k shutdown

B daiine /usr/local/squid/logs/squid.pid xpanutcs PID mporpammsr squid. Ecnu mporpamma
ObL1a BBIKIIIOUEHA HE KOPPEKTHO, TO OHAa HE yAauseT 3ToT ¢aitn. [Ipu crapte mpokcu-cepsep
CMOTPHUT HaJIM4UKE 3TOTo (hailiia U eCiI OH CYIIECTBYET — MPOKCH-CEPBEP HE 3aITyCKaeTCsl.

Kak Oynmer HaspiBaThcsi W Tne OyneT HAXOAWTCS OJTOT aili, 3aBUCUT OT Mapamerpa
pid_filename B squid.conf.
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YupasJ/ieHue proxy-cepsepom

Ecnu mpu paboratomieM NpoKcH-CepBepe B €ro KOH(UIYpalMOHHBIH (aiil ObLIM BHECEHBI

W3MEHEHUS, CEPBEP HEOOXOIMMO 3aCTaBUTh NIEPEUNTATh CBOW KOH(PUTYPAITMOHHBIN (paiii:
/etc/init.d/squid reload

HIIN
squid -k reconfigure

Porauus ;kypHanbHbIX (pailsioB proxy-cepsepa squid

Squid He monb3yercst yciayramMu cucTembl Syslog st BeneHus KypHaidbHBIX (aiaoB. ITO
00BsICHACTCST OOJIBIIMM KOJWYECTBOM HMH(OpMAIMM, MOMEIIAeMON B XypHAJbHBIC (hailbl.
[TosTOMYy poOTammio XKypHaJIbHBIX (HaAiJIOB MOXXKHO JAeNaTh NpPU TIOMOIIM CaMOTO TPOKCH-

CEpBEpa.
squid -k rotate
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Jlabopamopnasa pavoma A.

ean padoThl.

Hay4uuTtbcst mpou3BOIUTH IEPBOHAYATBHYO HACTPOHKY-TIPOKCH cepBepa squid.

3agaua JadopaTopHoii padoThl.

[IpousBecT IEpBOHAYAIBHYIO  HACTPOWKY IIPOKCH-cepBepa. PaspemmuTs  KiauMeHTam
oOpalaThecsi KO BCEM pecypcaM B UHTEPHET KpoMme *.rambler.ru.
3agaun Onucanne

1. BHeceHne m3MeHeHHi B KOHQHUTYpAITHOHHBIN (haiin
squid.conf.

1. OTkpoiite Ha penakTupoBanue ¢aitn squid.conf.
2. ITepeiinute B pasaen, rae onuckiBaroTess ACL.
3. Ilocne ciimcka crargapTHeIX ACL mobaBbTe

CJIEAYIOIIUE CTPOKU:

acl myhost src BAlWl_IP_AJAPEC

acl mynet src 172.16.1.0/24

acl rambler dstdomain .rambler.ru
acl wt time 10:00-22:00

BpeMs yTouHuUTE Y TpernoaBarens.
4. B KOHIIE CEKINH, TJIe ONIMCAHBI TTApaMETPHI
http_acces cpa3y nepen nocieaaum http _access deny

all, moGaBbTE CIEIYIONINE CTPOKU:
http_access allow myhost
http_access deny rambler
http_access allow mynet wt
http_access deny all

5. Coxpanute ¢aii.

6. 3acraBbTe POKCH-cepBep nepeunTars squid.conf
squid -k reconfigure

3. [loakimroueHue KINEHTA.

1. OTkpoiite Opay3ep 1 HACTPOKMTE ero Ha paboTy ¢
proxy cepBepoM coceja.

2. [ompITaiiTech 3aiiTH HA CTPaHUIy Www.rambler.ru.
3. IlomsrTaiiTeck 3aifTu Ha TF000I qPyTOi pecypc B
HHTEpHET.

4. [TocMoTpHTE COAECPKUMOE TUPEKTOPHU
/ustr/local/squid/logs/

Baok 5 - 18



http://www.rambler.ru/

Hacrpoiika ayreHTHPUKALMH

‘ auth param cxema mapamerp [OmIuH] ‘

[Ipokcu-cepep squid MO3BOJIIET OCYLIECTBISITh AyTEHTU(UKALUIO MOJIb30BATENIEH, MPUUEM
cam squid He mpoBepseT MPaBUIBHOCTh ayTEHTU(UKAIIMK, OH TOJBKO 3alpallnBaeT JOTHH U
napoiib y TMojb3oBatens. /s mpoBepKH MOTYYEHHOW OT IMOJIb30BaTeNsl MHPOPMALUU OH HC-
MOJIE3YET CTOPOHHHUE MPOTPaMMBbl, KOTOPBIE OYAYT €€ OCYIIECTBIISITh.

I[J'I}I HaCTpOﬁKH ayTeHTI/I(bI/IKaI_II/II/I HCIIOJB3YETCA MapaMeTp auth_param.
auth_param cxema napameTtp [onuuu]

[TapameTp «cxema» onpeaenseT cxeMmy ayTeHTuukanmu: ntlm, digest umu basic.

Crnenyer yuuteiBaTh, 4to Internet Explorer, eciim mepBoii B CriucKe ompeziesieHa cxema basic,
OyIeT UCIOIb30BaTh TOIBKO €€, HE3aBUCHUMO OT TOTO, MOJICPKUBAIOTCS JTH ProxXy CepBepoM
JIpyTue cXembl uiau HeT. [loaToMy Mopsa0K ONMHMCaHUs CXEM UMEET 3HAaUCHUE.

[Tocne BKIFOYEHMS WM BBIKIIFOYEHMS MTOAJEPHKKHA HOBOM CXEMBI ProxXy CepBEp PEKOMEHIYETCs
OCTAaHOBUTH U 3aIIyCTUTh.

Mpbl paccMOTpUM CO3JaHHE C€aMOro MPOCTOrO0 BapHaHTa basic ayTeHTH(dUKanuu ¢
UCTIOJIb30BaHUEM IIPOrpaMMBI ncsa_auth.

Jis  pabotel mporpammbl  ncsa auth HeoOxomumo co3nmath (aiim ¢ TepeYuciIieHuEeM
nonp30oBateneid U ux mnaponeil. [lonmp3oBarenu, omuchiBaeMble B 3ToM (paiine, MOTyT He
COBITIAJAThH C TToab3oBareiiamMu FreeBSD.

@aiin /ustr/local/etc/squid/passwd crmemyer coszmaBaTh M pPENAKTHPOBATH TPH  TOMOIIU

nporpammel htpasswd. Ota nporpamma noctasinsiercst ¢ WEB cepepom Apache.
htpasswd -c /usr/local/etc/squid/passwd user

Ommuro -¢ ciaeayeT ykasplBaTh, TONBKO ecnu (daitnm /usr/local/etc/squid/passwd eme He
CYUIECTBYET.

User — 3T0 MM MOJIb30BaTENs], KOTOporo Bel Oyzere 700aBiIsATh B ATOT (aiii WK y KOTOPOTO
Bb1 Oyiete n3MeHsTh napoisb.

@I[OCTYH K (aiimy //usr/local/etc/squid/passwd momxeH ObITh OrpaHUYCH.

[Tocne coznanus ¢aitna passwd, He0OOXOJUMO BHECTU U3MEHEHUS B KOH(PUTYPALMOHHBIN (haiin

proxy cepsepa.
auth_param basic program /usr/local/libexec/squid/ncsa_auth /usr/local/etc/squid/passwd

3anuch, TOKa3aHHAas BHIIIE, JIOJDKHA OBITh CO3/IaHa B BUE OJHON CTPOKH.

auth_param basic children 5
auth_param basic realm Squid proxy-caching web server
auth_param basic credentialsttl 2 hours

B nepBoii cTpoke ompezaenseTcs mporpamma, KoTopas OyJIeT HCHOJIb30BaThCs B Cilydae basic
CXeMBbI. YKa3bIBaeTCsl MOJHBIA MyTh K MpOrpaMMe, a TakKe HeoOXOAMMbIE Ul €€ 3amycKa
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napameTpabl.

Bo BTOpON CTpOKE ONpenenseTcss KOJIMYECTBO OJHOBPEMEHHO 3allyLEHHBIX IIPOrpamMm
ayreHTuuKauuy. Hannune HECKOMBKUX 3aIlyIIEHHBIX TPOrpaMM HEOOXOIUMO ISl YCKOPEHUS
npoliecca ayTeHTU(DUKALIH.

B TpeTBefI CTPOKE OIIPECACIIACTCA UM, KOTOPOC 6yneT nepeaaBaTbCsa KIMCHTY.

B uerBepToii cTpoke onpezaensercs, Kak 1oaro squid OyaeT XpaHUTh HH(POPMALIHIO O JIOTUHE U
napoJie Juist Toro, 4ToObl He 00paIlaThCs 3a MOJATBEPKIEHUEM K IporpaMMe ayTeHTHU(PUKALUK.

Briiroyenue ayreHTuuKanum

[Tocne HAacTpOWKH OCHOBHBIX MapaMEeTPOB AayTEHTH(PHUKAIUH HEOOXOIUMO €€ BKIIOYUTH.
Jlenaercst 3TO npu omoIu napametpos acl u http_access.

CHaayaina HeoOxoauMo onpenenuts acl Tuma proxy auth. Hampumep:

acl passwd proxy_auth REQUIRED
acl any_auth proxy_auth anna bell thom

B nepBoii cTpoke ompenensercss 3anpoc ayTeHTU(HUKAIMM A BCeX IMoJb3oBareiei. Bo
BTOPOI1 CTPOKE MOJIH30BATENN YKa3aHbl SBHO.

OrpanuuuTh AOCTYN MO MApod0 K Pecypcy MOKHO IpH nomolnu mapamerpa http access.
Hanpumep, Heo0X0aAMMO OrpaHMYUTh AOCTYH K MeauadaiiiaM B MHTEPHET, TOTAA CIEIyeT
ompenenuTh ABa acl u onun http access.

acl auth proxy_auth REQUIRED

acl media urlpath_regex -i \.mpg$ \.avi$ \.mp3$
http_access allow media auth

http_access deny media

OOparute BHHMMaHWe Ha moOpsaok acl B mapamerpe http access. Acl, omuceiBaronmii
HEOOXOMMOCTh ayTeHTU()UKAIIMH B CITUCKE, CTOUT IMOCIETHUM. ITO CIIEIAHO JJIS TOTO, YTOOBI
npu pazbope MHCTPYKIMH http access He BBI3BIBAIICS MEXaHWU3M ayTEeHTU(UKAIUH, €CIU
MOJIb30BaTeNb 3ampamuBaeT He media-pecypcbl. To ecTh. CHadalla MPOUCXOTUT TPOBEPKA
nepBoro acl 1, eclii yCIIOBHE COBIAJACT, TOJBKO TOrAa OyAeT MPOUCXOIUTh IPOBEPKa BTOPOTO
acl.
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JlabopamopHasi paboma b.

eas padoTsl.
Hayuutbcs HacTpanBaTh ayTeHTU(HUKALIMIO MT0JIH30BATEIIS.

3anaua JadopaTopHoii padoThl.
3acTaBUTh Proxy cepBep ayTeHTU(PHUIIMPOBATH OIB30BATENS MIPH MOMBITKE 3 TH Ha PECYPCHI
* ya.ru u *.yandex.ru.

3aoauu Onucanue

1. BHecenne nsMeHeHui B 1. OTkpoiite Ha pegakTupoBanue dain squid.conf.

KOH(UrypatHoHHbIi haiin squid.conf. | > Hajinure ctpoku, rae onpenensrores napamerpsi basic

ayTeHTU()UKAITNU U PACKOMMEHTUPYITE UX:
auth_param basic children 5
auth_param basic realm Squid proxy-caching web server
auth_param basic credentialsttl 2 hours

3. [lepen >TMMU CTPOKaMH T00aBbTE B BUJIC OJHOM CTPOKH
clienyromiee:

auth_param basic program
/usr/local/libexec/squid/ncsa_auth
/usr/local/etc/squid/passwd

4. Iepefiaure kK onMCaHHBEIM BaMu B ipenpIayIieii 1a0opaTopHO
pabote acl.

5. B crucke acl, Ho mepes onpeaencaueM http access, 100aBbTe
cienyromue acl:

acl passwd proxy_auth REQUIRED

acl ya dstdomain .ya.ru .yandex.ru

6. Mexnay cTpokamu:

http_access deny rambler

http_access allow mynet wt

BCTaBbTE CIEAYIOLIUE CTPOKU:

http_access allow ya passwd

http_access deny ya

7. CoxpanuTte (aiin.

2. Co3nanue Qaiina co CIUCKOM 1. BoInosHUTE CIEAYIONIYI0 KOMaHY:
TOJIb30BaTENCH. htpasswd -c /usr/local/etc/squid/passwd authuser

2. Bemute mapois nmosip3oBatens authuser.

3. ITocmoTpute comepkuMmoe ¢aiina /usr/local/etc/squid/passwd

3. [lepezamyck proxy-cepBepa. 1. ITocne noGapneHus ayTeHTH(PUKALINH, TPOKCH-CEPBEP
HE00XOANMO 3aCTaBUTh MTEPEUNTATh CBOM KOH(UTYPAITUOHHBIC
(aiinbr:

squid -k reconfigure

4. IIpoBepka pabOTOCTIOCOOHOCTH. 1. Otkpoiite WEB Opay3ep u monsiTaifTech 3aiiTH Ha CajT_
www.ya.ru. bpaysep 1oymkeH nonpocuTs BBECTH JIOTHH U TApOJIb.

2. Beemute authuser u mapoitb, KOTOPBIA OBLT €My Ha3HAYCH.
3. B atom xe Opay3epe oTkpoiite ctpanuiny www.FreeBSD.org

4. Tenepb OTKpoO#iTE CTpaHuiy www.yandex.ru. 3ampoc Ha
ayTeHTH(PHUKALIUIO HE TOJDKCH ITOSBUTHCS.

5. Beikimrounrte Opaysep U 3aryCcTHTE €0 CHOBA.

5. OTkpoiiTe CTpaHUIly WWW.ya.ru. JIoMKHO MOSIBUTHCS MPUTIIAIIEHUE aBTOPU3ALINH.
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http://www.ya.ru/
http://www.ya.ru/
http://www.ya.ru/

OrpannveHne LIMPUHBI KAHAJIA

delay pools
delay_class

delay parameters
delay access

B mnpokcu-cepBep squid BcTpoeHa BO3MOXHOCTh OIpaHMUYEHHs] MIMPHHBI KaHana. [lpudyem
OrpaHMYCHUC HAKJIaJAbIBACTCSA Ha acl, TO €CTb Ha CHUTYyalHUIO. HaanMep, MOXXHO HaJIOXKHUTh
OrpaHUYEHUE Ha Bech TpauK C OMpeAeTCHHOM MAIlWHBI WK Bech TpaduUK OINpPeaesIeHHOrO
MOJTB30BaTENsl. A MOXHO OIpPENEeNTUTh W Ooyiee CIIOKHBIE CITydau, HalpuMep, OrpaHHYHBATh
HOJIB30BATENs, TOJBKO €CIAM OH IONBITAeTCs CKayaTh (ailyibl ONpeAesIeHHOTO THUIA WIN
I0JIb30BaThCS MPOTOKOJIOM ftp.

JInsg BKIIOYEHHS OTPaHWYEHUN WCIONB3YyeTCsS TpyIa MapaMeTpOB, OpPraHM3yIOIas Tak
Ha3bIBaeMble EMKOCTH 3a/iepkKH (delay pools).

B nmepByto ouepenr mnpu mnomomu napamerpa delay pools ompexpensercss KOJIWYECTBO
emkocteil. Hanpumep, 4To0b! onpeenuTs ABe EMKOCTH, HEOOXOAMMO HalUCATh TaK:

delay pools 2

€MKOCTH OBIBAIOT TPEX KIACCOB:

* IlepBoro kjacca, mpeAHa3HAYeHbI Ui OrpaHuueHHus Tpaduka BceM  acl,
IIOAKJIFOYCHHBIM K CMKOCTH.

* Broporo kmacca, onmpenensioT OrpaHuWYeHus s ceTh kinacca C W OTHCNBHO JUIs
Ka)xzoro acl.

* Tperbero kiacca, ONpEICIAIOT OFpaHUYCHHUS JJIS CETH Kiacca B, 3atem oTaesibHbIC
orpaHuueHus s mnojcered kimacca C M emie OJAHO OrpaHUYCHHUE IS KaXKIOro
10JIE30BATE.

Jnsa omnpeneneHus, K KakoMy KJIacCy IPUHAJUIEKUT €MKOCTb, MCHOJB3YIOT IapaMmeTp
delay class:

delay class 1 1

delay class 2 1

HepBOC YUCJIO OIPEeACIsICT HOMEP E€MKOCTH, BTOpPOE€ — €€ Kiacc. ITocne OnpeaCICHUA
KOJIMYECTBA U KJacca eMKOCTeH, HE0OXO0IMMO 3aJaTh MapaMeTpbl OrPaHUYCHHsSI. JTO JeIacTCs
npu nomou napamerpa delay parameters.

KonuyectBo onumii napamerpa delay parameters 3aBUCHT OT KJlacca €MKOCTH:

. €MKOCTb IIEpBOI0 KJIacCa — OJUH IapaMeTp.
. Broporo knacca — aBa napamerpa.
. Tpetpero kitacca — Tpu napaMeTpa.

[Ipu ompeneneHUM orpaHWUYEHUS HEOOXOIUMO yKa3aTh JBa 3HAYCHHUS B OJHOM ITapameTpe:
CKOpOCTh U 00beM eMKocTU. Hampumep, HEOOXOAMMO OTPaHUYUTH CKOPOCTh CKAYMBAHUS IS
00bekTOB pazmepom oT 64 Kunobait 1o 800 Out B cekyHay. CieayeT UCnosib30BaTh CIEAYIO-
uryto napy 3Hadenuii: 800/64000.

B cnyuae onpeneneHust orpaHU4eHUS ISl EMKOCTH TIEPBOTo Kjlacca, mapaMmerp
delay parameters OyaeT 3anucan CaeayrIIM 00pa3oM:

delay parameters 1 800/64000
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I'me 1 — 3TO HOMEP EMKOCTH.

Ecnu Bmecto 800/64000 namucats 800/800 — obmiast ckopocTh ckauuBanusi Oyaer 800 OuT B
CEKyH]TY.

Uucno -1 o3Hayaer, YTO HET HUKAKUX OTPaHUYEHUH.

Ecnu onpeaenaroTcst mapameTpsl A1l EMKOCTH 2-TO KJIacca, yKa3blBatOTCs JBE Mapbl 3HAYCHHI:
JUISL CETH M 1T KaXK0W MamuHbl. Hanmpumep:

delay_parameters 1 64000/64000 4000/4000

Obuiee orpannyenue Tpaduka Uit Becel cetu 64 KuimoOuT B ceKyHy, IpU 3TOM OTpaHUYECHUE
JUTSL Kax o MamuHbl 4 Kumobura B cekyHTy.

Korma onpenenensl Bce mapaMeTphl €eMKOCTEH, HEOOXOAMMO OMUcaTh, Kakue acl OyayT Kk HUM
MOJKIIOYEHBI. JTO Jenaercs mnpu mnomomu napamerpa delay access. Hampumep, Ham
HEO0OXOJMMO OTPAHUYUTh CKOPOCTh CKAUMBAHUS MYJIbTUMEIUHHBIX (aitoB 10 400 Kunobur B
CEKyHIy.

Chauaza onpezensieM acl, ONMChIBAIOIUI BCE TUMBI MYJIbTUMEIUNHHBIX (DaiiiIioB:

acl media urlpath_regex -i \.mpg$ \.avi$ \.mp3$

3arem OIIpeaACIACM CMKOCTDb 3aJICPIKKHU.

delay pools 1

delay class 1 1
delay_parameters 1 400/400
delay_access 1 allow media
delay access 1 deny all

[Ipu ompenenenun mapamerpa delay access 00s3aTeNbHO yKa3bIBae€TCsl HOMEpP €MKOCTH, K
KOTOpO# noaxiovatores acl.
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Jlabopamopnasa paboma B.

ean padoThl.

Hay‘-II/ITI)CSI HAaCTpanBaTb OTPaHUYCHHUEC IUPHUHBI KaHAJIa.

3agaua jgadopaTtopHoii padoThl.

OrpaHuuuTh CKOPOCTh CKAYMBAaHMSI MaTepHaloB ¢ caiita www.odnoklassniki.ru qo 40 6ut B

CEKyHIY.

3aoauu

Onucanue

1. BHeceHne n3MeHEeHNH B KOHQUTYPAIHOHHBIN
¢aiin squid.conf.

1. OTkpoiite Ha penakTupoBaHue ¢aiin squid.conf.
2. Haiinure ctpoku, rae onpenerstores acl n
I00aBBTE CIEAYIOUIYIO CTPOKY:

acl odnoklassniki dstdomain .odnoklassniki.ru

3. B xoHue ¢aiina 1o0aBeTe OMUCaHNE EMKOCTEH
3aICPIKKHU:

delay_pools 1

delay_class 11

delay_parameters 1 40/40

delay_access 1 allow odnoklassniki

delay_access 1 deny all

4. Coxpannre Qaii.

5. 3acTaBbTE MPOKCH-CEPBEP IIEPEUUTATH CBOU
KOH(MUTYpaIMOHHBIN (ailir:
/usr/local/etc/rc.d/squid reload

2. IlpoBepka paboTOCIIOCOOHOCTH.

1. B Gpaysepe oTkpoiite caift
www.odnoklassniki.ru. O6paTuTe BHUMaHHE HA
CKOPOCTh CKauMBaHUsI HH)OPMAILHH.
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Bonpocst

1. Ilepeuncnure OCHOBHBIE BOBMOXHOCTH Proxy ceppepa squid.

2. Ha 4ro BrusitoT mapametpsl cache swap low u cache swap high?

3. B kxakoM nopsjake He00X0AUMO ONpPeAETATh apaMeTpsl acl?

4. Bnwusiet nu nopsiIoK ONpeaesieHus mapaMeTpoB http access Ha paboTy proxy cepsepa?

5. Kak M0OXHO 3acTaBUTh proxy cepsep squid nmepeuntars CBOW KOH(PUTYpannoHHbIH (aiin?
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Padora ¢ :)KypHajabHbIMHU (ailiaMu proxy-cepsepa Squid

‘ squid -k rotate ‘

[Ipu pabote mpoxcu cepBep Squid BemeT pasnuyHble XypHanbHble (aiinbl. Cpeau HUX
ciemyeT BolaenuTh (aiin  /usr/local/squid/logs/access.log, B KOTOpbIii TOmagaeT BCA
uHbopMaIus O TOM KTO U KaKOH pecypc MbITAeTCs MOJYy4UTh, ObUI JIM MOMYyYeH JOCTYI K

pecypcy WM HeT, U apyras uHGOopMaIus Mo UCTIOIB30BaHHUIO TPOKCH CEPBEPA.
1081501287.175 64 127.0.0.1 TCP_MISS/200 1216 GET http://top.list.ru/counter? -
DIRECT/194.67.45.100 image/gif

Ha xaknplii 3ampoiieHHbIi MOIh30BaTeNIeM Pecypc B ATOT (ailyl moMeniaercs oJHa CTPOKa
JUTMHHOM 0K0J10 60-70 GaiiT (3aBUCHT OT 3ampoca). M3 3Toro MoXHO c/iefaTh BBIBO, YTO 3TOT
¢aiin pacter ¢ 0ueHb OOJIBIION CKOPOCTHIO.

s orpanndeHust pocrta daiina (poTanun) MOKHO BOCIIONB30BaThCsS BCTPOEHHOH B squid

BO3MOXHOCTBIO.
squid -k rotate

Ho cnavana B xoHdurypaunonnom daiine squid.conf HeoOXoAMMO OIpEneTUTh Mapamerp
logfile rotate m yka3zarh KOJMYECTBO XpaHUMBIX (aityioB. Eciu 3TOrO HE Chenarh, 3HAaUCHUE
no ymosrganuio — 0, 3amperaeT porauio (Gaiios.

[Tocne poraruu mosiButcs (aiin, Hanpumep, access.log.0.
Kak gacTo npou3BoIUTE POIECC POTALIMHU, 3aBUCUT OT CKOPOCTh pocTa (aiina access.log.

s poranmm (aiiioB TPOKCH-CepBepa HE PEKOMEHAYETCS HCIOJb30BaTh MPOTpamMmy
logrotate. JIyummm BapuanTom cuntaercs npumenenne CRON.

B mupexropuu /etc/periodic/daily HeoOXxoauMo co31aTh CKPUIT CIEAYIOMIETO COICPKAHUS:
#1 /bin/sh
squid -k rotate

W He 3a0bITh caenaTh ero UCnoiHseMbIM. Teneps pa3 B JA€Hb OyJeT MPOUCXOIUTHh POTALUS
XKYypHaJIbHBIX (DailyIoB cepBepa.
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BonpocsL

1. Ilpm momomm Kakoro mapamerpa ONpeAesseTcs, TAe HaXOAUTCA U KaK Ha3bIBAETCS
¢aitn, B KOTOpHIi Oyner moMmenieHa HHPOpMAIH O KIMEHTaX U UX 3alpocax K proxy-

cepsepy?

2. Kaxoii mapameTp BKJIIOYAET POTALHIO KypHAIbHBIX (paiiioB?

3. Kak 4Yacto HEoOXOIUMO NPOHM3BOIUTH POTAIMIO KYpHAIbHBIX (DailIoB proxy-

cepepa?
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JlaGoparopHnas padoral.

ean paéoThl.

Hayuntbces HacTpanBath squid B pesxume transparent proxy.

3agaya sabopaTopHoii padoThbI.

Bxirounts mpo3payHoe IpOKCHPOBAaHUE U NIEpEHaIpaBlIeHuEe OPTOB.

3aoauu

Onucanue

1. BHeceHne n3MeHEeHNH B KOHQUTYPALIHOHHBIN
¢aiin squid.conf.

1. OTkpoiiTe Ha peJakTHpoBaHuE (Hani
squid.conf.

2. Haiigute cTpoKy:
http_port 3128

N CKOppeKTupyiite ee
http_port 3128 transparent

3. B koHue daiina /etc/pf.conf nobaBbTe 310
IIPaBUJIO OJJHOM CTPOKOM:

rdr proto tcp from any to any port 80 ->
127.0.0.1 port 3128

4. Paspemute 3amyck pf B /etc/rc.conf
pf_enable=yes

pf_rules="/etc/pf.conf"
pf_program="/sbin/pfctl"

pf_flags=""

pflog_enable="yes"
pflog_logfile="/var/log/pflog"
pflog_program="/sbin/pflogd"
pflog_flags=""

5. 3ammycrute pf

/etc/rc.d/pf start

6. 3acTaBbTe MPOKCU-CEPBEP MEPEUUTATH CBOM
KOH(UTYpanuoHHbIH daiin:
/usr/local/etc/rc.d/squid reload

2. I[TpoBepka paboTOCTIOCOOHOCTH.

Ha xinnente WinXP:

1. CmenuTE MapIIpyT IO YMOTYAHHUIO HA apec
nutro3a, a DNS na DNS nutrosa

2.B Gpay3epe ykaxure «direct access»

3.B Opaysepe oTkpoiite caiit www.rambler.ru.
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