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Cnyx6a ToO4YHOro BpemMeHu

[MpuHUKMN paboThbl

@®yuknnoHanbHOcTh NTP oOcHOBaHa Ha MOHSATUM IVIaBHBIX CEPBEPOB BPEMEHHU (HA3bIBAEMBIX
cepBepaMM IEpBOTO HSILENOHA), MOJNYYAIOIIMX CBEACHHUS O TOYHOM BPEMEHH M3 BBICOKOTOYHBIX
HCTOYHUKOB, HAlPUMEP OT JIOKAIBHO ITONKIIOUEHHON [T100anbHOM CHCTEMBI PEKOTHOCHIHUPOBKU
(GPS) mnu cHEUMAaIOIIMX UX C LE€3UEBBIX YacCOB.

CepBep, CHMHXPOHU3UPYIOIIUICSI C CEPBEPOM IEPBOTO 3IIECIIOHA, HA3BIBAETCS CEPBEPOM BTOPOTO
JIIEJIOHa — JIIEIOHa MCcXomHoro cepsepa + 1. Ilo Mepe yBennueHuss HOMepa €0 TOYHOCTh
BPEMEHM MOXKET CJIETKa CHMKaThCs. [IpuHIMOMaNbHBIMU NpoOIeMaMHU CHUHXPOHHU3ALUU BPEMEHU
SBJISIFOTCSL YYEeT CETEBOTO OKMAAHUS U BPEMEHH 00pabOTKM IAaKeTOB M CEpBEPbl C HETOYHOU
yCTaHOBKOM BpeMeHH. Hampumep, ecinm cepBep BpeMeHM OTnpasisieT makeT «TouHoe Bpems —
12:00:00, ycrano Bute yacel Ha 12:00:00», a makeTy TpeOyeTcs 2 CEKyHIbl Ha JOCTHXEHHUE MECTa
Ha3HauY€HHUs, TO 4Yachl Ha KJIMEHTCKOM KOMIIbIOTepe OynyT OTcTaBaTb Ha 2 cekyHIsl, Ecin Ha
00paboTKy makeTa KIMEHTY TpeOyeTcs eme 1 cekyHIa, TOrna KIMEHTCKUH KOMIbIOTEp Oyaer
OTCTaBaTh Ha 3 CEKYH[BI.

NTP npeononeBaet 3tu MpoOIeMbl HECKOIBKUMH CTIOCO0AMU:
[ ] I/I3MepeHI/ICM BPCMCHU OKHUJaHHA C IIOMOIIBIO BPpEMCHHBIX MCTOK KJIIMCHTA U CCPBCPA;
e YueToM BpeMEHH, HEOOXOAMMOTo Ha 00pabOTKYy CETEBBIX MAKETOB;
e llcnonp30BaHMEM KpaTHBIX BBIOOPOK C MHOXXECTBEHHBIX CEpBEPOB ISl 0OECIeUEeHUs
TOYHOCTH,
e Cocrasienuem «UYCPHBIX CIIMCKOB» CCPBCPOB, BBIJAOMIUX HEMOCICAOBATCIbHBIC WA
HETOYHBIC PE3yJIbTaTHI.

NTP ucnonssyer nopt 123 UDP

B naker Bxonur ciieyrouee:
e nitpq s 3anpoca cepepoB NTP;
e nfpd noA/Iep)KUBACT TOYHOCTH JIOKAJIbHBIX YacOB U (OMIIMOHAJIBHO) 00ECIIEYMBACT KIHMEHTaM
ciyx0y NTP;
e niptrace npociexusaer uens cepsepa NTP k ucxonHomy cepsepy;
e ntpdate — omHOpa30Bas MporpaMMa OOHOBJICHHUS YacOB.

HacTpoika Ha cepBep TOYHOIO BpeMEHM

s obecrieueHus: OobILIEN TOYHOCTH YacOB CEPBEPA U CHMXKEHHUS 3aBUCUMOCTU OT JOCTYIHOCTH
TeX WJIN UHBIX CEPBEPOB TOYHOIO BPEMEHU CIIEAYeT ONpalluBaTh IMyJl CEpPBEPOB TOUHOIO BPEMEHU
BMECTO OJINHOYHOTO CEpBepa.

Onnaitn cnucok oowedocmynnuix cepgepoe NTP
http://support.ntp.org/bin/view/Servers/ WebHome

CuHxpoHusaumsa spemeHu yepes NTP

st Toro, uto06b1 Bpemst monyueHHoe ¢ NTP-cepBepa cOOTBETCTBOBAIIO BallleMy 4YacOBOMY TOSCY
HE0OXOMMO YCTAHOBUTH KOPPEKTHYIO BpeMEeHHY0 30HY. JIJ1T MOCKBBI 3TO OyIEeT BBITVISICTh
CIEeIYIOIUM 00pa3oM:

cp /usr/share/zoneinfo/Europe/Moscow /etc/localtime


http://support.ntp.org/bin/view/Servers/WebHome

CunHxpoHusaumua spemeHu yepes NTP
quHaﬂ CUHXPOHU3aUuA
ntpdate time.nist.gov ntp.bmstu.ru

18 Aug 17:32:35 ntpdate[3558]: step time server 80.127.4.179 offset -358.420872 sec

Yemanoeka épemenu:
ntpdate -bs ntp.bmstu.ru

Yepes Crontab
crontab -e
@ * * * * Jusr/sbin/ntpdate [cepBepbl NTP]

TpoekparHoe yNmoMUHaHME cepBepa europe.pool.ntp.org TOBOPUT 00 HCHOIB30BAHUHU
Tpex pa3HbIX CEpBEPOB, BKJIFOUEHHBIX B nyin CEpBEpPOB BPEMEHH.

ABTOMaTU4ecKas cu HXPOHU3auus

Pa3pemenne Ha 3amyck cepBepa:
B /etc/rc.conf Heobxognmo pa3zpewnTb 3anyck NTP-cepsepa.

ntpd_enable="YES"

®aun KoOHOUrypauum:
/etc/ntp.conf

server ntp.bmstu.ru

server time.nist.gov
server europe.pool.ntp.org

Pa3peweHne poctyna u3 JIOKaJlbHON CeTH:

Mo ymonuaHuio Baw cepBep NTP 6ymeT pocTyneH BceM xocTaM B WHTepHeT. [lapameTp
restrict B ¢anne /etc/ntp.conf no3sonder BaM KOHTPONMPOBATb, Kakue MallnHbl MOTyT
obpawaTtbCca K BalleMy cepBepy.

Ecnu Bb XO0TUTe 3anpeTuTb BCEM MauwuHaM obpawaTtbcs K Bawemy cepsepy NTP, pobaBbTe
cnenywouyw cTtpoky B daun /etc/ntp.conf:

restrict default ignore

Ecnu Bl XOTUTE Pa3peIUTh CHHXPOHU3UPOBATH CBOU YacChl C BALLIUM CEPBEPOM TOJIBKO MalllMHAM B
Ballleil ceTu, HO 3allPeTUTh UM HaCTpauBaTh CEPBEP WU ObITh PaBHOMNPABHBIMHU YYaCTHUKAMHU
CHUHXPOHH3AIMK BPEMEHH, TO BMECTO YKa3aHHOU J00OAaBbTE CTPOUKY

restrict 10.0.0.0 mask 255.0.0.0 nomodify notrap
/etc/ntp.conf MoxeT copepxaTb HeCKONbKO AupekTuB restrict
restrict 10.0.0.0 mask 255.0.0.0 noquery

3anyck cepBepa:
/etc/rc.d/ntpd restart



CeTeBOM cynepcepBep
Inetd siBIsieTCs KITaCCHYECKUM BapHAHTOM TPOTPAMMBI.

[Tocne 3amycka ceTeBOil cymepcepBep OTKPHIBACT Ha MPOCITYIINBAHUE TOPTHI, KOTOPHIE OTMCAHBI B
ero xkoHpuryparmonaoM daiine /etc/inetd.conf. Ecim Ha mopT NMpUXOAMUT 3apoc HA COEAMHEHHE,
CyIlepcepBep 3alycKaeT HEOOXOMUMYI0 Tporpammy (cormacHO KoH(HTypallmoHHOTO ¢aiia) u
nepeiaeT el CoeqMHEHUE.

dopmar koHpurypanronHoro ¢aiina /etc/inetd.conf
«  Cepsuc
« Tun coemuHeHUs
« IIporokon
«  Onaru
+ Ilonb3oBarens
« IIporpamma
«  Apry™MeHTsl

Ha onmHy 3ammch oTBOIMTCS OfHA CTpoka. B cTpoke MokeT OBITh IIECTh WJIM CEMb TOJEH, B
3aBUCHUMOCTH OT cuTyanuu. [lomst pa3aenstores mpoOesiaMy Wi CUMBOJIAMU TaOyISITUH.

«  CepBuc — ums cepBruca. MO>KHO TTHCaTh TOJIBKO CEPBHCHI, OTIpE/IeICHHBIC B (paiiie
/etc/services.

« Tun coenuHeHNss — BO3MOXKHBIE BapuUaHTHI: stream, dgram u raw.

+ IIpoTokona — uMs TPaHCIIOPTHOTO MPOTOKOJIA, UCIIOIB3YyEMOTO MTPU COCTUHEHUH.

«  @naru — ecnu A1 KaXXA0T0 COEUHEHHsI HE0OX0IMMO 3aIlyCKaTh HOBYIO IPOTpaMMy,
3HadeHue (prara nowait. Eciam oqHa 3amynieHHas mporpaMma MoXeT 00paboTarh HECKOIBKO
coenMHeHU — wait. B 1omnonHeHnn k napameTpy, MOXKHO HalmucaTh YUCII0, OIPEesollee
MaKCUMAaJIbHOE KOJIMYECTBO MOAKIIOUEHUI B MUHYTY, Hampumep: nowait.30.

+ Ilomp3oBarens, ¢ mpaBaMu KOTOPOTO OyIET 3aIyIIeH TaHHbBIN poliecc. Bo3MokHO ykazaHue
rpynnsl. Hanpumep: user.group mim user:group.

« IIporpamma, KOTOpPYIO 3aITyCTUT CETEBOM cynepcepBep. Eciu B 3TOM 1moJie CTOUT KIIIOYEBOE
nonie INTERNAL — inetd cam 06paboTaeT Takyro ciy)0y U CeAbMOE TOJIe ONPENSATh He
HaJo.

- ITapamerpsl, koTopbie OynyT nepeaansl mporpamme. IlepBeiii mapameTp — 3T0 00s13aTEIBHO
HMsI CaMOM MPOTPaMMBI.

MNMporpamma tcpd

KondurypanuoHnHsiii gaii:
/etc/hosts.allow

B xonpurypanronnom ¢aiine inetd.conf BMecTo HMEHHM MPOTPaMMBl Y MHOTHX CEPBHCOB YKa-
3bIBAJIACh OJIHA M Taxke mporpamma — tcpd. 3T0, Tak Ha3bIBAEMBIiA, tCp Wrapper — nporpamma,
npeAHa3HaYeHHAas! U OTPAHUYCHUS JIOCTyIa K CEPBHCY.

Y nporpaMmsl ecTh KOHPUTypanMoHHbIH (aiin /etc/hosts.allow

B sToMm (haiine onrcaHO KOMY MOXHO ¥ KOMY HEJb3s, MOJKITFOYATHCS K CEpPBUCAM.

dopmar ¢aitioB mpocr:
nporpamMa : OTKyAda : 3anpeT/pas3pelleHue [: npunoxeHue]



B nepBom nosnie yka3bIBaeTcst UMsi IPOrPaMMBbl, a HE UMs cepBUca. Bo BTOpoM — OTKya MOXKHO
WJIM OTKYJIa HEJb3s MOAKIIYAThCA. B 3TOM mosie MoXKHO mucarh:

-IP agpec MammHbI

[P agpec cetu ¢ ykazaHMEM MACKHU MOACETH

VMg mamnael. B iMeHax MOXKHO HCIIOJIB30BaTh CUMBOI *.

TpCTLe IOJIC COACPIKUT OAHO M3 KIIFOUCBBIX CJIOB allow wnim deny.

YeTBepToe mosie He 00s13aTeNIbHO MPUCYTCTBYET, HO €CIIM OHO €CTh, TO COICPIKUT MPHIIOKCHUE
KOTOPOE CJIC/TYET 3aMyCTHUTb.

JlaGopaTopHas paboTta

ITesx» paGoOTHI

HayuuTtbcst HacTpauBaTh ceTeBOH cymnepcepsep inetd.

3agaumn

1. y6eIlI/ITer, YTO BbI pa60TaeTe C IIpaBaMu I10JIb30BaTEsA root.

2. Pazpemure 3amyck inetd B /etc/re.conf:
inetd_enable="YES"

3. PackoMMeHTHpYIiTE CIIeIyIoNIyIo CTPOKY B /etc/inetd.conf:
telnet stream tcp nowait root /usr/libexec/telnetd telnetd

4. 3anycrute inetd
/etc/rc.d/inetd start

5. Yb6emuTech, YTO HOPTHI 23 OTKPHIT HA MIPOCIYIITHBAHHE:
sockstat -4 | grep :23

6. [IpoBepka paboTocroco6HOCTH telnet-cepBepa
telnet cX

User (root): admin
Password:

7. JIJ1s OoTpaHUYEHUsI IOCTyTIa K CEPBUCY MPU moMoIiu tcpd OTKpoiTe Ha peAaKTHPOBAHUE
¢aiin /etc/hosts.allow u BcTaBbTe B HETO ITEPBOM CTPOKOH CJIEAYIOIIEE ITPABUIIO:
telnetd : ALL : deny

8. Emie pa3 nonpoOyiiTe moaxirounThes K telnet-cepepy
telnet cX

Connection closed by foreign host.



Bonpocski

1. Ilpu nmoMoIM Kakoro napameTpa MOKHO yKa3aTh CETEBOMY CyIepCepBEPY, YTO OH JJOJDKEH Ha
Ka)KJ10€ HOBOE COEAMHEHUE 3aIlyCKaTh HOBBIM 3K3EMILISIP IPOrpaMMbl?

2. Kakum 00pazoM MO>KHO OIFPaHUYHUTh TOCTYII C OIIPEIEICHHON MalllMHBI K IporpaMme?

3. Bl paspemnnu ucnosb3oBaHue ciysx0bl. Kakum 00pa3om 3acTaBUTh CETEBOI cynepcepBep
NEePEYUTaTh CBOM KOHPUTYpALIMOHHBIN (haiin?



FTP - npoTtokon nepeanayu dpannos

1.BBeneHue

FTP sBnsercst crapmaptom Internet mist mepenmauu daitmoB. HeoOxomumo paznmnyark mepenady
daitno, uMeHHO TO, uTo npenoctanisier FTP, u moctyn kx daitnaM, 4to mpemaocTaBiseTcss TAKUMU
npwioxkeHusiMu kak NFS (Network File System, miaBa 29). Ilepemaua daitnioB 3axmrodaercst B
KOMMPOBAHUH 11eJ0T0 (haiiia U3 oJHOU CUCTEMBI B Ipyryto. UToObl ucnonb3oBats FTP, Heo6xonumo
UMETh YUYETHYIO 3aluch (OIOKET) Ha CepBEpe, WM MOXHO BOCIOJIB30BATHCS TaK Ha3bIBAEMbIM
aHoHuMHbIM FTP (anonymous FTP).

RFC 959 [Postel and Reynolds 1985] sBnsercs odunmansroit cnenuduranueit FTP. Otor RFC
OIMCHIBACT UCTOPHIO U Pa3BUTHHE Nepeadu (ailioB B TeUeHHE BPEMEHH.

MpoTtokon FTP

FTP ornuuaercs oT Apyrux NPWIOKEHUN TeM, uTo OH ucrnonb3yeT naBa TCP coenuneHus uist
nepenadu ¢aiina.

1. VYmpapnsroniee coeIUHEHHE YCTAHABIMBAETCS KaK OOBIYHOE COEIUHEHHE KIMEHT-CEpPBED.
CepBep oOcCyIlIeCTBISIET NMAaCCHBHOE OTKpPHITHE Ha 3apaHee u3BecTHbi mopt FTP (21) u
O’KHJIAET 3alpoca Ha COCIMHEHHE OT KIMEeHTa. KIIMEeHT OCylecTBIsAeT aKTUBHOE OTKPBITHE
Ha TCP mopr 21, 4ro0Obl YCTaHOBUTH YIpPaBISIOLIEe COEAMHEHHUE. YIpaBIsioLiee
COEJIMHEHHUE CYILECTBYET BCE BPEMs, IIOKA KJIUEHT OOIIAETCs C CEPBEPOM. JTO COEITMHEHUE
UCIIOJIb3YeTCs Ul Nepefadyd KOMaHJ OT KIMEHTAa K CEpBEPY U AJIA IEepelaud OTKJIMKOB OT
cepsepa.

2. CoeauHeHHE JAHHBIX OTKPBIBAETCS KaXbIM pa3, KOrna OCyLIecTBIseTCs nepenada Qaiina
MeX/y KIMEHTOM U cepBepoM. (OHO TakkKe OTKpPBIBACTCS U B APYTrM€ MOMEHTHI, KaK MBI
yBUauUM no3xke.) Tun cepuca IP s coenuHeHns: JaHHBIX JOJDKEH OBbITh "MakcHMalbHas
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W3 pucyHka BHJIHO, YTO MHTEPAKTHUBHBIM MOJIb30BaTEIh OOBIYHO HE BUJIUT KOMaHJIbl M OTKIIUKH,
KOTOpBIE MEPENAIOTCA 10 YNPAaBISAIOIMIEMY COCOUHEHHMIO. OTH JCTAM  OCTABIEHBI JBYM
UHTEpIpeTaTopam MpoTokona. KBaapaTuk, mOMeYeHHbIH Kak "MoJib30BaTenbckuii HHTEpdEic", 310
MMEHHO TO, YTO BUAMT MHTEPAKTUBHBIN MOJIb30BaTENb (ITOJHOIKPAHHBIN MHTEpdEIc, 0CHOBaHHBIN
Ha MEHIO, KOMaH/JHbIe CTPOKU M Tak jaajiee). MHTepdeiic koHBepTUpYET BBOX Monb3oBarens B FTP
KOMAaH/Ibl, KOTOpPBIE OTIIPABISIOTCS MO YIPABISAIOMEMY COeIWHEHHMIO. OTKIMKH, BO3BpallacMble
CEepBEPOM IO YNPABIAIOLIEMY COCJUHEHUIO, KOHBEPTUPYIOTCA B Qopmar, yIOOHBIH s



10JIb30BaTEIS.
FTP-cepBep mnopnepxkuBaer 2 pexkuMa NepeAadd JaHHBIX: ascil U binary, 4To ompeneisieTcs
nepeJaHHbIMUA €EMY KOMaHaMHU.

Komangb! FTP

KomaHpl 1 OTKJIMKY TIEpEIaroTCs 10 YIIPABISAIONEMY COCTUHEHHUIO MEXIY KIIMEHTOM U CEPBEPOM B
¢dopmare NVT ASCII. B koHIle Kax 101 CTPOKM KOMaHIbl WM OTKJIMKa npucyTcTByeT napa CR, LF.
Komannpr cocrost u3 3 wim 4 Gait, a uMeHHo u3 3armiaBHbIX ASCII cMMBOJIOB, HEKOTOpHIE C
HEo0s3aTEIbHBIMU apTYMEHTaMHU.

Komanaa" Onncanue

help MOJIYYUTh CIIMCOK KOMaH]I MOIEPKUBAEMBIX ftp-
cepBepoOM

Is wm dir CIIUCOK (haiiJIOB WM JUPEKTOPUI

pwd [I0Ka3aTh TEKYLIYIO JTUPEKTOPHIO

cd NIEPEUTH K YKa3aHHOU TUPEKTOPUU

mkdir €O311aTh JUPEKTOPHUIO

rmdir YAAIUTH TUPEKTOPHIO, €CIIM OHA HE ITyCcTast

[m]get NOJY4uTh (aiii[bl] ¢ cepBepa

[m]put oTHpaBuUTh (aiii[bl] Ha cepBep

TYPE {binary | ascii} yKa3aTh PeKUM Mepeaadn JaHHBIX

quit mm exit 3aBepIIUTH paboTy ¢ cepBepOM

2. HacTtpowuka v 3anyck FTP-cepBepa

Bce xomManapl BBINOJIHSAIOTCS OT UMEHH CYIECPIIOJIb30BaTCIIA root. CO3,Z[8.€M HOBOI'O ITIOJIB30BAaTCJIsA

ftpuser ¢ maposewm test:

adduser

Username: ftpuser

Full name: ftpuser

Uid (Leave empty for default):

Login group [ftpuser]:

Login group is ftpuser. Invite ftpuser into other groups? []:
Login class [default]:

Shell (bash sh csh tcsh bash rbash nologin) [sh]:
Home directory [/home/ftpuser]:

Home directory permissions (Leave empty for default):
Use password-based authentication? [yes]:

Use an empty password? (yes/no) [no]:

Use a random password? (yes/no) [no]:

Enter password:

Enter password again:

Lock out the account after creation? [no]:

Username : ftpuser
Password R

Full Name : ftpuser

vid : 1002

Class

Groups : ftpuser

Home : /home/ftpuser
Home Mode :

Shell : /bin/sh
Locked I no

OK? (yes/no): y
adduser: INFO: Successfully added (ftpuser) to the user database.
Add another user? (yes/no): n

Heob6xonumo paspemuTts 3amyck ftp-cepsepa B /etc/rc.conf
ftpd_enable="YES"

* B maHHOU TabnuIle yka3aHbl TOJIBKO T€ KOMaH/IbI KOTOPBIE MONICP KUBAIOTCS IPAKTHYECKH BceMH ftp-cepBepamu



N3 cooOpakeHuii 6e301acHOCTH BaM HEOOXOJMMO CMEHUTh 000JI0uKyY /uis ftpuser
which passwd >> /etc/shells
pw usermod ftpuser -s /usr/bin/passwd

Orpannuenue goctyna ftp momp3oBareneil JOMaIIHUM KaTajaorom
echo "@ftpuser" > /etc/ftpchroot

Pa3pemeHI/Ie AHOHUMHOTO JOCTYyIIa AJId IMOJIb30BATCIIA ftp
pw useradd ftp -d /usr/ports/ -s /sbin/nologin

N 3anycTuth cepBep
/etc/rc.d/ftpd start

IIposepka
ftp ftpuser@localhost
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