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HacrpauBaem PPTP-cepBep Ha 0ase FreeBSD

CeronHsi mepej CUCTEMHBIMH aJIMHHHCTPATOPAMU BCE OCTpee BCTAaeT Mpobiema obecredeHus
MOOWJIBHBIX ¥ YJQJEHHBIX TIOJb30BaTeeil TIOJHOLEHHBIM U 3aIIMIICHHBIM JOCTYIIOM K
KOpPIIOPaTUBHOM CeTH. brarogaps BCTpPOCHHOM MONNEPIKKE TYHHEIBHOTO MPOTOKOJIA «TOYKA-TOUKA»
B OINEpalMOHHBIX cucTeMax Windows, OIHUM M3 cCaMbIX MOMYJSPHBIX PEUICHUN SBISeTCS
IIOCTPOECHME 3AIIMIIEHHBIX TyHHeNnel Ha ocHoBe PPTP. Hactpoiikoil Takoro cepsepa Mbl CETOAHS U
3anumeMcs.

IIporokoa PPTP

[Tporokon PPTP (Point-to-Point Tunneling Protocol) mo3BonsieT co3maBars 3amiuiieHHbIE KaHAIBI
JUIsl 0OMEeHa JaHHBIMH IO pasnuyHbiM ceTeBbIM npoTokonam: IP, IPX wimm NetBEUI. Mx nanubie
MHKAIICYJIUPYIOTCS ¢ IOMOLIBI0 npoTtokona PPTP B makets! nporokona IP, ¢ moMomipo KOTOporo
nepeHocsaTes B 3amudpoBanHoMm Buje yepes3 o0yt cetb TCP/IP. PPTP paGoraet, yctanaBinuBas
00b1uHyt0 PPP-ceccuto ¢ mpOoTHBOIIOIOXKHON CTOPOHOM € MOMOILBIO IIPOTOKOJA TYHHEJIUPOBAHUS
cereBbix makeToB GRE (Generic Routing Encapsulation - o0mas uHkarncysmus MapmpyToB). s
mmdpoBanus Tpadpuka npumensercs nporokonr MPPE (Microsoft Point-to-Point Encryption),
UCIIONIB3Y oI MoTOKOBBIN mHGp RSA, RC4-ki1t0ur KOTOPOTO MEHSIOTCSI B TEUCHHUE CECCHH.

Cisco mepBoii peanmuzoBana PPTP B cBoMX mpoaykrax, oHa M JUICH3HPOBAja 3Ty TEXHOJIOTHIO
kopnopaiu  Microsoft. Ho He Bce Tak miaako. HecmoTps Ha MOMymsIpHOCTb, CIIELUATHCTHI
HenomoOnuBaior PPTP mo mnpuumHe cnalObix aqropuTMOB MAapOJbHOW ayTeHTH(PHUKAIUUA U
BO3MOYKHOCTH TOJyYEHUS! CECCHOHHBIX KIIIOYEH Ha OCHOBE IOJIb30BaTENbCKOTO maposs. O6 aTom
MOJKHO MOUMTaTh Ha caiite bproca [lInaepa (Bruce Schneier): www.schneier.com. DToT crieruaiuct
3aHUMaeTcsl aHaiu3oM peanuzanuu PPTP ¢ 1998 rona.

Ecnu Obr HEe BcTpoeHHas nogaepkka B Windows, o PPTP, BeposiTHO, yxe 1aBHO Obl Bce 3a0BLTH.
Xots1, ¢ npyroit croponsl, B Windows XP u Oosnee mo3mHux Bepcusx Windows HpHUCYyTCTBYET
BO3MO)KHOCTh 3aMEHHUTh MAapONU IOJb30BATEIbCKUMU cepTudukaramu, ans storo ¢ PPTP
npumeHsercs nmpotokon Extensible Authentication Protocol-Transport Layer Security (EAP-TLS).
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Ycranoska cepsepa PoPToP

Onnoit w3 momymsipHbix peanu3anuii  PPTP  sBnsiercs cepsep PoPToP (www.poptop.org).
W3navanbHo oH Hamucal ais Linux, Ho 6e3 mpobiem pabotaer B Solaris 2.6, OpenBSD, FreeBSD
W JIpyrux. OTO MEPBBIA MPOEKT, MPEIOCTaBUBIIMNA BO3MOXKHOCTh CTpouTh PPTP-cepBepbl BO
FreeBSD. On craptoBan noa pykoBojactBoM Matthew Ramsay u xonTponupoancs Moreton Bay
Ventures (www.moretonbay.com). B mapre 1999 roga PoPToP 6b1in1 onyGnrkoBaH moj JuieH3uen
GNU. On coBmectuM co Bcemu Bepcusimu Windows u HuKCOBbIM PPTP-knuentom
(pptpclient.sf.net). ITognepxxusaer ayrentudukanuio MSCHAPvV2 u mudposanne MPPE 40 ¢ 128-
outabiM RC4. Jlerko unTerpupyercs B cet Windows.

Hacrtpoiika PPTP-cepBepa

Jlnst Hadana ycTaHaBlIMBaeM BCE€ HEOOXOUMOE:

cd /usr/ports/net/poptop
make install
rehash

JHanee npuctynaem k HacTpoiike. Bc€ nocrarouno mpocto. [IepBbiM J1€710M OTKpPBIBAEM B PEIAKTOPE

daiin /etc/ppp/ppp.conf 1 gonuceiBaeM B KOHEII CIETYIOIINE CTPOKH:
pptp:

set ifaddr 192.168.1.X 192.168.1.100-192.168.1.200

enable mschapv2

set timeout 0

Crenyronium 1arom 3anucbiaeM B daiin /ust/local/etc/pptpd.conf:
noipparam

Jlanee oTkpbIBaeM B pemakTope (haiin /etc/ppp/ppp.secret 1 3anmuchIBacéM B HETO:
useril 1234

Pa3pemaem 3amyck pptp-cepsepa B /etc/rc.conf:
pptpd_enable="YES"

Ckopee Bcero Ha cepBepe ctout (aiipBoul. JJo6aBuM B CKPUNT C €r0 HACTPOMKAMHU HECKOJIBKO
CTpOK:

# Paspewaem npoTtokon GRE pgns Bcex;

pass quick inet proto gre to any keep state

# Pa3pewaem coepauHeHne c¢ PPTP-cepBepoM ANA BceX;

pass quick inet proto tcp to any port 1723 keep state

ITocie aToro Inepe3ammyCcKkacm pptpd:
/usr/local/etc/rc.d/pptpd start

Ha »tom Hactpoiika PPTP-cepBepa 3akanumBaetcs. J{ns momakmtodeHuss u3 mox Windows MOXHO
BOCIIOJIb30BaThCsl MAcTEPOM HAcCTpOMKU ceTu. B kadectBe cepBepa (''muro3a') HyX HO yKasaTh
BHEIIIHUH aJpec Halllero cepsepa.

Hacrtpoiika PPTP-kiaunenra

Bo-nepBrix Hy)HO ycTaHOBUTH PPTP-kiuenTa:
cd /usr/ports/net/pptpclient

make install

rehash

JloGasmnsiem B paiin /etc/ppp/ppp.conf crieayroniue HACTPOWKYU ISt KIHCHTA:

pptpclient:
set authname useril
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set authkey 1234
set timeout 0

set ifaddr 0 0
accept mschapv2

add default HISADDR
alias enable yes

Tenepp BBINOIHIEM KOMaH/Y:

pptp 172.16.1.20 pptpclient 2> /dev/null

N BcE pabortaer. B cucreme nomkeH MOSBUTHCA HOBBIN tun-uHTepdeiic. [IpoBepuTh 3T0 MOXKHO
KOMAaHOM:

ifconfig | grep tun

HacTtpoiika KiIueHTCKOro coeauHenuss B Windows

Hactpoiika PPTP-coenuuenust mpakTUYECKU HUYEM HE OTIIMYAETCA OT MOAKIIOYEHHUS K TPOBAKIEPY.
Bei3piBaem «CeTeBble NOAKIIOUEHUSN», BbIOMpaeM «Co31aHue HOBOTO MOJAKIIOUEHUS» U CIelyeM
yKazaHusM Mactepa. Bo BTopoM okHe oTMedaeM IyHKT «[1onkimounTh K cetu Ha paboueM MecTe» U
B ciuenywomeM — «[lonkimroueHne K BUPTyalbHOM 4YacTHOM CETW», 3aT€M BBOAMM Ha3BaHUE
NOJKJIIOUEHUST M yKa3blBaeM, HEOOXOAMMO JiM HaOuparh HOMEp i NPEeABapUTEIbHOIO
noAKiIoueHus. Ecinu coenHenne ocyecTBIseTcs Hanpsmyto, To Beioupaem «He HaGupats HOMep
JUISL TIPEABApUTENBHOIO MOJKIIOUYEeHUsS» W BBoauM I[P-anpec wim umsa cepBepa, K KOTOpPOMY
HeoOxonuMo noakiounThes. [locne Haxkatus KHONKU «[0TOBO» MOXKHO MPOOOBaTh MOAKIIOYUTHCS
K CepBepy, BBEs JIOTUH U Mapojb. B 3aBUCHUMOCTH OT BEpCUH U HACTPOEK CEPBEPA, & TAKKE BEPCUU
KJIMEHTCKON ONEeparMOHHON CHUCTEMbI, BO3MOXKHO, MOTPEOyeTCsl YTOUHUTh HEKOTOphIE MapameTphl
MOJKJIIOUEHUs (IIPOTOKOJI, 0053aTEIbHOCTh IIM(PPOBAHUS, CKATUE U JPYTHUE), AJIs YETO HEOOXOAUMO
BbIOpaTh «CBOICTBaY CO31aHHOTO COEIMHEHMUS.
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NFS-cepBep n NFS-kiauenT

Network File System (NFS) — 310 cereBasi ¢aitioBasi cucTema, MO3BOJISIOIIAS TOJIb30BATEISIM
oOpamarecs K (paiinaM U KatajoraM, pacrolIOKCHHBIM Ha YAAJIEHHBIX KOMIIbIOTEpax, KaK eCii Obl
9TH (paiiiIpl UM KaTajord ObUTH JIOKAIBHBIMU. [TTaBHBIM MPEUMYIIECTBOM TaKOH CHCTEMBI SIBISIETCS
TO, UTO OTIEIHLHO B3sIThbIe pabo4Yre CTAaHIIMA MOTYT UCIIOJIb30BaTh MEHbIIIE COOCTBEHHOTO TMCKOBOTO
NPOCTPAHCTBA, TaK KaK COBMECTHO HCIIOJIb3yeMbIe JTAHHBIE XPAHATCA Ha OTJACIBHOW MallWHE U
JOCTYIIHBI JJIs1 Ipyrux MammH B ceTd. NFS - 310 kireHT-cepBepHoe nmpuiiokeHue. T.e. B cucreme
MOJb30BaTeNsl JIOJDKeH ObITh  ycTaHoBIeH NFS-kimeHT, a Ha KOMIBIOTEpax, KOTOPbBIE
NPEIOCTABISIOT CBOE JUCKOBOE MpocTpaHcTBO - NFS-cepBep. 31ech BBl YBUAWTE, KaK MPOCTO
YCTaHOBHTDH U HACTPOUTH ITH Mporpammsl B freebsd.

Hacrpoiika NFS-cepBepa

Pazpemaem 3amyck NFS-cepsepav B /etc/rc.conf:

nfs_server_enable="YES"
nfs_reserved_port_only="YES"
rpcbind_enable="YES"
rpc_lockd_enable="YES"
rpc_lockd_flags="-p 884"
rpc_statd_enable="YES"
rpc_statd_flags="-p 885"
mountd_enable="YES"
mountd_flags="-p 883"

Jo6asmnsiem paspemienus B /ete/pf.conf:

# paspewnTb 3anpockl K cepBepy NFS u RPCBIND

pass quick inet proto { tcp, udp } from any to port { nfsd, rpcbind } keep state
# mountd -p 883

pass quick inet proto { tcp, udp } from any to port 883 keep state

# rpc.lockd -p 884

pass quick inet proto { tcp, udp } from any to port 884 keep state

# rpc.statd -p 885

pass quick inet proto { tcp, udp } from any to port 885 keep state

3anyc1<aeM BCEC H606XO,Z[I/IMLIC CJ‘Iy)K6LI:
/etc/rc.d/rpchbind start
/etc/rc.d/mountd start

/etc/rc.d/nfsd start

HﬁCTpaHBa@M,KaKHe HUMCEHHO AUPEKTOPHUH MBI XOTHUM OTKPBITH OJIA COBMCCTHOT'O ITOJIB30BAHHA U

koMy. Bee aTo nenaercs B aiine /etc/exports:
/usr/ports -ro -network 172.16.1.0 -mask 255.255.255.0

Teneps HY>KHO IPUMEHUTh U3MEHEHUS:
/etc/rc.d/mountd reload

Bce. NFS-cepBep ycTaHOBIIEH U HACTPOEH.

MonTupoBanne NFS-pecypca

Coznaem TouKy MOHTHpOBaHMA. JlomycTuM, 3T0 OyAeT Hamnka B Balllel JOMallHEH TUPEKTOPUH C
Ha3BaHueM data:

cd ~
mkdir data
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Tenepb MO)XHO MOHTHUPOBATH:
mount -t nfs 172.16.1.20:/usr/ports ~/data

Ecmu Bce IIpoNuIO yCIICIIHO, TO Ha6paB B TCpMHHAJIC:
cd ~/data
1s

BbI YBUJIUTE COJEPKUMOE TaIKu /ust/ports, Haxonsmelics Ha NFS-cepsepe.
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