IlaHHbId akeTHBINA (pUIbTP ObLT pa3padoTtan A OpenBSD, a B HacTOSIIUA MOMEHT
ycnemno noptupoBad B FreeBSD, NetBSD u DragonFly BSD.

Il akTuBauuu naketHoro ¢punbtpa B FreeBSD nonamo0sTcs cienyoimye CTPOKHU B
(parne /etc/rc.cont:

# BknroyveHne PF
pf_enable="YES"

pf_rules="/etc/pf.conf"
pf_flags=""

pflog_enable="YES"
pflog_logfile="/var/log/pflog"
pflog_flags=""



Tak KaKk makeTHbIN (pUJIBTP peasru30BaH KaK MOIYJIb SiApa, TO OJIS1 YIIPaBJICHUS UM
MCIOJIb3yETCS CIeralibHast yThinTa pictl.

[Ipumeph! UCTIOJIb30BAHHUSA:

pfctl -f /etc/pf.conf # 3arpy3untb dpann pf.conf

pfctl -nf /etc/pf.conf # lNpoBepuUTb CUHTAKCUC, HO HE 3arpy>xaTb
pfctl -Nf /etc/pf.conf # 3arpy3uTb ToNbKO npasuna NAT

pfctl -Rf /etc/pf.conf # 3arpy3nTb TONIbKO PUbTPYIOLLME NMpaBuia

pfctl -sn # lMoka3aTb TekyLwmne npasuna NAT

pfctl -sr # lloKa3aTb TeKyLue npasuia puabTpa

pfctl -ss # [Noka3aTb Tekyuwyto Tabnnuy coctosaHun (state table)
pfctl -si # [loka3aTb CTaTUCTUKY

pfctl -sa # [MoKa3aTb BCe 4YTO MOXXHO

Ilna ynoOcTBa ynpaBjieHHs HaKeTHbIM (PHIIBTPOM MCIIOJIb3yeTCsl CKpHIIT: /etc/rc.d/pf
[TakeTnb (punbTp PF npu 3anmycke cuMThIBAaET MpaBuiia U3 KOH(PUTYpalMOHHOTO (avna. [1o
ymoJiyanuio oto ¢pawn /etc/pf.conf. [lanee OymeT pacCMOTpEeH €ro CHHTaKCHC.



Cnucky Mo3BoJISIIOT yA0OHBIM 00pPa3oM 3aJ1aTh HECKOJIBKO MOXOXKHX KpUTepHueB B ogHoM npasuiie. Korpa pfctl
BCTPCUYACT B KOHCI)I/IpraLII/IOHHOM cpafme CITMCOK, OH aBTOMATHUCCKH 3aMCHSCTCA Ha HCCKOJIBKO IIPABHJIL.
Hanpumep:

block out on fxp0® from { 192.168.0.1, 10.5.32.6 } to any

3aMeHsieTCs Ha
block out on fxp® from 192.168.0.1 to any
block out on fxp0® from 10.5.32.6 to any

CIHUCKH MOTYT OBbITb BJIOKEHHBIMH:
trusted = "{ 192.168.1.2 192.168.5.36 }"

pass in inet proto tcp from { 10.10.0.0/24 $trusted } to port 22

ByabpTe 0CTOpOKHBI C OTPULAHKUSIMH B CITMCKaX. Clenyomund NpUuMep AEMOHCTPUPYET PaCIPOCTPAHEHHYIO
OLIHOKY:
pass in on fxp® from { 10.0.0.0/8, !10.1.2.3 }

DTa 3anuch o3HayaeT He «Jooor agpec U3 cetd 10.0.0.0/8 kpome 10.1.2.3%», a pacKpbIBaeTCs B CeAyIOIKE IBa
npaBuJa:

pass in on fxp0 from 10.0.0.0/8

pass in on fxp® from !'10.1.2.3



Maxkpochl, 9TO OnpeneIEHHbIE TTOJIb30BATEIEM IIEPEMEHHBIE, KOTOPBIE MOTYT colepxath IP-
aJipeca, Homepa nNopToB, UMeHa HHTep(pencoB U T.11. UMs1 Makpoca MOIUHHSIETCS TPAAUIHOHHBIM
1151 OOJIBIIMHCTBA SI3bIKOB MPOrPaMMHUPOBAHHMSI MPABUJIAM: HAUMHATBCSI OHO JOJI)KHO C OYKBBI, A 3a
HEH OJIKHBI UATH OYKBBI, IU(PPBI I CUMBOJIBI ogYepKa. UMs He JOIKHO ObITh
3apE3CPBUPOBAHHBIM CJIOBOM, TAKHM KakK pass, out Wi queEue.

ext_if = "fxpo"

block in on $ext_if from any to any

3nech co3man Makpoc ext_if. Korga Hago cociaThCsi HA MaKpOC, €ro HMsI HAUMHAIOT CO 3HaKa $.

Maxkpocsl MOKHO BKJIaApIBaTh APYT B APYra, HO, MOCKOJIBbKY B JBOMHBIX KABBIYKAX MAKPOC

yKaSI)IBaTb HCJIb341, CJIGILyeT HUCITOJIB30BATDb CJIGI[}’IOH_II/Iﬁ CHUHTAKC.
hostl = "192.168.1.1"

host2 = "192.168.1.2"
all _hosts = "{" $hostl $host2 "}"

Maxpoc $all_hosts B aToM npumepe OyaeT packpbIT B ciiucok { 192.168.1.1, 192.168.1.2 }.



Tabauibl UCTIOJIB3YIOTCS AJis1 XxpaHeHusi agpecoB [Pv4 u/vumm IPv6. I[Touck B HUX OCYHIECTBIISIETCSI OUEHb
OBICTPO, OHM PACXOAYIOT 3HAUMTEJILHO MEHBIIE MAaMSITH U IPOLECCOPHOTO BPEMEHH, YEM CITUCKH. TaOyumpl,
TaKUM 00pa3oM, UAEaJIbHbI 1JIs1 XpaHEHHUs OOJIBIIMX MACCUBOB aAPECOB, MOCKOJIbKY NOUCK B Tabimue ¢ 50 000
3aMMcer MPOUCXOUT HE HA MHOTO MeJlJIEHHee, ueM B Tabsuue ¢ S0 agpecamu. TaOauibl MOKHO HCHOJIb30BAaTh
CJIELyIOIMM 00pa3oM:
Kak IP agpeca ucTOUHHMKA WJIM Ha3HAUEHHUS NakeTa B npaBuiax puiabTpanny, NAT u nmpaBuiax
NepeHanpaBJICHUSI
Kak agpeca Ha KOTOpBIE MPOUCXOIUT TpaHCAsMs B mpaBuwiiax NAT
Kak agpeca Ha KOTOpbIE MPOUCXOINUT NEPEHANPABJICHUE TpaHKa;
Kak agpeca Ha3HaueHHMS B MTPaBWIAX (pUIbTPALMH JIs1 ONLMHA route-to, reply-to...
[Ipumep (MMs1 TaOIHLIBI YKA3bIBAETCS B YIJIOBBIX CKOOKAX <...>):
table <goodguys> { 192.0.2.0/24 }
table <rfc1918> const { 192.168.0.0/16, 172.16.0.0/12, 10.0.0.0/8 }
table <spammers> persist
block in on fxp® from { <rfcl1918>, <spammers> } to any
pass 1n on fxp® from <goodguys> to any

AJlpeca Tak e MOKHO YNOTpeOJISITh C OTPULIATENbHBIM 3HAKOM (), WJIH C KJIIOUEBBIM CJIOBOM NOt:
table <goodguys> { 192.0.2.0/24, '192.0.2.5 }

Tabnuua <goodguys>, Takum oOpas3oM, BKJo4aeT B ce0s1 Bcto ceTb 192.0.2.0/24 kpome anpeca 192.0.2.5.



MaHunyampoBaHue Tadbaumuamm ¢
NOMOLLbLIO YTUNUTLI pfctl

Tabnunern MOXHO MaHUIYJIMPOBATh MpH omMoIny yTUIKThI pfctl(8). Hanpumep, cieayomas

KOMaH[a J00aBIsIeT B TAOJUIy <spammers> eme OJIHY CETb:
pfctl -t spammers -T add 218.70.0.0/16

Kpowme Toro, ykazaHHasi KOMaH/1a CO31acT TabJHIy <spammers>, ecii e€ eme HetT. YToObl

MCPCUHUCIIMTD BCC BXOXKIOCHH B Ta6JIHHy MOZKHO HCITOJIb30BATh CJICAYIOMYIO KOMAaHOY:
pfctl -t spammers -T show

Onuus -v MOXKET UCTIOJIb3BATHCSI BMecTe ¢ - Tshow 1jist Toro, 4toObl yBUIETh CTATUCTHKY IO
KaXJOMy NYHKTY B TaOJULE.
pfctl -t crackers -Ts -v

YToOBI yAamuTh agpec U3 TaOJUIBI MOKHO HCIIOJIb30BaTh KOMAaHAY
pfctl -t spammers -T delete 218.70.0.0/16



IIpu moucke B TaOJIMIE HAXOUTCST «HauOoJiee MOAXOASIHN» aApec, T.€. CETh C CaMOH OOJIbIIOH
Macko#. (Hanbosbmasi Macka y camol «y3kon» ceTd.) Hanpumep:

table <goodguys> { 172.16.0.0/16, !172.16.1.0/24, 172.16.1.100 }
block in on dcO all

pass 1in on dc® from <goodguys> to any

AJnpec HICTOUHHKA KaXO0ro nakera npuiiegmero uyepe3 uHTepdeinc dcO OyaeT uckaTbesl B TaOJIHIE
<goodguys>:
172.16.50.5 — ceTpb ¢ HanOobmerd Mackod — 172.16.0.0/16; nakeT COOTBETCTBYET TaOJIMIIE U
OyAeT MpOIylIeH.
172.16.1.25 — ceTb ¢ HauOobmEeH Mackor — !172.16.1.0/24; nakeT He COOTBETCTBYET
TabJimie 1 OyaeT oTOpONIeH.
172.16.1.100 — 9210 ceThb ¢ HauOOJIbIIEH MacKoM (a TouHee xocT) — 172.16.1.100; makeT
COOTBETCTBYET TaOJHIle U OyAET MPOMYIIEH.
10.1.4.55 — noagxoasimux 3anuced B Tadauue HeT. [lakeT He cOOTBETCTBYET TadJmIEe U OyneT
OTOPOIIIEH.



@uiabTpalks IAKETOB 3aKJIYaeTCsl B TOM, 4YTO MaKeThl IPOIYCKAIOTCS WU
OTOpACHIBAIOTCSI MPH IPOXOXKICHHUH Yepe3 CETEBOM HHTEp(PEHC B COOTBETCTBHH C
npaBwiamMd. [IpaBuja OCHOBaHbl Ha 3arojIOBKaX MAaKETOB CETEBOrO M TPAHCIOPTHOIO
ypoBHer Moaean OSI (cm. OSI). Haubosiee yacTo Ucnosb3yemble KPpUTEPHH — aapeca
MCTOYHHKA W Ha3HAUYEHHsI, HOMEpa MOPTOB HCTOUHHUKA U HA3HAUYEHH I, TPOTOKOJIBI.

[IpaBuiia puIbTpa COCTOSAT U3 KPUTEPHUS U IEHCTBUS, KOTOPOE HAIO MPEANPUHSTD, €CITH
MaKeT COOTBETCTBYET KpuUTepHo. [lelicTBue MoxkeT ObiTh MM block nim pass. [IpaBuna
NPUMEHSIIOTCS 10 OYEpPEIH OT MEPBOrO K MOCJEIHEMY, IIPH 9TOM MOCJEIHEE MPABUIIO
BBIMTPBIBAET €CJIM TOJIBKO HE BCTPETUTCS KJ0UeBe cJIOBO quick. Takum obpasom, eciiv B
CaMOM HauvaJie KOH(pUTYPAMOHHOTO (paria 3aJaH0 MPABHJIO «IIPOMYCKATh BCE MAKETHI»,
HJIM «OTOpachiBaTh BCE MAKEThl», TO 9TO HU UTO HHOE, KaK MOJIMTHKA MO YMOJIYAHHIO —
MMEHHO 95TO MNPaBWIO OyAEeT MPUMEHEHO K MaKETy, KOTOPbIH HE COOTBETCTBYET HH
OJHOMY MPAaBHJIy HUXKE MO X0y paria.



Hwxe npuBeneHa ynpomeéHHasi CHHTAaKCHUECKasl cxema:
action [direction] [log] [quick] [on interface] [af] [proto protocol] \

[from src_addr [port src_port]] [to dst_addr [port dst_port]] \
[flags tcp_flags] [state]

[TosiHasi CHHTaKCHUeCcKasi cxema MpHUBEIeHa B CIPABOYHOM cTpaHuie man no pf.conf.

[Tpumepst:

# PaspewnTb GRE-npoTOKON AN1A TYHENUPOBaHHbLIX COeANHEHWN

pass quick 1inet proto gre to any keep state

# YueT cneynpukn FTP-npoToKONa

pass quick inet proto { tcp, udp } from any to any port $ftp_ports
keep state

pass quick inet proto { tcp, udp } from any to any port > 18000
keep state

# TonbKo pa3pelleHHble cepBucbl No TCP mn UDP

pass quick inet proto udp to any port $udp_services keep state
pass quick 1inet proto tcp to any port $tcp_services keep state



PexomeHayemasi MpakTHKa MPU HAMMCAHUK OpaHAMayspOB — JeJiaTh MOJUTUKY «default
deny», T.e. MO yMOJYaHUIO OTOPACHIBATh BCE MAKETHI, @ MMOTOM IMPOMYCKAaTh HEKOTOPHIE

paspeméEénHpie  makeThl. [asg co3gaHuss noJuTHKH «default deny» Hamo cpaenath

CJIEAYIOIIME MEPBBIE ABA MMPaBUJIA:
block in all
block out all

HJIN
block all

OTH TpaBUja OJOKUPYIOT BeCh TpauK Ha Bcex HHTepdencax BHE 3aBUCUMOCTH OT
HaITpaBJICHUSI.
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Hano siBHO paspemuTh NpoXokaeHHe TpadrKa, UyTOObl OH He ObLT 3a0JJOKHPOBAH MOJUTHKOH. 31eCh
MOHAJIO0SITCS TaKHe KPUTEPHUH KaK HOMEpa MOPTOB HCTOUHUKA M HA3HAUCHHMSI, agpeca UICTOUHHKA U
Ha3HAUeHHM s, IPOTOKOJIbI. [IpaBuia HOJKHBI OBITh HACTOJBKO CTPOIrHMH, HACKOJBKO 9TO BO3MOKHO,
111 TOrO, UTOOBI uepe3 OpaHaMaysp MPOXOUJT TOJIBKO HYKHBIA TpadHK.

Harmpuwmep:

# MNponyckaTb Tpaduk M3 nokasbHou ceTu (192.168.0.0/24) unaywmi 4depes

# uWHTepoeiic dcO Ha mMawnmHy OpenBSD (FreeBSD, NetBSD) c agpecom 192.168.0.1,
# a TakK Xe BbiNyCcKaTb OTBETHbI Tpapuk.

pass in on dcO® from 192.168.0.0/24 to 192.168.0.1

pass out on dcO® from 192.168.0.1 to 192.168.0.0/24

# MponyckaTb TCP Tpa¢umk Ha unHTepdeince TXpO HanpaB/ieHHbIN HA web cepsep

# 3anyueHHbln Ha Hawen mawunHe. WmA uHTepdelica

# mcnonb30BaHO B KayecTBe ajgpeca Ha3HaudeHusi, NosToMy npaBuny

# COOTBETCTBYWT TO/IbKO NaKeTbl HanpaB/ieHHble K HaM.

pass in on fxpO® proto tcp from any to fxp0O port www
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Kak OpLJI0 3aMEeUeHO BbIIIIE, MAKEThI MPOXOAST Yepe3 Bce MpaBujia OT Hauaja 10 KoHua. [laker,
KOTOPBIA MOMETHIICS IPABHJIOM KaK MPOXOASIINAN (pass) MOKET MHOTOKPATHO CMEHUTD IEUCTBHUE C
pass Ha block u obpaTHO, B mporecce mpoxoxaeHus yepe3 npasuia. [lociaennee mpaBuio
BBIMTPBIBAET, €CJIM TOJIBKO MAKET HE BCTPETUT MPABUJIO C KJIIOUEBBIM CJIOBOM quick, KoTopoe
OCTAHABJIMBAET MPOXOKICHHUE MAKETA MO MPABUJIAM.

ITpumep:

block in quick on fxp0® proto tcp from any to any port ssh

pass 1in all

B manHom npumepe Tpaduk ssh Oyget oTOpomeH HeMeqJIEHHO, TaK KaK BCTPETHUIIOCH KJIIOUEBOE
cjioBo quick, ¥ Bce gpyrue nmpaBuia OTHOCSIIHECS K TpauKy ssh OyayT MpOUTHOPOPOBAHBI.

HeonHo3HauHbIN TpUMED:
pass in all
block in on fxp® proto tcp from any to any port ssh

Takue IBa IIpaBHJIa BOSMOKHO IIPUBEOYT K 6JIOKHpOBaHI/IIO Tpa(l)I/IKa, a MOXeT OBbITb U HEeT. B
3ABUCHUMOCTH OT TOI'O, KAKHC IIPpaBHJId OKAXKYTCA HHUKC I10 TCKCTY.
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OnHa W3 BaXHBIX BO3MOKHOCTEH MAKETHOrO (PUIBTpAa — OTCJEKHUBAHUE COCTOSIHHUS
coenuHeHun («stateful inspection»). Stateful inspection Bo3moHa Onarogapsi
BO3MOKHOCTH TMAKETHOTO (PUIbTPA OTCJEKHUBATh COCTOSIHUSI CETEBBIX COEOUHEHHUH.
CocTosiHMEe KaXAOro COEIHHEHHsSI XpaHUTCS B Tabiwuie cocTossHUH. [lakeTHbI (puabTp
MOKET OBICTPO ONMPENECIUTh MTPUHAJICKUT JIH MAKET YK€ OTKPHITOMY COeUHEHH0. Eciu
NaKeT MPHUHAIJIEKUT yKE OTKPBITOMY COEOUHEHHIO, TO €ro MPOMYCKAIOT, HE HampaBJIsisl
Ha Ipyrue (puabTPyOUIUE MPABUIIA.

Hcnonbp3oBaHue TaOJIMIBI COCTOSIHHA HMMEET MHOTO IPEUMYIIECTB: OT YIPOUICHHUS
npaBui (pUIbTpPAlMH, O YBEJHWUEHHS MPOU3BOJUTENBHOCTH Opanamayspa. IlakeTHbid
(uIbTp MOXET ONpeacauTb MNPHUHAMJICKHOCTh IMMaKeTa OTKPBITOMY COEIHUHEHHIO
HE3aBUCUMO OT HAaNpaBJI€HUSI B KOTOPOM HIOET MakKeT. ITO OCBOOOXKIAET OT
HEOOXOIUMOCTH HAaIMCaHHUS TPABUJI MPOMYCKAIMIMX OTBETHBIM TpaUK. A MOCKOJBbKY
MaKeT HE HaIpaBJIsIeTCSI HM Ha KaKue IpaBujia, BpeMs MPOXOXKACHUS MakeTa uepes
OpaHaMaysp CYHIECTBEHHO YMEHBIIAETCSI.
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Ecnu B mpaBuiie MpUCYTCBYET oMM keep state, mepBbid MaKET COOTBETCTBYIOIIHUK MPaBHITY
CO3[a€T 3aMUCh B TAOJHUIE COCTOSIHUN CBSI3bIBAIONIYI0 HCTOUHHK W MOJyvyaTesis nmaketa. Tenepb He
TOJIbKO MAKEeThl HAYIIHE OT HICTOYHHKA K TOJydyaTeslo, HO U OOpaTHbBIE MAKEThl Oy ayT
COOTBETCTBOBATh CO3/IAHHOM 3aITMCH B TA0JIMIIE COCTOSIHUM M HE Oy Ay T MOJABEPraThCsl MPOBEPKE.
Hanpumep:

pass out on fxpO® proto tcp from any to any keep state

DTO MpaBWIO paspeniacT 00N ucxoasamui Tpacduk Ha uaTepderce fxp0, a Tak ke paspemaeT
MPOXOKIEHHUE BCEr0 OTBETHOro Tpaduka uepe3 Opanamaysp. @yHKuus keep state 3ameuartesbHa
TaK )€ TeM, UTO 3HAUUTEJIbHO YJIyUllaeT MPOU3BOAUTEIBHOCTh OpaHAMAay9pa, TAK KaK MOUCK B
Ta0JIMIE COCTOSTHUHA HAMHOTO OBICTpEE UeM MPOBEPKa MaKeTa MPH MOMOIIH MPaBUJT (PHIIbTPALUH.
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®ynkuus modulate state pabotaeT Tak ke Kak keep state, HO mpuMeHHMa TOJIbKO K naketam TCP.
IIpn ncnonp3oBannu modulate state, Ha4aabHBIM HOMEP MOCJIEAOBATEIBHOCTH MOPTOB HCXOISIUX
coenuHenud (ISN) BeiOuMpaetrcss ciayvyadHbiM oOpasom.  IlpaBwio modulate state MOXKHO
yHnoTpeOossATh He TOJIbKO s nporokona TCP (pangomusanysi mociegoBaTeIbHOCTH MPH 3TOM
oyaet padorath mist TCP nporokoia, a g UDP u ICMP Oynet pabotats keep state).

Coxpansatb coctosiaue TCP, UDP u ICMP tpaduka, u pangomusuposath ISN B TCP:
pass out on fxpO® proto { tcp, udp, icmp } from any to any modulate state

IIpyroe npeuMymecTBO TaOJHUIbl COCTOSIHUA COCTOMUT B ToM, uto Tpacduk ICMP
COOTBETCTBYIOIIMA OTKPBITOMY COEJMHEHHUIO TOXKE MPOIyCKaeTcsl uepe3 opanamaysp. Hampumep:
eciu keep state ykazan miust coenuHenusi TCP, u monyueno coobmenue ICMP source-quench
oTHOcseecs: K gaHHoMmy coeaunennio TCP, To oHo OyaeTt mponymeHo uepe3 opanamaysp (ICMP
naketr source-quench yMeHbIa€T CKOPOCTb OTIHPABKH MMAKETOB 4YEpPe3 MAapUIPYTH3aTOpP H
OTCBUIAETCS MApIIPyTHU3aTOPOM HJIA KOHEUHbIM XOCTOM €CJIM, HAalpHMEpP, Y HHUX MEePENOJIHEH

Oydep).
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Korpga KJIMEHT U3 BHYTPEHHEHW ceTh mbiTaeTcsl nocyiath [P nmaker B MHTEpHET B 3TOM
nakere noamensiercs ucxopsmun IP agpec Ha angpec mumo3a, a Tak XKe, OpH
HEOOXOOUMOCTH, TMOAMEHSETCS HOMep IopTa McTouHHMKa y mnaketoB TCP u UDP.
JlenaeTcs 3amuCh B TAOJIHIIE COCTOSIHHH.

OOpaTHble MNakeTbl HAaXOMOSITCS B TaOJIMIE COCTOSSHUM W C HHMH TMPOJEJIbIBACTCS
aHaJIOTHYHOE 0OpaTHOE MpeoOpa3OBaAHHUE.

Network Adress Translation — TpaHcasinus ceTeBbiXx anapecoB. OOuH W3 COCOOOB
CKPBITH IIEJYIO CeTh 3a oJHUM ajapecoM. McnosbzoBanne NAT HE0OXOIUMMO B CHUTYalLMH
KOrJla MpOBanIep BbIICJIHUI aIpECOB MEHbIIE 4YeM KOMIbIOTEPOB B ceTh. NAT onucan B
[RFC-1631].

Hu BHyTpeHHSII MalWHA, HA BHEWHSAS HE 3HAOT O cymectBoBaHuu NAT. Bcé
MMPOUCXOAUT mpo3pauHo. Hs1 BHyTpeHHen MamuHbl NAT 9TO NpOCTO 1UII03, & BHEIIHSS
MalllMHa HUYETrO HE 3HAET O BHYTPEHHEH U CUMTAET, UTO COCOUHEHUE OTKPBITO HIJTIO30M.
OOHapyxuTh NAT MOXHO TOJBKO O KOCBEHHBIM ITPHU3HAKAM.
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ITockoapky NAT Bcerga ucmnoJib3yeTcs Ha IUJTI03aX U MapHIpyTH3aTOPax, HEOOXOAUMO BKJIIOUHTh
npoOpoc makeToB. i1 9TOro Hajo BHICTaBUTh MEPEMEHHYIO sipa net.inet.ip.forwarding B UCTHUHY.
s aToro Bo Bcex cuctemax BSD ucnosb3yercs nporpamma sysctl(8)

sysctl -w net.inet.ip.forwarding=1

sysctl -w net.inet6.ip6.forwarding=1

YToOBI cHies1aTh 9TH U3MEHEHH S TTIOCTOSIHHBIMU CJIeAYeT N00aBUTh B (paii /etc/sysctl.conf Takue
CTPOKH:

net.inet.ip.forwarding=1

net.inet6.1p6.forwarding=1
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Cunrakcuueckasi nuarpamma npasuia NAT B pf.conf(5) BeIrISAUT ciie Ay0myAM 0Opa3oM:
nat [pass [log]] on interface [af] from src_addr [port src_port] to \
dst_addr [port dst_port] -> ext_addr [pool_type] [static-port]

B 6onpmmHcTBE ciyvaeB At NAT TpaHCAsIUKM rOAUTCS TPUMEPHO TaKasl CTPOKa:
nat on tl® from 192.168.1.0/24 to any -> 24.5.0.5

DTO MPABWJIO yKasbiBaeT, uto Hano ocymecTtBUTh NAT Tpancnsuuioo Ha uHTepderce tl0 mis
KaXJgoro naketa npumenmero u3 cetu 192.168.1.0/24 nogmenus aapec uctrounuka Ha 24.5.0.5.
[Ipenpiaymasi CTpoKa KOPpEeKTHa, HO PEKOMEHIYeTCs [JIsi 00JIerueHusl MOoaAep:KKH OpaHaMayspa

UCIIOJIb30BaTh APYry1o popmy 3anucu (B npumepe dcO BHyTpeHHur uatepdeinc, a tl) BHemHum):
nat on tl® from dcO:network to any -> tlO

[Ipu ucnosb3oBaHUM HMEHH HHTepderca, KaK YKa3aHO Bbllle, agpec OyaeT omnpenenéH u
noacTtasieH koraa pf.conf 3arpys;kaeTcsi, HO HE Ha JieTy. DTO MOXKET BbI3BaThb MPOOJIEMBI, €CJIH
agpec uHtepdency npucBanBaetcss no DHCP u mensiercs Bo BpeMsi paboTbl. UTOOBI M30€kKaTh

9TOU MPOOJIEMBI HAJIO YKa3bIBaTh agpec HHTEp(enca B KPYTJbIX CKOOKaX.
nat on tlO from dcO:network to any -> (tlO)

Tpancasinust padbortaet kak gjs IPv4 tak u gis IPv6.
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YToOBI YyBUIETh COCTOSIHUS coeiuHeHnH noasepraeMbix NAT TpaHCIsIUU MOXKHO

BOCIOJIb30BaThCsl KOMaHaou pictl(8) ¢ aprymeHnToMm -s state.

pfctl -s state

fxp0 TCP 192.168.1.35:2132 —-> 24.5.0.5:53136 —-> 65.42.33.245:22 TIME WAIT:TIME_ WAIT
fxp0 UDP 192.168.1.35:2491 -> 24.5.0.5:60527 —> 24.2.68.33:53 MULTIPLE : SINGLE

DTOT OTUET (TIepBasi CpPOKa) O3HAYAET CJICAYIOMEE:
fxp0 — nHTEpPENC HAa KOTOPOM MPOUCXOTUT TPAHCIISIUS.
TCP — npoToko:n
192.168.1.35:2132 — IP -agpec BHyTpeHHer MmamuHbl (192.168.1.35) v OpT OTKPBITHIA Ha
9Tor mamuHe (2132). It napaMeTpbl HOAMEHSIIOTCS TPH TPAHCIISILIHH.
24.5.0.5:53136 — paemnun IP-agpec mmosa (24.5.0.5) 1 nopT OTKpbITHIH Ha muo3e (53136).
DTH NapamMeTPbl MOJACTABISIIOTCS MTPH TPAHCJISIIMK HA MECTO UCXOJIHOTO aJipeca U HCXOAHOTO
MopTa.
65.42.33.245:22 — IP -agpec HazHaueHus (65.42.33.245) v nopt Ha3HaueHus (22).
TIME_WAIT: TIME_WAIT — naketsbiii punbTp cuntaet, uto TCP coe nuaenune npeObiBaeT B
YKA3aHHOM COCTOSIHUH.
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Ecmu y Bac pabotaetr NAT, Bam noctyneH Becb MHTEepHET, HO Kak ObITh €cjik 3a mao3oM ¢ NAT,
B MPUBATHON CETH HAXOAUTCS MAIIMHA AOCTYIl K KOTOPOH HYKEH CHapyXH? 31eCh HAM OMOXET
npoopoc nmopToB. C ero NoMompio Mbl MOKEM TIEpEHANPABISATh BXOASMIMNN TpahuK HA MAIIHUHY
PacnoIORKEHHYIO 3a nUTI030M ¢ NAT.

[Ipumep:
rdr on t10 proto tcp from any to any port 80 -> 192.168.1.20

C nmomMompio 3TOro npasuia Bce oopamenus Kk 80 mopTy OyayT npoOpachiBaTbCsl HA MalIMHY

192.168.1.20. Tax ke MOKHO TPOOpaCHIBaTh JUAMA30HBI HOPTOB:
rdr on tl0 proto tcp from any to any port 5000:5500 -> 192.168.1.20

3anpocs! npumieamye Ha nopTel ¢ 5000 mo 5500 BKIIOUHUTENBHO MEPEHANPABIEHBI HA XOCT
192.168.1.20 ogun Kk ogHomy T.€. S000 Ha 5000, 5001 na 5001 u T.1.

rdr on tl0 proto tcp from any to any port 5000:5500 -> 192.168.1.20 port 6000
3anpocs! npumieamye Ha nopTel ¢ 5000 mo 5500 BKIIOUHUTENBHO MEPEHANPABIIEHBI HA XOCT
192.168.1.20, mpuuém Bce Ha mopT 6000.

rdr on tl0 proto tcp from any to any port 5000:5500 -> 192.168.1.20 port 7000:*
3anpocs! npumieamye Ha nopTel ¢ 5000 mo 5500 BKIIOUHUTENBHO MEPEHANPABIEHBI HA XOCT
192.168.1.20 co casurom HoMepa mopra, T.€. S000 Ha 7000, 5001 na 7001 u 1.1.
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Hopmanuzanus tTpaguka Hy)kHa AJis1 TOTO, YTOObI HCKJIIOUHUTh HEOMIPEAEIEHHOCTD C TEM Ky 1a
HanpasJsieTcs nakeT. Kpome Toro, mpu HopMajmzauuu cOOUparTCsl BMeCTe (hparMEHTUPOBAHHbBIE
MAKEThl, MPOUCXO/IUT 3aIUTA ONEPAHOHHBIX CUCTEM OT HEKOTOPOro BHJIa aTak U OTOpachIBAIOTCSI

TCP nakeTsl ¢ HEBO3MOXHBIM coueTanueMm ¢iaroB. [IpocTermast TUpEeKTHBA BBITJISIOUT TAK:
scrub in all

DTO NPUBOAUT K HOPMAJIM3allMK BCEro BXOASIIEro Tpaduka Ha Bcex UHTEpdencax.

OpnHa U3 BO3MOXHBIX IMTPUYUH JJIs1 HEUCIIOJIb30BAHU ST HOPMAIH3auy — ucnoJib3oBanue NFS, HO Ty
npo0JIeMy MOKHO Pa3pelinTh MPH UCIOJIb30BaHUU OonuuK no-df. [lpyras npruunHa MOXET COCTOSITh
B TOM, UTO HEKOTOPBIE MHOTOIOJIb30BATEIbCKUE CETEBbIE UTPbI OJIOKUPYIOTCS MAKETHBIM
(pubTPOM C 3anyIEHHBIM HOPMAJIU3ATOPOM. BO BCEX OCTaJIbHBIX CIydyasix, KPOME MPUBEAEHHbBIX

BECbMa HEOOBIYHBIX CUTyalMH, HOpMau3auus Tpaduka KpalHe KeaaTesbHa.
bonee cnoxubili pumep:
scrub in on fxpO® all fragment reassemble min-ttl 15 max-mss 1400

scrub in on fxp0® all no-df # He TporaTtb NFS-Tpa¢puk
scrub on fxp® all reassemble tcp
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MapkupoBaHHue NaKETOB — CIMOCOO MOMETHUTD MAKET BHYTPEHHUM UJICHTH(PHUKATOPOM J1JIsT
HAJIbHEUNIETO MCITOJIb30BaHUsI B KAUECTBE KPUTEPHS B ITPABUJIAX TPAHCISIIANA U (PUITbTPALIMH.
MapxkupoBaHHe NO3BOJISIET CO3[1aTh «IOBEPHE» MEKAY HHTEpEeHCaMH, a TaK ke IMOMOTraeT
OpeAesUTh ObLI JIH MaKkeT 00paboTaH MpaBUJIAMH TPAHCJISILHMH. Takke CTAaHOBUTCS BO3MOKHBIM

nepexon oT (pWIbTpali, OCHOBAHHOW HA MPaBWIAX, K (PUIIbTPALIMH, OCHOBAHHOW HA MOJINTHKAX.

JLJ1s1 IPUCBOEHUS MapKepa UCIIOJIb3YETCS KJIIUYEBOE CJIOBO tag:
pass 1n on $int_if all tag INTERNAL_NET keep state

Mapkep INTERNAL_NET Oynet npucBoeH 1000My MakeTy COOTBETCTBYIOIEMY MPABHITY.

I1J1s1 MpOBEPKH yCTaHOBJIEHHBIX MAPKEPOB HUCIOJIb3YETCS KJIIOUEBOE CJIOBO tagged:
pass out on $ext_if tagged INT_NET keep state
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