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Cnyx6a TouHOro BpemMeHu

[MpuHUMN paboTbl

@®yuknuoHanbHOCTh NTP ocHOBaHa Ha MOHATUM IVIaBHBIX CEPBEPOB BPEMEHHU (HA3bIBAEMBIX
cepBepaMM IEpBOrO HILEIOHA), MOJYYarOIIUX CBEICHHUS O TOYHOM BPEMEHH M3 BBICOKOTOYHBIX
MCTOYHHKOB, HAllPpUMEp OT JIOKAIBHO IOJAKIIOUEHHON [T00anbHOM CHCTEeMBl PEKOTHOCHHPOBKU
(GPS) nnu cHUMAaIOMUX UX C 1E3UEBBIX YaCOB.

CepBep, CUMHXPOHU3UPYIOIIUNCA C CEPBEPOM IEPBOIO 3UIEIOHA, HA3BIBAETCS CEPBEPOM BTOPOIO
JIIEJIOHa — 3IIEeJIOHAa MCXONHOro cepeepa + 1. Ilo Mepe yBenuueHuss HOMEpa €0 TOYHOCTh
BPEMEHU MOXKET CJerKa CHIKAThCs. [IpMHIMIUANBHBIMU TpoOieMaMi CHHXPOHU3AIMN BPEMEHU
ABJISIFOTCS. Y4eT CETEBOrO OKMAAHUS W BpPEMEHH 00pabOTKM IAKETOB M CEpBEPbl C HETOUHOH
yCTaHOBKOM BpeMeHH. Hampumep, ecinu cepBep BpeMEHM OTIpaBisieT NakeT «TouHoe Bpems —
12:00:00, ycrano Bute 4acel Ha 12:00:00», a makety TpeOyeTcs 2 CEKyHJIbl Ha JIOCTHKEHUE MECTa
HAa3HA4YCHMs, TO Yachl Ha KIMEHTCKOM KOMIIbIOTEpe OyayT OTCTaBaTh Ha 2 CeKyHIbl, Eciam Ha
00paboTKy MakeTa KJIMEHTY TpeOyeTcs eme 1 cekyHIa, TOrna KIMEHTCKUH KOMIbHOTEep Oyner
OTCTaBaTh Ha 3 CEKYH/IbI.

NTP npeononeBaet 3tu mpoOIeMbl HECKOIBKUMHE CTIOCO0AMU:
e ll3MepeHHneM BpeMEHHU OXKUIAHUS C IOMOIIBIO BPEMEHHBIX METOK KJIIMEHTA U CepBepa;
e VYdeTroM BpeMeHH, HE0OX0IMMOro Ha 00pabOTKy CETEBbIX AKETOB;
e llcnonp30BaHMEM KpaTHBIX BBIOOPOK C MHOMKECTBEHHBIX CEpBEPOB sl OOecledeHus
TOYHOCTH,
e CocCTaBlneHHEM «UYEPHBIX CIIUCKOBY» CEpPBEPOB, BBIJAIOIIMX HEMOCIEA0BATEIbHbIE WU
HETOYHBIE PE3YJIbTaTHI.

NTP ucnonszyet nopt 123 UDP

B naker Bxonur cienyrouiee:
e nitpq nis 3anpoca cepepoB NTP;
e nfpd noa/iep)KUBAET TOYHOCTH JIOKAJIbHBIX YacOB U (OMIIMOHAJIBHO) 00eCeYrBaeT KJIMEHTaM
ciyx0y NTP;
e niptrace npociexusaer Lens cepsepa NTP k ucxonnomy cepsepys;
e ntpdate — omHOpPa30Bas MporpaMmma 0OHOBJICHUS YacOB.

HacTpoiika Ha cepBep TOMHOro BpeMeHMU

st obecnieuenust Oonpleil TOYHOCTH YacOB CEpBEpa W CHIDKEHHUS 3aBUCHUMOCTU OT JOCTYIHOCTH
TEX WM MHBIX CEPBEPOB TOYHOI'O BPEMEHM CIENYET ONpALINBAaTh IyJ CEPBEPOB TOUHOIO BPEMEHU
BMECTO OJIMHOYHOTO CepBepa.

Omnnaiin cnucok oouwedocmynuvix cepeepoé NTP
http://support.ntp.org/bin/view/Servers/ WebHome

CunHxpoHusauusa spemeHu yepes NTP
PyyHasa cuHxpoHusaums

ntpdate time.nist.gov ntp.ubuntu.com

18 Aug 17:32:35 ntpdate[3558]: step time server 80.127.4.179 offset -358.420872 sec

Yemanoeka epemenu:
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ntpdate -bs ntp.ubuntu.com

Yepes Crontab
crontab -e
0 * * * * Jusr/sbin/ntpdate [cepBepbl NTP]

TpoekpaTtHoe ymoOMHHaHHE cepBepa europe.pool.ntp.org TOBOPUT 00 UCHOIH30BAHHUH
Tpex Pa3HBIX CEpBEPOB, BKJTFOUEHHBIX B myn CepBepoB BpPEMEHHU.

ABTOMaTHUeCcKasi cm HXPOHMN3auunsa

YcranoBka cepsepa:
(B /etc/apt/sources.list mommkeH ObITh ykaszan deb http:/ftp.debian.org sarge main )

apt-get install ntp

Daii1 KOH(pUrypauuu:
/etc/ntp.conf

server ntp.ubuntu.com
server time.nist.gov
server europe.pool.ntp.org

Paszpewenue oocmyna u3 10Ka1bHOU cemu:

[To ymonmuanuto Bai cepep NTP Oyner goctynen Bcem xocram B MHtepHert. [lapamerp restrict B
datiine /etc/ntp.conf mo3BosseT BaM KOHTPOIUPOBATH, KAKME MAIIMHBI MOTYT 00paIiaThCs K BaleMy
cepBepy.

Ecnu BBI XOTHTE 3aMIpeTUTh BCEM MallliHaM oOpamaThes K BameMy cepBepy NTP, noGaBsre

CIIEYIOIIYIO CTPOKY B (paiin /etc/ntp.conf:
restrict default ignore

Ecnu BBl XOTUTE pa3speIiuTh CHHXPOHU3UPOBATH CBOU YacChl C BAILlIUM CEPBEPOM TOJILKO MAalIMHAM B
Ballleil ceTu, HO 3allpeTUTh UM HacCTpauBaTh CEpBEP WU ObITh pAaBHONPABHBIMU YYaCTHUKAMHU
CHUHXPOHH3AIIMK BPEMEHH, TO BMECTO YKa3aHHOU J0OABBTE CTPOUKY

restrict 10.0.0.0 mask 255.0.0.0 nomodify notrap

/etc/ntp.conf MoXkeT conmepkaTh HECKOIBKO TUPEKTUB restrict
restrict 10.0.0.0 mask 255.0.0.0 noquery

Jloru cepBepa:
/var/log/ntpstats/

IIpoBepka 3anpocoB:
ntpq -p

3amyck cepBepa:
/etc/init.d/ntp start
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CeTeBoW cynepcepBep

B coBpemeHHBIX aucTpuOyTHBax Linux BbI MOXKETE BCTPETUTH ABE PA3HOBUIAHOCTH MPOTPAMM,
Ha3bIBAEMBIX CETEBBIMU CYIIEpCEPBEPAMU:

- inetd
- xinetd
Inetd sBIsSETCS KIACCHYECKUM BapHaHTOM TNporpammbl. Xinetd — 3TO JajbHEHIIee pa3BHTHE

KOHIlenuu ceTeBbix cynepcepsepos UNIX cucrem.

[Tocie 3amycka ceTeBOU cymepcepBep OTKPHIBACT Ha MPOCIYIIUBAHUE TIOPTHI, KOTOPHIE OMUCAHBI B
ero koHdwurypanuonHom aine /etc/inetd.conf wmmm /etc/xinetd.conf. Ecim Ha mopTt mpuxomut
3alpoc  Ha COEIMHEHHE, CylepcepBep 3alycKaeT HEoOXOIMMYI0 TporpaMMmy  (COINIacHO
KOH(UTYpaIMOHHOTO (aiisia) U mepenaeT el COeAMHEHUE.

Kpowme 3toro xinetd:

- Tlo3BonsieT koHTponupoBath Aoctyi k cayxbdbam TCP, UDP u RPC.

+  MoXeT OrpaHU9IMBATh JOCTYI K CIIy’)KOaM 110 BPEMCHH.

«  Hwmeer pacmimpeHHble BOSMOKHOCTH KYPHAIBHOM perucTpanuu.

« Vmeer MeXaHM3MBI 3aIUTHI OT aTaK TUIIA «OTKAa3 B 00CTYKUBAHUM.

«  MoxeT ucnonbs3oBath (aiinsl /etc/hosts.allow u /etc/hosts.deny, a Tak ske UCIIONB30BATH
neMoH tepd.

 IlpuBsazarp ciayxObl K OIpeIeICHHBIM CETEBBIM UHTEp(dericaM.

Mporpamma inetd

Kon¢uryparmonnsiii ¢aiin /etc/inetd.conf
«  Cepsuc
« Tun coenunenus
« Ilportoxon
+  @maru
« Ilonp3oBarens
- IIporpamma
+  AprymeHThl

[Tporpamma inetd — 370 Kiaccuyeckas pa3HOBUAHOCTH CETEBOTO CyIllepcepBepa.

Konduryparnmonnsiit ¢aitn nporpammel — /etc/inetd.conf. Ha omny 3amuck oTBOmMTCS OIHA
cTpoka. B cTpoke MoXeT ObITh IIECTh WM CEeMb IOJIEH, B 3aBUCUMOCTH OT curyaruu. [lons
pa3aensoTcs mpodeaMu WM CUMBOJIAMU TaOyIIsIIIH.

«  CepBuc — ums cepBrca. MOXXHO ITHCATh TOJIBKO CEPBHCHI, ONIPEICIICHHBIC B (paiiie

/etc/services.

«  Tun coemuHeHMs] — BO3MOXKHBIC BApUAHTHI: stream, dgram u raw.

+ IIpoTokona — uMs TPaHCHOPTHOTO MPOTOKOJA, UCTIOIB3YEMOT'0 MPU COSTUHEHHH.

«  @maru — eciy AT KaXI0T0 COSAMHCHHSI HeOOXOIMMO 3aITyCKaTh HOBYIO MPOTPAMMY,
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3HadeHue (prara nowait. Eciim ogHa 3amyiieHHas mporpaMma MoXeT 00paboTaTh HECKOIBKO
COeIMHEHUI — wait. B mormomHeHnn kK mapameTpy, MOKHO HAaIMCaTh YUCIIO, OTIPEEIISIoNIee
MaKCHMaJIbHOE KOJIMYECTBO MOJIKIIOUCHUI B MUHYTY, Hanpumep: nowait.30.

 Tlonw3oBarens, ¢ mpaBaMH KOTOPOTO Oy/IeT 3amyIeH JaHHBIH npoiecc. BozMoxHO ykazaHue
rpymmnsl. Hanpumep: user.group miiu user:group.

- IIporpamma, KOTOpYIO 3aIyCTHT CETEBOH cyrepcepBep. Eci B 3TOM 1moJie CTOUT KITF0YeBOE
none INTERNAL — inetd cam 0o6paboTaeT Ta- Kyro CIy>k0y ¥ ceIpbMOE T0JIe OTPEACTISTH He
HAJIO.

- ITapametpsl, koTopbIe OynyT nepeaansl mporpamme. IlepBeiii mapa- MeTp — 310
00s13aTeIHbHO UMSI CAMOW TIPOTPAMMBI.

Mporpamma tcpd

Kondurypammonusie (aiabi:
/etc/hosts.allow
/etc/hosts.deny

B xon¢urypanuonsnom gaiine inetd.conf BMecTo MMEHH MPOrpaMMbl y MHOTHX CEPBHUCOB YKa-
3pIBAJIaCh OJTHA M Take TporpamMma — tcpd. DTo, Tak Ha3bIBa€MBIH, tCp wWrapper — mporpaMmma,
NpeAHa3HaYeHHast U1 OTPAHUYEHUS TOCTyIa K CEPBHCY.
Y mporpamMmsl €CTh JIBa KOH(DUTYpAIIMOHHBIX (haiina:

«  /etc/hosts.allow

« /etc/hosts.deny
B nepBowM (paitsie onmucaHo KoMy MOXXHO, BO BTOPOM — KOMY HEJb3s, MOJKITI0YAThCS K CEpBUCAM.
Daiipl IPOCMATPUBAIOTCS B TOM K€ TIOPSIIKE, KAK OHHM HAIMCAHBI BHIIIIE.

®dopmMmar ¢aioB OAMHAKOB:
nporpammMa : OTKyda [: napameTpsbi]
B nepBoM mone yka3plBaeTCsl UMS IPOTPaMMBI, a HE UM cepBUca. Bo BTopoM — OTKyZ1a MOXKHO
(hosts.allow) nnu otkyma Henb3s (hosts.deny) moakmrouarscs. B 3Tom mose MOKHO MHUCaTh:
-IP agpec mMammHbl
-IP agpec cetn ¢ ykazaHMEM MACKHU MOACETH
‘M mamuHbl. B nMeHax MOXXHO MCTIONIB30BaTh CUMBOI *.

TpeTbe nose UCTIONIB3YETCs PEAKO U HE SIBISETCS 0053aTebHBIM.

B nepBoM 1 BTOPOM MOJISIX MOKHO HUCIIOJIB30BaTh KIOYEBBIE CIIOBA!
« ALL — Bce nporpamMmsl WIH XOCTBI B CETH.
«  EXCEPT — 3a uckiroueHueM nepedrcieHHbIX.

NMporpamma xinetd

Kondurypanuonnsriii ¢aiin /etc/xinetd.conf
Hupexropus /etc/xinetd.d

B kondurypanmnonnom aiine /etc/xinetd.conf omnmceIBatOTCS CIYKOBI, JOCTYNT K KOTOPBIM
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KOHTponupyet AeMoH xinetd. Kaxnas cimyx0a onmucsiBaeTCst CIeIyOUIM 00pa3oM:

service HassaHme_cnyx(6b|

{

napameTp ofepaTop 3HauyeHue

}

Haspanue ciyxObl TOMKHO OBITH ONKMCAaHHO B (paiine /etc/services.
Kpome cranmapTHBIX Ha3BaHUK MOKHO HCIIOJIB30BaTh M HE CTAaHAAPTHBIE, HO B 3TOM CITydae

HEOOXOIMMO SIBHO OTIpENeNATh HapaMeTp port.

B Ta6n1/1ue MEPCUNCICHBI HCKOTOPHIC ITapaAMETPhI, KOTOPBIC MOKHO UCIIOJIB30BATh TP OIMMCAHUHN

CITYXOBL.

IHapamemp

Onucanue

socket_type

Tun coenunenusi: stream (TCP), dgram
(UDP), raw (HeCcTpyKTypuUpOBaHHbIE
makeTsl), seqpacket (rapanTupoBaHHas
IIOCJIe/TIOBATEIbHAS IOCTABKA
JleTarpaMm).

protocol

[TpoTOKOJI TT0 KOTOPOMY paboTaeT
cyk0a.

server

[TosiHBIHM MyTh K BHI3BIBAEMON
IporpaMmme.

server__args

ApryMeHThl KOMaH/THOU CTPOKH,
KOTOpBIe ciieyeT nepefaTh IporpaMmme
TIpU e€ BBI30OBeE.

port

Ecnn ciy:x06a He onmcaHa B dariie
/etc/services, ciemayet 06513aTEIHHO
OTIPE/IEJIUTD IOPT.

wait

BosMmo:kHbIe 3HaUeHUA: yes WK no. B
IIePBOM CJIydae O/jHa 3allycKkaeMas
MIPOTpaMMa MOXKET OOCIIYKUTD BCE
coequHeHus. Bo BTopoMm cityyae Ha
KakJloe coeJUHEeHEe He0OX0ITIMMO
3aIyCcKaTh CBOM 3K3eMILIAP MIPO-
rpaMMBI.

user

OmpenensieT MOIb30BaTEIA, C TPABAMU
KOTOPOTO Oy/IeT 3aIyCcKaThCA MporpaMma.

group

OmnpepesseT rpyIy, ¢ IpaBaMu KOTOPOM
OyzeT 3amycKkaThCs MporpaMma.

nice

OmnpezesnisseT 3HaUeHNE hice 3aIycKaeMoi
MPOTPAMMBI.

access_time

Bpewms, kor/ia MOXKHO 0OpPaTUTHCA K

biok 2 -6




IHapamemp

Onucanue

caykbe. Bpems 3a1aétcs B BUE U4:MM-
YU MM.

only_from

Crimcok IP aspecoB win uMeH MallluH,
pas/iesIeHHbIN Tpo0eIamMu, OTKya
MOKHO ITOJIKJTIOYATHCA K CEpBUCAM,
obcykuBaeMbIM xinetd.

no_ access

Crucox IP aapecoB nwin nMeH MallluH,
pas/iesieH- HbIH ITpobesiaMu, OTKyZa
HeJIb34 MOJKJII0YAThCA K Cep- BUCAM,
obcykuBaeMbIM Xinetd.

instances

Llest0e unci10 UIn KJI049eBOE CJI0BO
UNLIMITED. Onpenenser
MaKCHMaJIbHOE KOJIMUYEeCTBO
OZTHOBpPEMEH- HO 3aIlyCKAeMbIX JJEMOHOB.

log_type

“SYSLOG cpencTBo” - oTChLIATH
COOOIIEHHSA B cUCTEMY Syslog, HCIIOb3yst
ompenesienHoe cpeacTBo. “FILE daiin
[HMKHUE peaen [:BepxHUH npeaen]]”-
OTCBLIATh COODIIeHU B aiiy, He
HCIIO0JIB3Yys cucteMy xinetd. [IpenenbHbIE
pasMepsl daiiyia yKa3pIBalOTCs B
KkutoOanTax. ITpu JOCTHKEHUN HUKHETO
npenena, xinetd remepupyert coobIeHuE.
IIpu mocTrkeHuH BepXHero — rnepecraer
3aIMChIBATh COOOIIEHUS B paii.

redirect

IlepenanpasyieHye COeIUHEHUA HA
ZIpYyT'YIO MallIWHy B ceTU. B kayecTBe
rapameTpa cJefyeT uepes mpobesn
yKkasbIBaTh [P anpec u nopr.

bind

Omnpenenser nHTEpdeiic, Ha KOTOPOM
cepBep CJIyIIaeT 3alpPOCHI.

log_on_success

Omnpenenser, kakadg nHQOpPMAaIUA B
CJIydJae yCIIEIIHOTO COeTUHEHUs Oy/1eT
MONAJaTh B )KypHAJIbHbIE (DAJIBI.

Bo3moxxusblie 3Hauenusa: PID, HOST,
USERID, EXIT u DURATION.

log_on_failure

Omnpepensert, kakas nuHdopmanusa oyaet
[I0II/1aTh B KypHaJIbHBIE (pailibl B
cJIy4dae HeyCIeITHOU MOMBbITKY yCTaHOBKU
coenuHeHNs. Bo3MOKHbBIe 3HAUEHUS:
ATTEMPT, HOST, USERID, RECORD.

disable

3amperaeT (3HaUeHHE PAaBHO yes) Win
pasperraeT (3Ha4YeHHEe PaBHO NO)

bioxk 2 -7




IHapamemp

Onucanue

cyk0y. ITo ymosryaHUIO, JOCTYII
pa3peliex.

cps

OrpaHuuYmnBaeT KOJINYECTBO
MOAK/IIOUEeHU N B €ITUHUITY BpEMEHU.
Hanpuwmep cps = 25 30 — 03Ha4aeT, 4TO
€CJTU B ceKyHZy Oy/ieT 60JIbIle ueM 25
3aIlpOCOB Ha COeUHEHNE, CITy:kba OyeT
HeJIOCTYIIHA B TEYEHUU 30 CeKyH/,.

max_load

OmnpenessieT MaKCUMaJIBHYIO 3aTPy3Ky
cepBepa, IpU IPEeBBIIIEHUN KOTOPOU
xinitd nepecTaér mpuHUMATH 3aMIPOCHI HA
coeJIUHEHUe.

rlimit_*

Paznnunble mapameTpsl, IPU IIOMOIIU
KOTOPBIX OTPAHUYUBAIOTCA CUCTEMHBIE

PeCypChI, IOCTYITHBIE IPOTPaMMe.
Hanpumep rlimit_as, rlimit_cpu,
rlimit_data, rlimit_rss, rlimit_stack

[Ipu onucanum cayk0bl B KoHQUrypamuoHHOM ¢ailyle HeoOXOJNMMO YKa3bIBaTh

cyeaylolue o0s3aTeIbHbIE aTPUOYTHI:
« socket type

«  wait

.+ user

.+ server

«  protocol

B kondwuryparuoHHoMm aiiyie MOXKHO HCIIOJIh30BaTh mapamerp include, mpu momoru
KOTOPOTO ONpEAesieTcs AUPEKTOpHsA, Bce (Galabl KO- TOPOH OyAyT NOJKIIOYEHBI B

OCHOBHOU KOH(UTYPAITUOHHBIU (aii.

Hwxe mpuBoauTes copep:kumoe ¢aitna /etc/xinetd.conf:

defaults
{
instances = 60
log_type = SYSLOG authpriv log_on_success = HOST PID

log_on_failure = HOST
cps = 25 30
}

includedir /etc/xinetd.d

defaults — omnpenensieT mapameTpbl IO YMOIYaHHIO JJIS1 BCEX CEPBUCOB.
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JlononHUTENbHBIE KOH(MUTYpalMOHHBIE (ailiibl HaXoAATCA B AUpeKTopuu /etc/xinetd.d, Huxe
npuBonutcs Qaitna /etc/xinetd.d/pop3, onuckIBaroIero cepBuc pop3.

service pop3

socket_type = stream

wait = no

user = root

server = /usr/sbin/popa3d
log_on_success += USERID

log_on_failure += USERID
disable no
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JlabopaTtopHas paboTta

ITesxnb paGoOTHI

HayuuTbcst HacTpauBaTh CETEBOU cylepcepBep xinetd.

3apaun

1. YoenuTech, YTO BBl paboTaeTe C IpaBaMU M0OJIb30BaTeNs root.

2. Ycranosure finger-cepsep, cieyomei KOMaH0H:
aptitude install xinetd fingerd

3. Coznatite datis onucanus finger-ceppepa:
service finger

' socket_type = stream
wait = no
user = root
server = /usr/sbin/in.fingerd
log_on_success += USERID
log_on_failure += USERID
disable = no

b

4. 3acraBbTe cepBep Xinetd nmepeunTaTh CBOM KOHGUTYPAITMOHHBIE (DAIIBI:
/etc/init.d/xinetd force-reload

5. YOenauTech, 9YTO IMTOPTHI 79 OTKPBIT Ha IPOCITYIIINBAHHUE:
netstat -nlp | grep :79

6. [Tposepka paboTtocrocobHOCTU cepBepa finger:
finger root@ip_apgpec_cocega

Bmecro ip_anpec_cocena mozcraBbTe IP azipec cocena, paborarorero ¢ Bamu B mape.

7. IlonpITaiiTech moyduTh HHGOPMAIHIO OT cepBepa finger Baiero cocena. 3aTem OT
cyIymiaTess paboTaroIIero B pyrou mape.
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Bonpochbl

1. Tlpu momomu Kakoro napameTpa MOKHO yKa3aTb CETEBOMY CYIEpCEpBEpPY, UTO OH JOJIKEH
Ha Ka)kJ10€ HOBOE COEAMHEHHE 3aIlyCKaTh HOBBIM SK3EMILISP MPOrpamMMbl?

2. Kakum 00pa3oM MOXKHO OTpaHUYMTh JOCTYI C ONPEIEICHHON MallluHbI K IporpamMme?

3. BwI pa3pemim ucmoiib30BaHue CIIy:kObl. KakuM 00pa3oM 3acTaBUTh CETEBOH cymepcepBep
MEepEeYnTaTh CBOM KOHPUTYpallMOHHBIN (haiin?
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FTP - npoTokon nepeaayn dannos

1.BBepneHune

FTP sBnsercs cranmaptom Internet mms mepemaum ¢aiinmoB. HeoOxomumo pasnuyarh nepemavy
¢aitnoB, MMeHHO TO, uTo npenoctanisier FTP, u moctyn k daitnaM, 4to nmpeaocTaBiseTcss TAKUMHU
npmioxkeHusiMu kak NFS (Network File System, rmasa 29). Ilepemaua daiioB 3akimrodaercs B
KOMUPOBAaHUU L1eJ0T0 (haiina u3 ogHON CUCTeMBbI B Ipyryro. UToOsl ucnonb3oBats FTP, HeoOxonumo
UMETh YUYETHYIO 3aluch (OIOKET) Ha CEepBEpEe, WM MOXKHO BOCIOJIB30BATHCS TaK Ha3bIBAEMbBIM
aHonuMHbIM FTP (anonymous FTP).

RFC 959 [Postel and Reynolds 1985] sBnsiercs odunmansroit cnenmpukanueit FTP. Otor RFC
OIKCBIBACT UCTOPHIO U Pa3BUTHHUE Nepeaun (ailiioB B TCUCHUE BPEMEHH.

MpoTtokon FTP

FTP ornuuaercs oT Apyrux NPWIOKEHUH TeM, uTo OH ucnonb3yeT nBa TCP coenuneHus s
nepesauu gaiina.

1. VYmpapnsioniee COeTUHEHHE YCTAHABIMBAETCS KaK OOBIYHOE COEJUHEHHE KIUMEHT-CEPBED.
CepBep ocylIecTBIsieT NMAacCHMBHOE OTKpHITHE Ha 3apaHee u3BecTHbl mopt FTP (21) u
OKUJAET 3allpoca Ha COEIUHEHHE OT KinmeHTa. KIIMeHT ocyliecTBIseT aKkTUBHOE OTKPBITHE
Ha TCP mopr 21, 4roOBbl YCTaHOBUTH YIpPABISIOLIEE COEAMHEHHE. YIpaBIsioliee
COEJIMHEHHE CYILIECTBYET BCE BPEMs, MOKA KJIUEHT OOIIAeTCsl ¢ CEPBEPOM. ITO COETUHEHUE
UCIIOJB3YyeTCs U IepeAadl KOMaH[ OT KJIMEHTAa K CEpPBEPY M AJIA NEpeNauyd OTKJIUKOB OT
cepaepa.

2. CoeauMHEHHME JAaHHBIX OTKPBIBAETCS KaX/bIi pa3, Korna OCyLIeCTBIsETCs nepenada Qaiina
MeX/y KIMEHTOM U cepBepoM. (OHO TakKe OTKpPBHIBA€TCS U B APYTrM€ MOMEHTHI, KaK MBI
yBUIUM no3xke.) Tum cepuca IP s coenquHeHus: JaHHBIX JOJDKEH OBbITh "MakcHMaibHas
MIPOITYCKHAs CHOCO6HOCTB:IZI };5 KaK 3TO COCIMHEHHE UCTIONB3YETCs I nepeaadu Ganios.

Be
promesemseetos o

RTEpNDETaT ynpaenmiowge |
ndfcosa o oo | |
NpoToRoNa ; (FTF romaHgbl) i

i (FTP oTEnMEn) | !

i i '

: | :

| CORMHEHME farHbIX | i

! i :

: : :

| : i

W3 pucyHka BHJIHO, YTO MHTEPAKTHUBHBIM MOJIb30BaTelbh OOBIYHO HE BHUIUT KOMAaHIbl M OTKIIHUKH,
KOTOpBIE MEPENAIOTCA IO YNPaBISIOIMIEMY COCAMHEHHMIO. OTH JETAld  OCTaBIEHBI JBYM
UHTEpIpeTaropaM MpoTokona. KBaaparuk, moMeYeHHbIH Kak "Mosib30BaTenbcKuii HHTEpdeiic", 3To
MMEHHO TO, YTO BUAMT MHTEPAKTUBHBIN MOJIb30BaTENb (ITOJHOIKPAHHBIN MHTEpQEiic, 0CHOBaHHbIN
Ha MEHIO, KOMaH/HbIe CTPOKHU M Tak jaajiee). MHTepdeiic koHBepTUPYET BBOJ mosib3oBarenis B FTP
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KOMaH/bl, KOTOpBIE OTIIPABIIAIOTCS IO YIPaBISIOMIEMY CO€AUHEHMIO. OTKIMKH, BO3BpaIllacMble
CEepBEpOM IO YIPABISAIOIIEMY COECIUHEHHIO, KOHBEPTHPYIOTCS B Qopmar, yAOOHBIA s
MI0JIb30BATEIS.

FTP-cepBep moaasep:kmBaeT 2 pekuMa IepeAaauy AAHHBIX: ascii u binary, yTo ompeaeasieTcs
NepEAAHHBIMI €My KOMaHAAMI.

KomaHpbl FTP

KoMaHABI 1 OTKAMKY NIEPEAAIOTCS IO YIIPABASIIOLIEMY COEAMHEHUIO MEKAY KAUEHTOM 1 CEPBEPOM B
¢dopmare NVT ASCII. B koHIle KaKAO0#1 CTPOKM KOMaHABI MAU OTKAMKA IpucyTcTBYeT napa CR, LE.
Komanabl cocrost u3 3 uanm 4 6aiit, a uMeHHo u3 3araaBHbIX ASCII cuMBOAOB, HEKOTOphIE C
HeoO0s13aTeAbHBIMY apryMEHTaMI.

Komanga® Onucaunne

help ITOJIYYUTh CIIMCOK KOMAaH/T ITOJIIEP/KUBAEMBIX
ftp-cepBepom

Is nmm dir CIUCOK (DAiJIOB WIIN TUPEKTOPHI

pwd MOKa3aTh TEKYILYIO TUPEKTOPHUIO

cd MIEPENTH K YKA3aHHOU TUPEKTOPUU

mkdir CO3/1aTh JUPEKTOPUIO

rmdir YIAJIUTh AUPEKTOPHUIO, €CIIM OHA HE MyCcTast

[m]get oJTy4uTh (aii|bl| ¢ cepBepa

[m]put OTIIpaBUTH (ailn[bl] Ha cepBep

TYPE {binary | ascii} yKa3aTh PEXUM Iepeaul JaHHbIX

quit mium exit 3aBEPIIUTH PadOTy C CEPBEPOM

2. YcTtaHaBnuBaeMm ProFTPd n OpenSSL

Bce kxoMmaHAbl BBINOJMHSIOTCS OT MMEHM CYINEpPIONb30BaTeNsl root, MO3TOMY BaM HEOXOAMMO
HCIIOJIb30BaTh SleO J'II/I60 ITIOBBICUTH CBOU HpI/IBeHCFI/II/I KOMaH,HOfIZ
sudo bash

Co3AaeM HOBOTO MOAB30BaTeAS test ¢ mapoaeM test:
adduser test
passwd test

Jns ycranoBku ProFTPd u OpenSSL 3anyctute
apt-get install proftpd openssl

Bawm Oyner 3agan Bompoc:
3anycx proftpd: <-- CaMOCTO4dTENbHO

N3 cooOpakeHnii 6e30MacHOCTH BaM HEOOXOIMMO 100aBUTh 3TH CTPOKH B /etc/proftpd/proftpd.conf
nano /etc/proftpd/proftpd.conf

DefaultRoot ~

IdentLookups off

ServerIdent on "FTP Server ready."

* B ,I[aHHOﬁ Ta6J'II/ILI€ YKa3aHbl TOJIBKO T€ KOMaHAbI KOTOPbBIC NOAACPIKNBAIOTCA IPAKTUYCCKU BCEMU ftp—cepBepaMH
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3. Co30aem SSL cepmucpukam onsa TLS

TLS (anrn. Transport Layer Security) — xpunrtorpadudeckuii MpoTOKOd, 00ecreynBaromuit
3alMIIEHHYIO TIepefady MaHHBIX MeXay y3iamu B cetu MutepHer. TLS-mporokon ocHoBaH Ha
Netscape SSL-npotokone Bepcuu 3.0. Pazmuume mexay SSL 3.0 u TLS 1.0 He3HauuTenbHEIE,
MOATOMY J1ajiee B TeKcTe TepMuH «SSLy OyneT OTHOCUTHCS K HUM 000HM.

TLS mnpenocraBiseT BO3MOXXHOCTH ayTeHTH(HMKALUU M OE30MacHOM Mepeqaydl JaHHBIX dYepe3
WuTepHeT ¢ UCHONb30BaHUEM KpUNTOTpadUyecKux CpeacTB. YacTo MPOUCXOAMUT JIHIIb
ayTeHTU(HUKAIMA CepBepa, B TO BpeMs KaK KJIMEHT OCTAaeTCs HeayTeHTU(UIMPOBAHHBIM. Jls
B3aMMHON ayTeHTHU(DUKAIMM Kakgas U3 CTOPOH JODKHA MOAAEpXKUBaThb HHOPACTPYKTYPY
otkpbiToro kioua (PKI), koTopas mHO3BOJISET 3alIUTUTh KIUEHT-CEPBEPHBIC MPUIIOKEHUS OT
nepexBara COOOIICHUH, peJaKTUPOBAHUS CYIIECTBYIOLIUX COOOIICHNUN U CO3/TaHUS TOAIETbHBIX.

SSL BxitogaeT B ceOst TpU OCHOBHBIX (Da3bl:
+  Jlmamor Mexay CTOpOHAaMHU, LIEJIbI0 KOTOPOTO SIBJISIETCS BBIOODP aIropuT™Ma muppoBaHus
«  OOMEH KJIF0YaMH Ha OCHOBE KPHIITOCHCTEM C OTKPBITBIM KITFOUOM WU ayTCHTU(UKAIHS Ha
OCHOBE CEepPTU(UKATOB.
 Ilepenaya naHHBIX, MUPPYEMBIX TPU TIOMOIIA CUMMETPHYHBIX aJITOPUTMOB IHU(POBAHHUS

Jns ucnonwzoBanust TLS Ham HeoOxoaumo co3nath SSL ceprudukar B katanore /etc/proftpd/ssl

Coznmaem karanor /etc/proftpd/ssl

mkdir /etc/proftpd/ssl

I'enepupyem SSL ceprudukar

openssl req -new -x509 -days 365 -nodes -out \
/etc/proftpd/ssl/proftpd.cert.pem -keyout \
/etc/proftpd/ssl/proftpd.key.pem

BBoaum Bamry peructpaiioHHy0 HHPOpPMAIIIO
Country Name (2 letter code) [AU]: RU
State or Province Name (full name) [Some-State]: Moscow

Locality Name (eg, city) []: Moscow

Organization Name (eg, company) [Internet Widgits Pty Ltd]: CLASS
Organizational Unit Name (eg, section) []: IT

Common Name (eg, YOUR name) []: c230.unix.specialist.ru

Email Address []: root@localhost
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4. Bknroyaem TLS B ProFTPd

Jns Toro, uroOel BkmounTh TLS mns ProFTPd neoGxomumo OTKpBITH (aiin koH(HUrypanuu

/etc/proftpd/proftpd.cont
nano /etc/proftpd/proftpd.conf

W paCKOMMEHTHPOBATh CTPOKY

#

# This is used for FTPS connections

#
Include /etc/proftpd/tls.conf

Teneps oTkpoiite /etc/proftpd/tls.conf

nano /etc/proftpd/tls.conf

U orpenaktupyiite ero Takum oOpazom

TLSEngine on

TLSLog /var/log/proftpd/tls.log

TLSProtocol SSLv23

TLSOptions NoCertRequest

TLSRSACertificateFile /etc/proftpd/ssl/proftpd.cert.pem
TLSRSACertificateKeyFile /etc/proftpd/ssl/proftpd.key.pem
TLSVerifyClient off

TLSRequired on

Ecnu y Bac TLSRequired on, Torna ToibKo mojib3oBareiau ¢ BkiIodeHHbIM TLS momyuar noctyn k
BaimieMy FTP cepepy (MOryT BO3HHKHYTh HpOOJIE€MBI y MOJIb30BaTeiei MCHONb3YIOIIMX CTapble

FTP xnuents! He nogaepxkusaromue TLS). /st Toro 4toObl BCe M0Ib30BaTENN MOIIIU COETUHUTHCS
¢ FTP 3akommentupyiite ctpoky TLSRequired on, mu6o nzmenute 3Hauenue Ha Off

[Tepesamyckaem Bam ProFTPd
/etc/init.d/proftpd restart
Tenepb BbI MOXKeTe MOMPOOOBATH MOIKIIOUUTHCSA C UCIONIb30BaHuEM ftp-ssl kiueHTa, i mo60ro

npyroro (ecau y Bac TLSRequired off)

B ciyuae Bo3aukHOBeHuUs rpodiieM ¢ TLS cmorpute noru /var/log/proftpd/tls.log
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5. NMpoBepsiem paboty FTP-cepBepa

B cuny toro, uro mMbl HacTpounu ftp-cepBep ans paboTel uepes ssl, To ciemyer ycTaHoBUTH fip-
KJIMEHT MOAIeP>KUBAIOIIHNH Ssl.

aptitude install ftp-ssl

Terneps moAKIIOYaEMCs K CEpBEPY cocena:

ftp-ssl IP_apgpec_cocega

B kadecTBe MMEHU MOJIB30BATENS U MAPOJIs YKa3bIBaeM test.

[Tocne mogkirodeHus co3aaem Ha cepBepe aupekropruto MyDir komaHaoM:
mkdir MyDir

[TpocuMm cocena yoenuTbes B HATUUUU AUPEKTOPUU.
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