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duabTpanua nakeroB (firewalll) B Linux

B sapo Linux BcTpoeHa BO3MOXKHOCTH (DMIBTpAlMM CETEBBIX MakeToB. B sapax Bepcuu 2.4.X u
2.6.X 3TO IMpOrpaMMHOe obecnieueHne HasbiBaeTcs netfilter.
Jnis ynpasieHus: GuIbTpanyeil makeToB HEOOXOIMMO HCIOJIB30BATh CIEMHATBEHOE MPOTrPaMMHOE
o0ecrieyeHne, MO3BOJSIOIIEE aJAMUHUCTPATOpy HAcTpauBaTh Hapamerpsl ¢(uibTpauuu. B
3aBHCHUMOCTH OT BEPCHUH Apa, ISl YIIPABJICHUS UCTIONIB3YIOTCS pa3IMYHbIE TIPOTPAMMBI:

2.0.x — ipfwadm

2.2.x — ipchains

2.4x u 2.6.x — iptables
HecmoTtps Ha Hamuyme Tpex pasHBIX NOpOrpaMM YIpaBieHHs (uiabTpammei IMakeToB, B
COBPEMEHHBIX BepcusX sipa Bbl MoxeTe MCIoNb30BaTh J1I00YI0 M3 HUX, TaK Kak B Linux Bce oHM
70 CHUX TOp TOJIepKuBaroTcsi. HO HACTOATENbHO PEKOMEHIYeTCsl IMOJb30BaThCs MPOTPaMMOin
iptables, mo3BosIAOLIEH HCIIOIB30BaTh BCE BOZMOKHOCTH (DMIIBTPALIUH MTAKETOB COBPEMEHHBIX S/IEP
Linux.
B »ToM Onoke Oyzmer paccMoTpeHa opraHu3anuu (QWIBTpaluM MakeToB M co3naHue NAT
npeoOpa3oBaHuil MPH MOMOIIM IPOTpaMMEI iptables.

Hemoukn

C nosiBieHue nporpammsl ipchains ObIJIO0 BBEIEHO MOHATHE IENOYKU. Llernouka — 3TO HEKOTOPBIit
JOTHYECKUI YYacTOK ITyTH TPOXOXICHUS MaKeTa, Ha KOTOPBIA MOXKHO TOAKIIOYATh IpaBUIIa
bubTpanum.

Juist obnerdyeHnst IOHUMAaHUSL OPTaHU3AIMK TPABWIT (PUIIBTPaA- UM MPEIIOI0KHM, YTO BCE TAKETHI
noctynaroT uepe3 uarepdeiic ppp0 (1), a yxoasat uepe3 unrepdeiic ethO (3). [Tocne moctymneHus
nakera Ha ypoBHe IP mpuHHMMaeTcs pemeHwe o ero Mapmpyru3anuu. llocie pemieHust o
MapuUIpyTU3aluK MakeT nepeaaércs Tud0 NMPUIIOKEHUsM, padoTaoNIMM Ha 3TOM KomibioTepe (4),
anbo yxoauT uepe3 Apyroil cereBoil uHTepdeiic (2,3). Tak ke makeTbl MOTYT OTIPAaBIATHCS
NPUIOKEHUAMH, paboTaloUMMU Ha KoMIbioTepe (5,3).
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etho ip application

(3) (5)

pppo (2)
(1)

(4)

Crpenku, u300pakEHHbIE HAa PHUCYHKE, SBISAIOTCS IIETIOYKaMHU, Ha KOTOpPbIE MOKHO IMOJKIHOYATh
npasuiia GUIbTPALIUH.

Ha3Baunue Homep
REROUTING 1
POSTROUTING 3
INPUT 4
FORWARD 2
OUTPUT 5

Hmena nienovex 3ape3epBUPOBAHbI U MUIIYTCS C 0OJIBIION OYKBHI.

B ipchains cymecTByeT nmpobieMa ¢ UMEHaMH METMOYEK U MPOXOXKIEHUS AaKeTOB Yepe3 Hux. Ecnmu
HPEIOI0KNTH, YTO MAKET MPOXOIUT TPAH3UTOM Uepe3 HaIly MAIIUHY, OH Oy/IeT MOCIe0BATEIbHO
npoxoauth depe3 1enouku INPUT (1), FORWARD (2) u OUTPUT (3). Ilpu sTom B Kaxmou
OCIIOYKE ITaKET 6y;[eT MMPOBCPATLCA MPAaBUJIAMH, HAXOAAIIUMUCH B Ka)KIIOI‘/JI OCIIOYKE, YTO 3aMCIJIACT
CKOPOCTH TIPOXOKACHUS TTaKeTa.

Iptables m30aBieHa OT 3TOro HEAOCTAaTKa, TaK KaK TPAH3WTHBIE MAKETHl MPOXOMAAT TOJBKO 4Yepes
npasuia nenodku FORWARD (2). ITakeTsl, npeaHa3HaueHHbIE 1715 MPUJIOKEHNN Ha KOMIIBIOTEPE,
MpOXOaIT ToJMbKO depe3 mpapwia tmenouku INPUT (4). Hcxonsmue mnakeThl MNPUIOKECHUN

KoMIIbIoTepa oOpabaTsiBatoTcs npasmwiamu Gpuiabstparuu nenouku OUTPUT (5).

B ipchains u iptables nmosnp30BaTeny MOTYT ONPEAEIATH CBOM COOCTBEHHBIE LIETTIOYKH.
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Taoauubl
B iptables kpomMe 1emno4Yex UCIoab3yOTCS TPU TAOJIHIIBL:
— filter
— nat
— mangle
Kaxnass Ttabmuiia wMmeeT WHIUBUAYalIbHBIA HaOoOp 1emnodek. [lpumep, paccMOTpEHHBIH
MPEBIIYIIEH TTIaBe, OMUCHIBA IIENOoYKH Tabmuisl filter.

Taoauna filter

Tabnuna npeaHa3zHaueHa AT ONPEATICHUS IPaByUi (PUIBTPAIIK TAKETOB.
B tabnuiie umeroTcs Tpu LENOYKHU:

— INPUT (4)
— FORWARD (2)
— OUTPUT(5)

Taoauma nat

Tabmuna npeanasHadena 1 onucanus npaBwit NAT (Network Address Translations).
B taGnuie umeroTcs Tpy 1EnoyvKu:
— PREROUTING (1)

— POSTROUTING (3)
— OUTPUT (5)

Tabauna mangle

Ta6n1/1ua npeaHa3Ha4YCHa AJisk BHCCCHUS W3MEHEHUH B 3aT0JIOBKU IIaKETOB.
B Ta6J'II/II_[e HMCECTCA IIATHh LICTIOYCK:

— PREROUTING (1)
— POSTROUTING (3)
— INPUT (4)

— FORWARD (2)

— OUTPUT (5)

HOpﬂI[OK TIPOXOKIACHUA Ta6HI/IL[ " LOCIIOYCK.

B

Hecmotps Ha To, uTo B netfilter nucrnonb3yeTcss HECKOIBKO Ta- OJIUIl U LIETIOYEK, MAKET HE MOXKET
napajyieIbHO TMPOXOIUTh dYepe3 Bce Tabmumbl W 1enodkd. OH  MOPOXOAUT dYepe3 HHUX

OCJICA0BATCIBHO.

HOpH[lOK IMPOXO0KACHUA TPAH3UTHBIX ITAKETOB
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Tadauua

Menouka

mangle

PREROUTING

nat

PREROUTING

mangle

FORWARD

filter

FORWARD

mangle

POSTROUTING

nat

POSTROUTING

HOpﬂI[OK MPOXO0KACHHUSA MMAKETOB, IIPCIHAZHAYCHHDBIX JIJIA

NPUJI0KEHU KOMIIbIOTEpPa

Tabauna Ienouka
mangle PREROUTING
nat PREROUTING
mangle INPUT
filter INPUT

HOpSIIIOK IMPOXOKACHHUA MMAKETOB, OTIIPABJICHHBIX IMMPUIIOKCHUAMU KOMIIBIOTEPA.

Tabnuma [lemouka

mangle OUTPUT

nat OUTPUT

filter OUTPUT

mangle POSTROUTING

nat POSTROUTING
Bomnpocsl

1. Ilo kakuM OCHOBHBIM MapaMeTPaM MOXHO OCYIIECTBIIATh (PUIBTPALIMIO MAKETOB?

2. Kakwue tabnuiisl cymecTByIoT y netfilter?
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3. Kakwue 1ierno4xu MOXKHO MCIIOJIB30BaTh B Ta0uIe mangle?

4. Kaxoii mops10K IpoX0KI€HUS TPAH3UTHBIX MMAKETOB Yepe3 TabauIbl U nenoyku netfilter?

IIporpamma iptables
iptables [onuu] [-t Tabnuna] [-Komanaa][nemnouka][kputepun ordopa] [-j nericTBue]

[Tporpamma iptables npeaHa3zHaueHa aJia ynpasieHus npasuiamu netfilter. Ona mo3Bosiser:

*  100aBIATh, 3AMEHATH, YAAJATH MIPABHUIIA

*  CO03/aBaTh, YAAJATH LIENIOYKH TTOJIb30BaTEIs

*  [POCMaTpPHUBaTh, yCTAHABIMUBAThH M COPACHIBATH CUYETUMKH ITAKETOB
Jns onpenenenus, ¢ Kakod Tabnunei Oyaer paboTaTh HmporpaMma, MCHOJIb3yeTcs Omuus “-t”,
MOCJIE KOTOPOM yKa3bIBaeTCs COOTBETCTBYMOmas Tabmuma: filter, nat, mangle. Ecnu onmus nHe
yKa3zaHa, mporpamMma Oyzaer pabotats ¢ Tabuuueii filter.

Komanasl nporpammel iptables

-A — 106aBUTH NPABUIIO

-D — ynanuts npasuio

-R — 3amenuTs npasuio

-] — BcTaBUTH NIpaBUIIO

-L — moxazaTtp CIIMCOK NpaBUI

-F — ounctuth nenouky uinm Tabauiy

-Z — OOHYJIUTh CUETUUKHU

-N — co31aTh LIETIOUKY TOJIB30BATENSA

-X — yZanuTh LEN0YKY [10JIb30BaTeNs]

-P — yCTaHOBUTH MOJUTUKY 110 YMOIYAHUIO

Jlnist onpeniesieHust 1eHCTBUA, KOTOpOe Mporpamma iptables 1oykHa BBIIOIHNTH, €l HEOOXO0JUMO
yKa3aTb KOMaHJy.

Komannga Onucanue

-A, --append JloGaBiisieT mpaBWJIO B KOHEI 1IenoYku. [Ipu BBITIOJIHEHNH KOMaHABI HEOOXOIUMO
00s13aTeIbHO YKa3aTh LEMOUKY.

[Ipumep:
iptables -A INPUT -s 10.10.100.100 -j ACCEPT

-D, --delete VY nanser npaBuio u3 nenoyku. CyliecTBYIOT JIBa Crloco0a yaaneHus MpaBuja: 1mo
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Komanna

Onucanue

HOMCDY IIpaBUjia UIIK C YKa3aHHEM BCEX KPUTCPUCB 0T60pa.
[Tpumep:
iptables -D INPUT 1 iptables -D INPUT --dport 80 -j DROP

-R, --replace |Komanaa 3ameHsieT OTHO MPABUIIO JPYTHUM.
[Tpumep:
iptables -R INPUT 1 -s 192.168.0.1 -j DROP
-1, --insert KomaHna BcTaBisieT mpaBuiio B yKa3aHHOE MECTO B IIEMTOYKE.
IIpumep:
iptables -I INPUT 1 --dport 80 -j ACCEPT
-L, --list Ecnn He ykaspiBaTh MMS IEMOYKH, KOMaHJa IMOKa3bIBa€T BCE IpaBUJia TEKYIICH
tabmunpl. Ecnu yka3aTh UMs 1IETIOYKH — ITOKa3bIBAaCT BCE MpPaBWJIa B YKa3aHHOM
LIETIOYKE.
[Tpumep:
iptables -L INPUT
-F, --flush Ecnm He yka3piBaTh MM IIETIOYKH, KOMaHJIa yaalseT BCE NMpaBUjIa W3 TEKYIICH
tabmuiel. Ecnom ykasaTh WMs HENMOYKH — OyayT yOaJdeHbl BCe MpaBuia U3
YKa3aHHOM IETIOYKH.
IIpumep:
iptables -F INPUT
-Z, --zero Kaxxnomy mpasuity B TaOJMIle COOTBETCTBYIOT JBa CUETUMKA: KOJUYECTBO MTAKETOB
U KOJIHWYeCTBO OailT, cpaboTaBmMX Ha AaHHOM mpaBuie. Komanma cOpacbiBaeT
CUCTYMKH B TEKYIICH TaOJMIle, WM, €CITU YKa3aHO WMS IICTIOYKH, B 3aJlaHHOM
LIETTOYKE.
[Ipumep:
iptables -z INPUT
-N, --hew- Komanna co3maér nenouky ¢ 3aaHHBIM UMEHEM B TeKyIel tabnuie. Ms 10mKHO
chain ObITh YHUKaJbHBIM U HE JOJDKHO COBIAJAaTh C 3ape3epBHPOBAHHBIMU HMMEHAMH
IeNoYeK U TeHCTBHIA.
IIpumep:
iptables -N allowed
-X, ‘--delete— KoMmanpga ynanseT memnouky moJib30BaTess U3 Ta- OMUIBL. Y AaNsATh MOXKHO TOJIBKO
chain [IETIOYKH, HE COAeprKalue MpaBwiI. Tak ke Ha 3TH IEMOYKA HE JOHKHO OBITh
CCBUIOK U3 IPYTUX IENOYEK.
[Ipumep:
iptables -X allowed
-P, --policy Komanna 3amaer moauTuky mo yMOJTYaHUIO A 1ernodykd. [lonuTrka onpenenser,

9TO CJENyeT claelaTh C IMaKeTOM, Ha KOTOPOM He CpabdoTaio HU OAHO IMPABHIIO
LHenoyku. B kayecTBe 3HAUEHHUs MO- JIUTUKU MOXKHO MCIIONB30BaTh 3HAUEHUS
ACCEPT u DROP.

[Tpumep:

iptables -P INPUT DROP

Onuun nporpammsl iptables
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[Tporpamme iptables MOXXHO yKa3bIBaTh JOIOJHUTEIbHbIE OMIIUU:

Onuus Onucanue

-v, --verbose Onnps 3acTaBisieT IpOrpaMMy BBIBOJIUTH
JONOJTHUTENbHYIO HH(popMario. Hanpumep, B
COUYETaHMH ¢ KoMaH101 -L OyayT moka3aHbl He
TOJIBKO IPAaBUJIA, HO U 3HAYEHUS CYETUUKOB.

-X, --exact Omnuus 3acTaBIIeT IPOrPaMMy BBIBOJUTD
TOYHBIC 3HAYECHUS] CUETYUKOB.

-n, --numeric Onius 3acTaBIIsET MPOTrpaMMy HeE JIeNaTh
obOparHoro ipeodpazoBanus us IP anpeca B ums
MAIIUHBI, €CITH B BBIBOJIE MPOTPAMMBI
BcTpeyatores [P agpeca.

--line-numbers Omnnus 3acTaBIISeT MPOrPaMMy BBIBOJUTD
HOMeEpa IPaBUJI B LIETIOUKE.

-c, --set- counters Omnius mo3BOJSET YCTAHOBUTH 3HAYCHUS
CUETYMKOB NpHU J00aBICHUHU MTpaBUIIa B
LIETIOUKY.

Kpurtepuu oré0opa nakeron

[Tpu noGaBneHuyn mpaBuia HEOOXOIUMO YKa3bIBaTh KPUTEPHUH OTOOpA MAKETOB, HA KOTOPHIX 3TO
npaBuiio Oynaet padorath. [IpaBuiia MOXKHO YCIIOBHO pa3JeiUTh Ha TPU TPYIIIBL:
*  OO0Omue KpUTEPUH — HE 3aBUCST OT TUIA TPOTOKOJIA U HE TPEOYIOT 3arpy3Ku
CIIEUAJIbHBIX MOJYyJIEH
* HesiBHBbIe KpUTEPUH — 3aBUCST OT TUIA IPOTOKOJIA U HE TPEOYIOT 3arpy3KH CIEIUATBHBIX
MOJYJIEN
* SIBHBIEe KpUTEPUHM — TIEPE] UCIIOJIB30BAHUEM TPEOYIOT SIBHOM 3arpy3KH CHEIMaTbHBIX
MOJyJIeH
B ogHOoM mpaBuiie MOXXKHO yKa3blBaTh Cpa3y HECKOIBKO KpUTEpHUeB orOopa makeroB. Eciu B
mpaBujIe 0TOOpa MaKeTa KPUTEPUM HE ONPEIeNIEH, 3HAYUT BO3MOXKHO JIF0OO€ 3HAUCHUE KPUTEPHSI.

OO0mue kpurepuun

-p — ompeneinser NPOTOKOI
-s — onpenensier [P uctounnka

-d — ompenensier IP Ha3HaueHus

-1 — ompenensieT BXOHON uHTepdeiic

-0 — ompeesseT BBIX0JHON HHTepdeiic

-f — onpenenser pparmeHTs (parMEHTUPOBAHHOTO MAKETA

OO01re KpUTEPUH HE 3aBUCST OT TUIA MIPOTOKOJIA U JUISl KX UCIIOJIB30BAHUS HE TpeOyeTcs 3arpy3ka
CHEIMAIBHBIX MOAYJIEH ITPYU TOMOIIY OIIUY -Mm.

Kpurepuii Onucanne

P Kpurepuii  ciykuT 18 omnpeielieHMs  TANa  IpoTokona. B kadectse
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Kpurepuii

Onucanue

JIOTIOJTHUTEIHHOTO TIapaMeT- pa HEOOXOAMMO YKa3bIBaTh HMs, HOMEp MPOTOKOJIA
(cm. daiin /etc/protocols) mnmm kmroueBoe cioBo ALL. [lpu ykasanuu mpoTokosia
MO>XHO HCIOJIb30BaTh CUMBOJI ““!”, KOTOpBIA WHBEPTUPYET 3HAYEHUE KPUTEPHUS.
[Ipumepsbi:

-p tcp

-p ! icmp

Kpurepuit onpenenser IP aapec wncrounuka. B kadecTBe JONOIHUTEIBHOIO
rapaMeTpa MOXXHO ykasbiBaTh [P anpec mamumnbl mim cetu. B no- cnennem ciydae
HEoOXOJUMO YyKa3bplBaThb MacKy mnojcetd. CumBon “!” uHBepTHpYeT 3HaUYeHUE
napamMerpa.

IIpumepsr:

-s 192.168.0.1

-s 10.10.100.0/24
-s ! 10.10.100.0/255.255.255.0

-d Kputepuit onpenensier [P aapec mnonywarenda. B kadecTBe JOMOJHUTEIBHOTO
napaMerpa MOXXHO ykasbiBaTh [P anpec mamumnbl wnm cetu. B no- ciennem ciyuae
HEOOXOJMMO YyKa3blBaTh MacKy mojceTd. CuMBoa “‘!” WHBEPTUPYET 3HAUYCHHUE
napamMerpa.
IIpumepsr:
-d 192.168.0.1
-d 10.10.100.0/24
-d ! 10.10.100.0/255.255.255.0

-i Kpurepuit  ompenenser wuHTepdeiic, ¢ KOTOporo ObUI TIOJYYEH IaKeT.
Hcnonbs3oBaHue 3TOr0 KpUTEpUs JOIycKaercs ToJbkOo B nemnouykax INPUT,
FORWARD u PREROUTING, B moObIX Apyrux ciy4asx OYIeT BbI3bIBATH
coobmienne 00 ommbke. Eciu mms uHTEpdeiica 3aBepuiaeTcs CHUMBOJIOM +, TO
KpUTEpHUil 3amaeT Bce MHTEPQEHChl, HAUMHAIOIMMECS C 3adaHHOM CTpOoKU. CHMBOI
“I” UHBEpPTUpYET 3HAUEHUE TTapaMETpA.
[Tpumepsbi:
-i 1 etho
-i ppp+
-i 1 eth1

-0 Kputepuit onpenenser BbIXOJHOW HHTepdeiic. DTOT KpuTepuil J0MycKaercs
ncnonb3oBatk ToJbko B Henoukax OUTPUT, FORWARD u POSTROUTING, B
MPOTUBHOM ciydae OyJeT TEeHepupoBaThCsi coolmieHue o0 omuoOke. Ecim nms
uHTepdeiica 3aBepliacTcs CUMBOJIOM +, TO KpUTEpUH 3ajaeT Bce UHTEpdeEichl,
HaYMHAIOIMECss C 3adaHHoW cTpoku. CumBon “!” HHBEPTUPYET 3HAYCHHE
napameTpa.
IIpumepsr:
-0 etho
-0 ppp+
-0 ! ethl

-f

Kputepuit omnpenensier Bce ¢(parMeHTsl (parMeHTUPOBAHHOIO TMAKeTa, KpoMe
nepBoro. CuMmBod “!” HHBEPTUPYET 3HAYCHUE TTapaMeTpa.

[Ipumepsbi:

-f
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Kpurepuii

Onucanue

HesiBHbIe KpUTEPUH

TCP xputepunu:

--Sport — IOPT UCTOYHHKA

--dport — nopt Ha3HAUCHUS

--tcp-flags — onpenenenue TCP ¢iaros
--Syn — 3ampoc Ha COEINHEHUE

UDP xpurepuu:

--Sport — MOpT UCTOYHMKA

--dport — mopT Ha3zHAYEHUS

ICPM xputepuu:

--icmp-type — omnpenenset tun ICMP-nakera

JJist TOrO, 4TOOBI BOCIIONB30BAThCS IBHBIMU KPUTEPUSIMHU, HEOOXOAMMO MPH IMOMOIINA KPUTEpHS ‘-
p” yKa3aTb IPOTOKOJI U TOJIBKO IOCJIE 3TOTO OIPENENIATh IBHBIE KPUTEPUU.

TCP xputepuu

TCP xputepun MOKHO MCIOJIB30BaTh TOJBKO IOCIE onpeaenenus npotokona TCP: -p tep.

Kpurepuii Onucanne

--sport Kpurepuii ompenenser mopr, ¢ KOTOporo ObLT OTIpaBlieH MakeT. B kauectse
JIONOJTHUTENNBHOTO I1a- paMeTpa MOKHO YKa3bIBaTb HOMEp MOPTa MM UM CIIyKOBbI
(cMm.  aiin  /etc/services). Tak ke MOXHO YKa3plBaTh JAHANa30H IOPTOB,
pa3AeneHHbIX cuMBOJOM . CuMBOJ “!” WMHBEpPTHpPYET 3HAYEHHE MapameTpa.
IIpumepsr:
--sport 1024:65535
--sport 80
--sport ! www

--dport Kpurepuii onpenenser nopr Ha3HadyeHHMs. B kade- CTBE JONOJIHUTENBHOTO
napamMeTpa MOXKHO YyKa3blBaTb HOMEp MOpTa MM HUMs CIyxkObl (cM. aiin
/etc/services). Tak e MOMHO yKa3blBaTh JHMANa30H TMOPTOB, pa3JelICHHBIX
cumBoJIoM “:”. CuMBoOI “!” MHBEPTUPYET 3HAYCHME NTapamMeTpa.
[Ipumepsr:
--dport 1024:65535
--dport 80
--dport ! www

--tep-flags Kpurepuii mo3Bonser koHTponupoBath ¢uiaru TCP makera. B kadecTBe

JIOTIOJTHUTENIBHBIX Tapa- METPOB YKa3bIBAIOT CIHMCOK HHTEPECYIOIHX (raro u
yepe3 mpodest cmucok (iaros, 3HaYEHUST KOTOPBIX JTOJDKHBI ObITh paBHHI 1. Tak ke
MOKHO MCIIOJIBL30BaTh KiroueBble ciaoBa ALL — Bce, NONE — nu oxgsoro.
CumBon “!” uHBEpTUPYET 3HAYEHUE MapameTpa.

IIpumep:

--tcp-flags SYN,ACK,FIN SYN
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Kpurepuii Onucanme
--Syn Kpurepuii onpenenser TCP maker c¢ ycraHoBieH- HeIM (iaarom SYN u co
copomennbiMu Giiaramu ACK u FIN, 4To COOTBETCTBYET 3ampocy Ha COCAMHECHHE.
[Ipumepsr:
--syn
! --syn

UDP kpurepuun

UDP xputepru MOKHO MCIIOJIB30BaTh TOJIBKO IMOCIe onpeaesnenus npotokosa UDP: -p udp.

Kpurepuii

Onucanue

--sport

Kputepuii onpenenser nopT, ¢ KOTOPOro ObLI
OTIIPAaBJICH NakeT. B kayecTBe
JIOTIOJIHUTENIBHOTO TTapaMeTpa MOXKHO
YKa3bIBaTh HOMEP TIOPTA WU HMsI CITY>KOBI (CM.
(aiin /etc/services). Tak jxe MOXKHO yKa3bIBaTh
JMana3oH MOPTOB, pa3JeJIeH- HbIX CUMBOJIOM
“:”. CuMBoOI *“!” HUHBEPTUPYET 3HAUCHHE
napaMmerpa.

[Tpumepsr:

--sport 1024:65535

--sport 21

--dport

Kpurepuii omnpenenser nopt HazHayeHus. B
KAaueCTBE JIONOJHUTEIBHOIO IapaMeTpa MO>KHO
YKa3bIBaTh HOMEp MOpTa WK UMS CIIYKObI (CM.
¢aiin /etc/services). Tak ke MOXHO yKa3bIBaTh

6,9

AWAIia3oH IMOpToOB, Pa3ACJICHHBIX CUMBOJIOM

CumMBoi “!” UHBEpTUPYET 3HAUEHUE ITapaMeTpa.
[Ipumepsr:

--dport 1024:65535

--dport 21

ICMP kpurepuii

ICMP kputepuil MOXXHO HCIIOIB30BATh TOJIBKO MOCie onpeaeneHus nporokonaa ICMP: -p icmp.

CyiecTByeT BCEro JIMIIb OAMH icmp KpuTepuil: --icmp-type, onpeaenstomuit Tun ICMP nakera. B
Ka4yeCcTBE JIONOJHUTEIBLHOTO MapaMeTpa MOKHO YKa3biBaTh uMs win Homep ICMP nakera.

Hamnpuwmep:
--icmp-type echo-request

YT00BI MMOCMOTPETH CITUCOK BCEX THUIIOB ICMP IMaK€TOB, MOKHO BOCIIOJIL30BAaTbHCA nporpaMMoﬁ

iptables:
iptables -p icmp --help
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SIBHBIE KpUTEPHH

Haubonee yacTo UCOIB3yEeMBbIMU SIBHBIMU KPUTEPHUSIMU SBJISIFOTCS CIISAYIONIUE YEThIpe:
* limit - orpaHUYMBAET KOJIMYECTBO cpadaThIBAaHUI TIpaBUIIa
* mac — no3BossieT ucnosb3oBath MAC ajpeca B KauecTBE KpUTEPHs 0TOOpa MaKETOB
* multiport — MO3BOJISIET UCIIOJIL30BATh B KAYECTBE MapaMeTpa HECKOJIBKO MTOPTOB
* state — ompenenasgeT COCTOSHUS TaKETOB
Jn1st Toro, 4ToOBI BOCIIONB30BATHCS JTFOOBIM SIBHBIM KpUTEpHUEM, HEOOXOUMO MPH MTOMOIIU
napameTpa “-m” 3arpy3uTh HEOOXOAUMBIA MOYJIb U TOJILKO 3aTEM MOXKHO YKa3bIBAaTh SIBHBIE
KPUTEPUHU.

Kpurepuii limit

Kputepuii limit orpaHn4yrBaeT KOJIU4YECTBO CpadaTbIBaHUM IpaBUIIa.
--limit-burst — onpezaenseT KOIUYECTBO MAKETOB
--limit — 3agaét equHKUIY BpeMEeHU
[Tepen ucnonap30BaHUEM KpUTEPUS HEOOXOIUMO BOCIIONB30BaThCs apaMeTpoM “-m limit”.

Kpurepuii Onucanue
--limit-burst Kputepuii ompenenser KOJIMYECTBO MAKETOB, HAa KOTOPBIX IMpPaBHIO OyneT
pabotare. Ecim 3TO mapamerp He ykas3aH SIBHO, €r0 3Hau€HHE IPUHUMAETCS
PaBHBIM 5.
[Tpumep:

--limit-burst 1

--limit Kpurepuii omnpenensier CKOJIBKO pa3 B €AMHUILy BPEMEHH OyaeT cpadaThiBaTh
npaBuio. B kauecTBe JOMOIHHUTEIBHOTO MapaMeTpa, YKa3bIBAIOIIETO CIUHHILY
BPEMEHU, MO’KHO HUCIIOJIh30BATh:

N/s (cekynaa), N/m (munyta), N/h (dac), N/d (nens).

BmecTo OykBbl N HEOOX0IMMO TIOJICTABUTH YHCIIO.

[Ipumep:

--limit 1/s

HaHpI/IMep, YCTaHOBJICHHBI CJICOYIONINEC KPUTCPUN OT60pa ITaKCTOB:
-p tcp --dport 80 -m limit --limit 1/s --limit-burst 4 -j ACCEPT

DTO 3HAYMT, YTO YeThIpe makeTa (--limit-burst 4) nporokona TCP (-p tcp), HanpaBJIeHHBIE HA TTOPT
80 (--dport 80), 6ynyt npunumatbes (-) ACCEPT) oaun pas B cexynmy (--limit 1/s).

Kpurepuii limit npumensitor npu 3amute oT syn flood arak wim mogOOHBIX WM. A Tak K€ €ro
PEKOMEHAYIOT TPUMEHATH TP OTCBUIKE MTAKETOB B cHcTeMY Syslog.

JlabopaTopHasi padora A.

Hean padoTsl.
HayuuThcs ucnonb3oBaTh Kputepuii limit.

3amaua.
HeoOxomumo caenats Tak, uroObl ICMP makets! THma echo- request mpuHUMANKUCh OJMH pa3 B
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CEKYHI.

3agaun Onucanue

1. IlogroroBka K |1 [IpoBepbTe, Kakue MpaBwia GUIBTPAIMK MAKETOB YCTAHOBJICHBI Ha Barmeit
BBIIIOJIHEHUIO MallHe:

paboTHI. iptables -L

2. Ecnu kakue-nu6o mpaBuia GuiIbTpanuu ObUIM YCTAHOBIJIEHBI, HEOOXOIUMO
UX YIaJIUTh:
iptables -F
3. Ecin nonutuka no ymosuanutro Ha nenodkax INPUT um OUTPUT He
yctaHoBieHa B 3HadeHHe ACCEPT, moauTuky 1o yMoOJ4YaHUIO HEOOXOIMMO

ycraHoBuTh B 3HaueHue ACCEPT:
iptables -P INPUT ACCEPT iptables -P OUTPUT ACCEPT

2. Ho6asnenne |1. Jlob6aBbTE OJTHOM CTPOKOH CIEAYIOIIEE MPABUIIO:
npaBuia B iptables -A INPUT -p icmp --icmp-type echo-request -m limit --limit 1/s --limit-

burst 1 -j ACCEPT
nenouky INPUT.
2. ITocMoOTpHTE, KaK BBITJISIAUT 3TO MPABUIIO B CIIUCKE MPABUIL:

iptables -L 3.
3. [TpoBeprTe, Kak paboTaeT 310 NpaBmio. [lompocure cocena BHITIOTHUTD

CIIEAYIOUYIO KOMAH/y:
ping -f Baw_IP -c 10000

4. OOparuTe BHUMaHHUE Ha MPOIEHT MOTEPSHHBIX makeToB. OH paBeH 0 nau
OIM3KOMY K HYJIO 3HAYSHHIO, HO 3TO HE 3HAYMT, YTO MPABUJIO HEe paboTaerT.
[TocMoTpHTE KOMMYECTBO MAKETOB, CPabOTABIIUX Ha MIPABUIIE:

iptables -L -v -Xx -n

Kaxk BunuTe, KOMMYECTBO MAKETOB IEUCTBUTEIBHO MAJIO 110 CPABHEHUIO C
OOIIMM YHCIIOM TTakeToB. Moysb limit orpaHUYMBaET KOJTHMYECTBO
cpabaThIBaHMI MTPaBUIIa, a €CIU MPABUIIO HE CpabOoTaso, BHIMOIHICTCS
cleyrollee MpaBmio B 1ienodke. [IockoIbKy cieayronero npapusia Her,
BBITIONIHSIETCS oJuTUKA 110 yMonyaHuto ACCEPT — nakeTsl npuHUMAarOTCS.

3. Beox 1. JInst peanpHOrO OrpaHUYEHUs] KOJIMUYECTBA IPUHUMAEMBIX ITAKETOB J100aBbTE
O IIpaBWJIaA. iptables -A INPUT -p icmp --icmp- type echo-request -j DROP

2. HpOBCpBTe, KakK paGOTaCT OTO IIPaBUIIO. Honpoche cOC€aa BBbIIIOJIHUTH
CIIEAYIOUYIO KOMaH/y:

ping -f Baw IP -c 10000

3. OOpaTuTe BHUMaHHUE Ha KOJTUYECTBO MOTEPSHHBIX ITaKETOB.

Kpurepnit MAC

Kputepuit MAC no3Bosiser npu 0TO0Ope NakeToB B KauecTBE KpUTepus oToopa ncnonb3oBate MAC
anpec Ethernet makera.

Kpurepuii Onucanue

--mac-source Kpurepuit onpenensier MAC azapec ceTeBOro ysia, NEpeAaBIIErO IaKeT.
MAC anpec nomken ykassiBaTbesl B hopme XX:XX:XX:XX:XX:XX. OtoT
Kputepuil nmeeT cMmbica Toabko B nernodkax PREROUTING, FORWARD u
INPUT CumBon “!” uHBepTHpyET 3HAUEHUE MapameTpa.
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Kpurepuii Onucanue

ITpumep:
--mac-source 00:00:00:00:00:01

Kpurepuii multiport

Kpurepuii multiport mo3Bossier B KauecTBe MapaMeTpa yKa3blBaTb HECKOJIBKO MOPTOB B JHOOOH
HOCJIEI0BATENBHOCTH.

Kpurepuii Onucanue

--source-port Kpurepuii cnyxuT ajisg yKa3aHusl CIMCKa UCXOAAIIHMX MOPTOB. C MOMOIIBIO
KpUTEpHUs MOKHO yKaszaTh A0 15 pasnuuHbiX moprtoB. HasBanus mopToB B
CHHUCKE JOJDKHBI OTAENAThCA JPyr OT JApyra 3amsThiMH, MPOOeNbl He
nomycTuMbl.  J[aHHOE  pacIIMpeHue MOMKET HCIOIB30BAThCS  TOJBKO
COBMECTHO C KpUTEPHUSIMH -p tcp wiu -p udp.

ITpumep:

--source-port 21,23,53

--destination-port Kpurepuii cayuT 111 ykazaHus CIIHCKa BXOIHBIX MIOPTOB. B ocTambHOM
ATOT KPUTEPUH aHATIOTUYCH KPUTEPHIO --SOUrce-port.

Kpurepuii state

Netfilter mo3BosseT oTCaSKUBATH COSAMHEHUS, TIPUUEM JaKe JUIA TaKUX MPOTOKOJIOB, Kak ICMP u
UDP. B npenenax netfilter coennne-ane moxker umMeTh 0HO U3 4-X 0a30BbIX cocrosiHui: NEW,
ESTABLISHED, RELATED wu INVALID. [lna ynpaBieHHS NPOXOXJIEHUEM IIAKETOB,

OCHOBBIBASICh Ha UX COCTOSIHUM, UCIIOJIB3YETCSI KPUTEPHUU state.

TpaccupoBKa COETUHEHWH TPOWU3BOAMTCS CIICIUAIBLHBIM KOJIOM B TIPOCTPAHCTBE sapa —
TpaccupoBIIMKOM (conntrack). B OonpmmucTBe cinydaeB TpeOyercss Oosee crneuugpuyHas
UHPOpPMANUS O COCINMHEHHWH, YeM Ta, KOTOPYIO IIOCTaBJSIET TPACCHPOBIIMK I10 YMOJIYaHHIO.
[TosTOMY TpaccHpOBILIMK BKIIIOYAET B ce€0st 00pabOTUMKH Pa3InYHbIX MPOTOKONIOB, Hanpumep TCP,
UDP umn ICMP. Co6pannas umu uHpopManus 3atemM

UCTIONb3YeTCs JUI UICHTU(UKALMU U ONIpeesIeH s TEKYIEro COCTOsIHUS coeanHenus. Hanpumep
— coeauHenue mno npotokoiay UDP ogHo3nauno maentuduumpyercs no IP-anpecam m mopram
UCTOYHUKA U PUEMHUKA.

B mpenpinymmx BepcusX spa MMeJIach BO3MOXHOCTb BKJIFOUEHUS/BBIKIIOYCHHUS TMOAJEPKKU
nedparmeHTanuu naketoB. OAHAKO MoOcie TOro, Kak TPacCUpPOBKa COEITMHEHUI Oblla BKIIIOUEHA B
coctaB netfilter, HanoOHOCTH B 3TOM OoTnajna. IlpuynHa B TOM, YTO TPACCUPOBIIMK HE B COCTOSHUM
BBITIOJHATH BO3JI0XKEHHbIE HAa HEro (pyHKUMU 0e3 MOANEpKKH AedparMeHTaluud U MO3TOMY OHa
BKJIFOUEHA NIOCTOSIHHO. E€ Henb3s OTKIIFOYUTh HHAYE, KaK OTKJIIOUHMB TPACCUPOBKY COeUHEHUM. [le-
(dbparMeHTAal¥sI BHITIOJIHAETCS BCEr/a, €CIIM TPACCUPOBIIUK BKIIIOUEH.

TpaccupoBka coeauHeHuit npousBoautcs B nenodyke PREROUTING, wucknrowas cimydau, Korma
MaKeThl CO3/al0TCA JIOKAJbHBIMU TpolleccaMd Ha Opanamayspe. B »ToM cimyuae TpaccupoBka
npousBogutcs B nenouke OUTPUT. Dto o3Hawaer, uro netfilter mpou3BOauT BCE BBIYUCIICHUS,
CBSI3aHHBIE C OMPEEICHUEM COCTOSHUSA, B MIpeenax 3Tux 1emnovyek. Korma mokanbHbI mporecc Ha
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OpaHaMays’pe OTHpaBISET MEPBbI MakeT u3 MoToka, To B nenouke OUTPUT emy mpucBamBaeTcst
cocrosane NEW, a korzma Bo3Bpamaercs NakeT OTBETa, TO COCTOSIHUE COCJUHEHUS B IIETIOYKE
PREROUTING wu3smensercs Ha ESTABLISHED, u Tak pga- 71ee. Ecam ke coenwHeHHUE
yCTaHaBIMBaeTCsd W3BHE, TO cocrosHne NEW mnpucBamBaercs mnepBoMy IAKeTy W3 IOTOKa B
nenouke PREROUTING. Takum o6pa3oM, onpeneneHne COCTOSHUS TaKeTOB NMPOU3BOAUTCS B IIpe-
neaax rernodek PREROUTING u OUTPUT Ta0imums! nat.

Kpurepuii

Onucanue

--limit Kputepuit onpenensier cocrossnue: NEW, EASTABLISHED, RELATED wu

INVALID. ITpumep:
--state ESTABLISHED, RELATED

CocTosinus

Cocrosinue

Onucanue

NEW

[Tpuznak NEW coobmiaer o ToM, 4TO MaKeT SIBISETCS TIEPBBIM JIJIs1 JaHHOTO
COEIMHEHMS. JTO 03HAYAET, YTO TO MEPBBIN MAKET B JAHHOM COEAUHEHUH,
KOTOPBIN yBUIET MOAYJb Tpaccuposirka. Hanpumep, eciau nonyden SYN
MAKEeT, SBJISIFOLIUICS MEPBbIM MaKETOM ISl TAHHOTO COEAMHEHHS, TO OH
nosryaut craryc NEW. Onnako maket MokeT v He ObITh SYN MakeToM u TeM
HE MEHee MoIy4uTh ctatyc NEW.

ESTABLISHED

[Tpusnak ESTABLISHED roBoput o TOM, 4TO MakeT NPUHAAIEKUT yiKe
YCTaHOBJICHHOMY COEIAVHEHMUIO.

RELATED

Coenunenne mnomnyvaer craryc RELATED, ecaum OHO cBsi3aHO € JIpyruMm
coenunennem, nMerommm rnpuzHak ESTABLISHED. Oto o3nauaet, uto co-
equHenue nonydaet npusHak RELATED Ttoraa, korja OoHO HHULIMUPOBAHO U3
y)K€ YCTaHOBJIGHHOTO coenuHeHus, umeromero npusHak ESTABLISHED.
XOpomMM NPUMEPOM COEAMHEHUs, KOTOPOE MOYKET paccMaTpUBaThCS Kak
RELATED, siBnserca coenunenue FTP-data, koTopoe sIBisieTCSl CBSI3aHHBIM C
noprom FTP control, a tak xxe DCC coeaunenue, 3amymienHoe u3 IRC.
OOpartuTe BHUMaHKE Ha TO, YTO OOJBIIMHCTBO MpoTOK0iI0B TCP u HekoTophie
u3 npotokosioB UDP BecbMa coxHBI M NepeatoT HH(POPMAIMIO O COTUHEHUN
yepe3 obmacts naHHbIX TCP wim UDP maketoB n mosToMy TpeOYIOT HaIMYHs
CHELUAIbHBIX BCIOMOTaTeIbHBIX MOJIYJICH Il KOPPEKTHOM paboThI.

INVALID

[Ipuznak INVALID roBopur o0 TOM, 4YTO NIAKeT HE MOXET ObITh
UACHTU(UIIUPOBAH U MOITOMY HE MOXKET UMETh OINpPEAETICHHOrO cTaTyca. JTo
MO’KET IMPOUCXOAUTH 10 Pa3HbIM NPUYMHAM, HAIIPUMEP IPU HEXBATKE MaMsITH
niu nipu moaydeHun ICMP-coobmiennst 06 ommubke, KOTOpOe HE COOTBETCTBYET
KaKOMY-JINOO N3BECTHOMY COEIMHEHHUIO.

Kpurepuii state 1o3BOJISIET COKPATUTh KOJTUYECTBO MPAaBUI (PUIBTPALIMU, HEOOXOIUMBIX IS

paboTHI.

O6brano cambiM niepBbiM B rienoukax INPUT u FORWARD onpeaensirot npaBusia, 3anpeiarolime
puéM nakeroB ¢ coctossHUM INVALID:

iptables -A INPUT -m state --state INVALID -j

iptables -A FORWARD -m state --state INVALID -j
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3areM OIPEACIIAIOT IMMpaBujia, MIPUHUMAIOIINE MMAKEThI YK€ YCTAHOBJICHHBIX COGHHHGHHﬁZ
iptables -A INPUT -m state —state ESTABLISHED,RELATED -j ACCEPT
iptables -A FORWARD -m state —state ESTABLISHED, RELATED -j ACCEPT

Tenepb J0CTAaTOYHO Pa3pCIlINTh BBIXO/ B Internet Ha HCO6XO,Z[I/IMBIC IOPTHI WJIKX MAIlIUHBI,

HaIrpumep.
iptables -A FORWARD -p tcp --dport 80 -j ACCEPT

JeucTBUs ¥ mepexoabl

ACCEPT — npuHATH nmakeT

DROP — cOpackiBaeT naker

REJECT — cOpacbiBaeT maket ¢ coodiienneM o0 omuoke
RETURN — BO3Bpar U3 LEMNOYKH.

LOG — nomemniaet nnpopmalnio B )KypHaibHbIe (aiiibl

JlelicTBus W mepexoisl COOOMIAIOT MpPaBUIY, YTO HEOOXOAWMO BBIOJHHUTH, €CJIH ITaKeT
COOTBETCTBYET 3aJaHHOMY KPUTEPUIO.

[Tepexoab! MO3BONIAIOT MEPEHTH B LEMOYKY MOJb30BaTeis. B 3TOM cilyuae 10CTaTOYHO TMOCHE
napamerpa “-j”’ yKkazaTh UMsl LIEIOYKH.

JeiictBre — 5TO TpenompesesieHHas KOMaH/a, ONUCHIBAIOIIAs JEHCTBHE, KOTOPOE HEOOXOIUMO
BBITIOJIHUTh, €CJIM TAaKET COBMNAJl C 3aJaH- HBIM KpuTepuem. Hampumep, MOXHO NPUMEHHUTH
nericteBue DROP nnmu ACCEPT. CymecTBylOT U Ipyrue THUIBI JeHCTBHA, HEKOTOpbIE W3 HUX Oy-
JyT pacCCMOTPEHBI HIKE.

HeiictBue ACCEPT

Ecnu Han makerom BeinosiasieTcs aericteue ACCEPT, To makeT nmpekpaiiaet ABUKEHHE 10 [ENOYKe
(I/I BCCM BbI3BaBIIUM IICIIOYKaM, €CJIN TeKYH_[aSI IICIIOYKa 61:1.]121 BHOX(GHHOﬁ) N CUUTACTCA

IMTPUHATBIM.

HeiictrBue DROP

JeiictBue mnpocto “cOpackiBaet” maker u netfilter “3a0piBaeT” 0 €ro CyIiecTBOBaHUU.
“COporieHHbIe” TAKEeThl MPEKPAIIal0T CBOE JIBIDKCHHME IOJTHOCTHIO, T.€. OHM HE TEpPEHaroTCs B
npyrue TaOnuibl, Kak 370 npoucxoaut B ciaydae ¢ aeiictBuem ACCEPT. Crnexyer moMHHTB, 4TO
JAaHHOE JeHCTBHE MOXET HMETh HEraTUBHbIE IOCIEACTBUS, IIOCKOJIbKY MOXET OCTaBIATh
HE3aKpbIThIE “MEpPTBbIE” COKEThI KAK Ha CTOPOHE CEpBEPA, TAK U HA CTOPOHE KiaueHTa. Haumyummm
crocoboM 3ammThl Oyner wucnoinb3zoBanue jeidctBuss REJECT, ocoOenHo mpu 3amurte OT
CKaHMPOBAHMUSI IOPTOB.

JeiicrBue REJECT

REJECT ucnons3yercsi, Kak IpaBUJIo, B TEX K€ CaMbIX CUTyalusax, uro 1 DROP, Ho B oTinyne ot

baok 6 - 16



DROP, xomanna REJECT Beinaer coobuienue 06 ommbdke Ha XOCT, MepeaaBiInii maker. JefcTBue
REJECT moxet ucnonb3zoBatbest Toinbko B 1enoukax INPUT, FORWARD u OUTPUT (u Bo
BIIO)KCHHBIX B HUX IIETIOYKAX ).

IHapameTp

Onucanue

--reject-with

VYka3pIBaeT, Kakoe cooOIIeHHe HEOoOXOAMMO IepenaTb B OTBET, €CIIM IaKeT
coBnaysi ¢ 3amaHHbiM Kputepuem. I[lpu npumenenuu paeiictBusi REJECT k
MaKeTy, CHadaja Ha XOCT OTHpaBuTeNs OylIeT OTOC/aH yKa3aHHBIH OTBET, a
3aTeM makeT Oyner “coporieH”.
JlomyckaeTcst HCIIONIb30BaTh CIIEAYIOIIIE TUIIBI OTBETOB:

* icmp-net-unreachable

* icmp-host-unreachable

* icmp-port-unreachable

* icmp-proto-unreachable

* icmp-net-prohibited

* icmp-host-prohibited
ITo ymomyanuio nepenaercs coodienue port-unreachable.

--tcp-reset

Emeé onuH THII OTBETa, KOTOPBIA MCIONB3YETCs TOJIbKO A mportokona TCP.
Ecmm ykazano 3mauenue tcp-reset, To neiictBue REJECT mepemact B oTBer
naker TCP RST. Ilakerst TCP RST wucnonesytorcs nns 3akpbituss TCP
COCIMHEHUM.

ITpumep:

-j REJECT --reject-with icmp-host-unreachable

Heiticreue RETURN

HevictBue RETURN mpekpaiaer JBHKEHUE MaKeTa Mo TEeKylIed HEMOYKe MpaBUil U MPOU3BOIUT
BO3BpaT B BHI3BIBAIONIYIO IIEMOYKY, €CITU TEKYIIasl [IeMoyYKa Obljia BIOKEHHOM, WIIH, €CIIU TeKyIas
LeNoYKa JIeKUT Ha caMoM BepxHeM ypoBHe (Hampumep INPUT), To k makety Oyner mpumeHeHa
MOJINTUKA IO YMOJTYAHUIO.

HeiictBue LOG

HeiictBue LOG nepenaér madopmanmio nemony syslogd. B xadectBe mHpOpMAIU mepeaaoTes
OCHOBHBIE 3arojioBKH makeToB. CoaepKuMoe MakeTa B CUCTEMY XKypPHAJIBHON perucTpaiuy He TMo-
nagaer. Eciim HeoOXoIMMo TiepeaBaTh COJACPIKUMOE ITAKETa, CISAYET BOCIIONB30BAThHCS ICHCTBUEM
ULOG. Onucanue aeiictust ULOG He BXOAWUT B paMKH JAHHOTO Kypca.

[Tpu ucnonwszoBanuu aeiictBus LOG HacTOATETLHO PEKOMEHIYETCS BKIIOUYATh KpUTepuid limit s
OrpaHuYeHus HH(pOpMAIIH, TOMAAAIONIEH B CUCTEMY KYPHATIBHON PEruCTpaIluy.

IMapameTp

Onucanue

--log-level

Wcnonb3yeTcs i 3alaHusl yPOBHS BAXKHOCTH TEPEIaBaeMOT0 COOOIIEHUSI.
Bce coobmenus nepenarorcs cpeactsom kernel.

IIpumep:

-j LOG --log-level debug
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IMapametp

Onucanue

--log-prefix [TapameTp 3amaeT TEKCT, KOTOPHIM OYyIyT NpeABapsATHCS BCE COOOLICHHUS

iptables. CooOmienust co crenuuuHbIM TPEePUKCOM 3aTeM JIETKO MOXKHO
HaliTH, K Tpumepy, ¢ nomomsio grep. Ilpedukc moxer coxepxkars a0 29
CHUMBOJIOB, BKJIIOYasi MPOOEJIbL.

ITpumep:

-j LOG --log-prefix “Alert: “

Heanb padoThI.

JlaGopatopnas padora b.

Hayuuthcs ucnomns3onats aerictsue LOG.

3amaua.

Heo6xonumo nmoMeniate B CUCTEMY XKYypHaIbHOM perucTpanuy HHGOpMAaLHIO Ha YPOBHE Ba)KHOCTH
debug o makerax mpotokosna ICMP tuna echo-request Ho He GoJee, yeM JBa MakeTa OJKH pa3 B

MUHYTY.
3agaun Onucanue

1. IlonroroBka k 1. Ouncrure nenouky INPUT ot Bcex npasui:

BBHITIOJITHCHUIO pa0OTHI. |iptables -F

2. obaBnenwue 1. o6aBwTe B ienouky INPUT crnenyromiee mpaBuiio:

npaBuia. iptables -A INPUT -p icmp --icmp-type echo-request -m limit --limit 1/m --
limit-burst 2 -j LOG --log-level debug —-log-prefix “Alert: “

3. IIpoBepka 1. [Tonpocwute cocena, 4ToObI OH BBIMOTHUI CIEAYIONIYI0 KOMaH/Y:

paboToCrocOOHOCTH. | Pping -c 10 Baw IP
2. O6patuTe BHUMaHKE Ha TOJIE icmp_Seq, OCIeI0BATEILHOCTh HE
HapyIaercs. JTo 3HaUUT, YTO HECMOTPS Ha TO, UTO MPaBUIIO cpaboTaso,
MaKeT MPOAOKAET CBOE IBHXKEHHE 110 LEMOYKE.
3. lns mpocMoTpa nepeaaBaeMoil HHGOPMaIUU BBITIOJIHUTE IPOrpaMMy
dmesg wnu HacTpoiite syslog Takum 0O6pazom, 4ToObI COOOIIICHHS HA
ypoBHe debug monaganu B )XypHaJIbHBIE (DAMITEI.

Bormpocsr.

1. IIpu momorm Kakoi KOMaHAbl MOXKHO JT00AaBUTH MPABHIIO B KOHEIl IETIOYKH?

2. Ilpu momouM Kakoro mapamerpa yka3blBaeTcs Tabiuia, ¢ KoTopoil Oyaer paborats mporpamMmma

iptables?
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3. Ha xakue TUIBI MOKHO pa3JesIuTh KpuTepun oTdopa naketos? Uem OHU OTIMYAIOTCS APYT OT
apyra?

4. s yero npeAaHa3HauyeH KpuTepui limit?

5. Tlpu momoIu Kakoro JeHCTBUS MOKHO COPOCUTH MakeT ¢ Bo3- BpatoM ICMP coobmienus?

6. Kakoe nelicTBre MOKHO IPUMEHUTD IS OCBUIKYA MH(GOPMaLIMU B )KypHaJIbHBIE (paiinbl?

NAT npeoOpa3oBanus
NAT mnpeoOpa3oBaHus TMO3BOJISIFOT 3aMEHHTH B 3aroyioBkax mnaketoB [P angpec mcTouHmka wim
Ha3Ha4YC€HUA, a TaAKKC IIOPT UCTOUYHHUKA WX HAa3HAUCHUA.

B netfilter cymecTBytOT 1Ba OCHOBHBIX JIEUCTBUS, TIO3BOJISIIONTHE OCYIIeCTBUTE NAT
npeoOpa3oBaHus:

*  SNAT — 3ameHa agpeca u/Wid MmopTa KICTOYHUKA

* DNAT — 3ameHa aapeca W/WiId opTa Ha3HAYCHUS

Kpowme toro, y SNAT u DNAT cyniecTByrOT YaCTHbBIE CIIy4au:
* MASQUERADE — uactnsbiit cnygait SNAT
* REDIRECT — uactnsrii ciiyqait DNAT

SNAT

[Ipeanonoxum, uro cymectByer ceth 10.10.100.0/24 u wHeoOxommmo cnaenaTh TakK, YTOOBI
KOMITBIOTEPBI, HAXOIAIIUECS B 3TOM CETH, MOTJIM MOJIYYUTh J0CcTyl B Internet.

HenocTaToyHO MPOCTO pa3peIInTh XOKICHHUE ITAKETOB Yepe3 poyTep. Bee makeTsl, oTnpasisieMsle ¢
MaIlluH KJIMEeHTOB, B nose IP ucrounuka Oynyt conepxkats IP anpec BHyTpenneit cetu. [lepBblii ke
poytep Bamiero npoBaiinepa Takue nmaketsl Oyaer orOpachiBaTh. Jlaxe eciu mnpej- MoJoKUTh, YTO
TaKoW maker AouAET, HarpumMep, 10 WEB cepsepa, cepBep He OyAeT 3HaTh, KaK OTBETUTH KIMEHTY.
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Benn Ha poyTepax B Internet He MMPOIMUCAHBI MAPIIPYTHI K YaCTHBIM CCTAM.

Hama 3amaya mpu BBIXOJE IIakeTa M3 HAUIEro poyrepa 3aMeHUTh [P aapec wacTHOM cetw Ha
peanpHbId [P BHemHero wuHTepdelica poyrepa, W 00€CIeuuTh MEXaHU3M OOpaTHOTO
npeoOpa3oBaHusi, KOTJa MakeThl OyIyT BO3BpallaThCs Ha poyTep W3 Internet ans mepemaym ux
MAalIMHaM BO BHYTPCHHEU CETH.

Ecnu BeIxomHOM nHTEpdeiic nmeer crarnueckuid [P agpec, Moxk- HO mpumMeHsTh neiictBue SNAT,
KOTOPOE TO3BOJISIET OCYIIECTBIATH 3aMme- Hbl [P aapeca w/wnu mopta ucrouynuka. [Ipennonoxum,
910 poyTep mnoj- kimouéH K Internet wepe3 unaTepdeiic ethO ¢ IP ampecom 1.2.3.4, a Bce makeTsl
MOCHUTAIOTCS U3 BHYTpEHHEH cetu ¢ MamuHbl ¢ aapecoM 10.10.100.1. Torna nns 3amenst [P agpeca
HMCTOYHHUKA BOCIIOJIb3yEeMCS CIIECYIOIIEH KOMAaHI0M:

iptables -t nat -A POSTROUTING -p tcp -o ethO-j SNAT --to-source 1.2.3.4

Bce netictBust ¢ NAT mpeoOpa3oBaHUSIMH CIIEyeT MPOU3BOJIUTH TOJBKO B TaOmwmie nat (-t nat).
SNAT npeoOpa3oBaHusi MOXKHO JeNaTh

tonbko B enouke POSTROUTING (-A POSTROUTING). [Ipu ucnons3oBanuu geiictBust SNAT
00s13aTeIbHO CJIENYET yKa3bIBaTh MPOTOKON (-p tcp). JleicTBus mo 3ameHe OyneM MpOW3BOAUTH
TOJIKO HaJl TeMH MaKeTaMH, KOTOpPbIE MOJKHBI BBIXOAUTH B Internet, T.e. MakeThbl, BEIXOASAIINE Ye-
pe3 uaTepdeiic eth0 (-o eth0). IP aapec mcrounmka Oymem MeHsTh Ha [P aapec BHemrHero
untepdeiica — 1.2.3.4 (--to-source 1.2.3.4).

21.]'[5[ WITIOCTpaluu TOT'O, 4YTO 6y21€T MPOUCXOOUTH C MAaKETaMU MOXHO IMPEACTABUTH CJICAYIOUIYIO
TabHILy:

Jlo SNAT ITocne SNAT
IPs Ports IPs

10.10.100.1 4000 1.2.34

Ports
4000

Tenepp NpPeANONIOKUM, YTO C JAPYrodl MalIMHBI B CETU OTKPBIBAETCS €IIE OJHO COECIUHEHHE C
cepeepoM B Internet u toxke ¢ moprta 4000. ITonyudaercs HenpuatrHas curyauus. Bce makersl,
KOTOpble OYAyT BBIXOAWUTH ¢ poyTepa B Internet, OyayT BUAHBI KaK MAKeThl COSAWHEHHS OTKPBI-
BAEMOI'0 pPOYTEPOM C OIpeAes€HHOro nopra. W mosnyvaercs, 4ro aABa COCIUHEHUs OTKPBIBAIOTCS C
OJTHOTO M TOTO k€ mopra. Takoro ObITh He HOKHO. [loaTomMy npu SNAT HE00X0AUMO MEHSTH HeE
tonbko [P anpec ucrounuka, Ho u mopt. Hanpumep, cienyromum odbpazom:

iptables -t nat -A POSTROUTING -p tcp -o ethO0 -j SNAT --to-source 1.2.3.4:30000-35000

Tenepb npu OTKPBITUN COEAUHEHHsI OyIeT MEHAThCS U MOPT Uc- TouHuKa. [Tpuuém Oyner
BBIOMpATHCS CIEAYIONUI CBOOOAHBIN MOPT U3 YKA3aHHOT'O AMAIa30Ha:

o SNAT

ITocae SNAT

1Ps

Ports

IPs

Ports

10.10.100.1

4000

1.2.3.4

30000
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10.10.100.2 4000 1.2.3.4 30001

[Tockonbky netfilter oTciexxnBaeT coenuHEHNs, BO BCEX MaKeTax Mpuxoaaumx oopatHo, [P agpec
Ha3HAYECHUs aBTOMATHYECKHU MeHseTcs Ha [P agpec BHYTpEeHHEN CeTH, U MAKET MOMAIAET MO
Ha3HAYECHUIO.

MASQUERADE

HeiictBue  MASQUERADE  sBnsercs uactHeiM  ciyyaeM SNAT  mnpeoGpazoBanus. Ero
PEKOMEHIYIOT NMPUMEHATh B TeX ciydasx, korna [P anpec momywaercs nunammuecku: npu PPP
coenuHenun uiau ot DHCP cepsepa.

MackapaauHr noapaszymeBaeT noiydenue IP anpeca oT 3amaHHOrO ceTeBoro mHrepdeiica BMeCcTo
IpSIMOTO €ro yKa3zaHus, Kak 3TO JIeNaeTcs C MOMOUIbI0 Kiroda --to-source B jedctBuu SNAT.
HeiicteBue MASQUERADE umeer xopoiiiee cBONCTBO — “3a0bIBaTh’ COECAMHEHHUS NMPU OCTAHOBKE
cereBoro uHTep(eiica. B cimydae sxe SNAT, B oT0il cuTyanmuu, B TaONMIE TPacCHPOBIIMKA
OCTalOTCSl JJaHHBIE O TMOTEPSHHBIX COEAMHEHMSIX, U 3TH JAaHHBIE MOTYT COXPaHATbCS A0 CYTOK,
TMIOTJIONIAs IEHHYIO MaMATh. DPQEKT “3a0BIBYMBOCTH’ CBSI3aH C TE€M, YTO IPH OCTAHOBKE CETEBOTO
uHTepdeiica ¢ nuHamuueckuM I[P agpecoM ecTh BEpOATHOCTh Ha CIEAYIOLIEM 3allyCKe IMOIY4YHUTh
npyroii IP anpec, HO B 3TOM city4yae JIFOObIe COeTMHEHUsI BCE paBHO OYAyT MOTEPSIHBI, U ObUIO OBI
TJIYIO XPaHUTh TPACCUPOBOYHYIO HH(POPMALIHUIO.

Hstnpaﬂ Ha TOJOXUTCIBHBIC Y€PThbl, MAaCKapaaAWHI HE CJICAYCT CUHUTATh MNPCANIOYTUTCIBHBIM,
IMMOCKOJIBKY OH OacT 6OJ'IBIJ_IyIO HarpyskKy Ha CUCTCMY.

Hns npumepa, omumcaHHOro B mpeapiAyme r1iaBe, BMecTo SNAT MOXHO HCMIOIB30BATH
CJIEIYIOILYI0 KOMaH/Y:

iptables -t nat -A POSTROUTING -o ethO -j MASQUERADE

OOparuTe BHIMaHUE HA TO, YTO B ATOM CJIy4ae HET HEOOXOANMOCTH YKa3bIBaTh MPOTOKOI.

JIOTIOTHUTENBHO MOKHO HCIIOJIb30BaTh HEOOS3aTENbHBIA KIIIOY --tO-ports — MOPT WM JWANa30H
IIOPTOB.

DNAT

[Mpennonoxkum, yro B DMZ (10.10.100.0/24) wnaxomutcst WEB-cepsep (10.10.100.1) u
HE0OXOIMMO OpPraHM30BaTh JIOCTYIl K 3TOMY cepBepy u3 Internet. BHemnuii unrepdeiic poyrepa
(eth0) mmeer IP ampec 1.2.3.4. B DNS, mammae www cootBerctByeT IP 1.2.3.4, T.e. Bce makeTsl
npenHasHayeHHole Hamemy WEB cepBepy, Oyayr mpuxomuts Ha 3710oT IP Ha mopr 80. Ham
HEOOXO0MMO OpraHU30BaTh MEPECHUIKY 3TUX MakeToB Ha MamuHy 10.10.100.1 Ha mopt 80.

st perieHust 3TOM 3aa4u MOXKHO BOCTIONIb30BaThes neiictBueM DNAT, mpu moMoIm KOToporo y
MPOXOJAIINX TAaKeTOB MeHstoTcs [P afgpec w/unu nmopt Ha3HAYCHHUS.
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iptables -t nat -A PREROUTING -p tcp --dport 80 -j DNAT --to-destination 10.10.100.1

OO6s3arenbHbIil KiMI0u --to-destination — ompenensier [P aapec w/wnm moprt, Ha KOTOpBIE OyayT
3aMEHEHBI COOTBETCTBYIOIIUE MTOJIS.

Teneps y Bcex naketoB TCP, nanpasnenHsix Ha nopt 80, IP aa- peca HazHaueHus OyayT MEHSAThCS
Ha [P 10.10.100.1. ITockonpky neii- ctBue DNAT MOXHO ompenensTs TOJBKO Ha LENOYKE
PREROUTING (mo npuHsATHS pelIeHHs O MapuipyTh3aluu), nocie 3amensl [P anpeca, maker
OyneT mepeHamnpaBleH [0 HEOOXOJUMOMY MapUIPYTy COIJIaCHO CTaHJApT- HOM TaOJMILIbI
mapupytusanuu. Tak kak netfilter orcnexxuBaer coenuHe- HUS, B IaMSATH OpraHU3yeTcs TaOnuIa,
HoX0Xas Ha TabJuIly, KOTOPYIO0 Mbl paccmaTrpuBaiu B cirydae SNAT. ¥V nakeToB uaymux oopaTHo,
IP agpec ncrounrka MEeHAETCS aBTOMaTHYECKHU.

IIpn nmomomu DNAT MOXHO OpraHm30BaThb PaBHOMEPHOE PACIPENEIICHHE COCOUHEHUN MEXIy
HECKOJIBKUMH CEepBEpaMH, OOCITY)KMBAIOIIUMH OJHY M Ty ke ciyxOy. Hampumep, B DMZ
cymectByroT Tpu WEB cepepa (10.10.100.1 — 10.10.100.3) 1 He0OX01UMO pactpeieTuTh MEKITY
HUMU COEIUHEHHS.

iptables -t nat -A PREROUTING -p tcp --dport 80 -j DNAT --to-destination 10.10.100.1 10.10.100.3

Teneppr HOBOE coeluMHEHUE OYyIET MEpEeHaNpaBlIeHO Ha cCepBep, Y KOTOPOro B JaHHBIH MOMEHT
BPEMCHHU HAMMCHBIICC KOJIUYCCTBO OTKPBITBIX COGL[I/IHCHI/If/'I. HpaBz[a Yy 3TOro Meroga €CTb OJUH
CYILIECTBEHHBIH HEIOCTATOK — €CJIM OJUH W3 CEPBEpPOB IepecTaHeT paboraTh, netfilter sTo He
“yBUAUT’ ¥ OYyAET MBITATHCS HOBBIE COCIMHEHUS TIEPEHANPABIIATh HA HEPAOOTAIONINI CepBeEp.

Jlaboparopnasi padora B.

Hean pa6oThl.
Hayuutbcs ucnonb3oBath NAT npeoGpazoBaHusl.

3amaua.

JlaGoparopHas paboTa BBIIIOJIHAETCS ABYMS ciaymiarenasMu. MamunHa ¢ Heu€THbIM [P Oyner
BBICTYIIaTh B POJIM KJIMEHTA BO BHYTpeHHEH cetu. MammHa ¢ uétHbiM [P anpecom B poiu poyrepa,
Ha KoTopoM OyayT npousBoautbest NAT npeobpas3oBanus.

3agaun Onucanue

1. U3menenus Ha mamuHe | 1. OTkimtounte ceteBoit uHTepdeiic ethO:
KJIUECHTE. ifconfig eth0 down
2. JloGaBbTe MapmIpyT II0 YMOJIYAHHIO Ha CETeBOW HHTepderc

poyTepa, ¢ KoTopbIM Bara mammHa cBsizana no uatepgeticy ethl:
route add default gw 192.168.2.2

2. Bkimtouenne NAT 1. Ha poyTrepe BKIIOUUTE BO3MOKHOCTh MIEPECHUIKU MTAKETOB MEXTY

npeoOpa3oBaHusl. uHTEepdeiicamu:
echo 1 > /proc/sys/net/ipv4/ip_forward

2. No6asbte neiicteBie MASQUERADING B Tabmawuiy nat:
iptables -t nat -A POSTROUTING -o ethO -j MASQUERADE

3. lposepxa 1. Ha poyrepe 3amyctute mporpammy iptraf M BKIIOUHTE PEKUM
paboTOCIIOCOOHOCTH. MMPOCMOTpa MAaKEeTOB Ha BceX MHTepdericax.
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3agaun Onucanue

2.V cnymarens Ha HEYETHOW MalllMHE 3allycTUTe Opaysep.
3. Otkirounte Opaysep OT proxy cepsepa.
4. Otkpoiite moOyo WEB crpanuity.

5. B mporpamme iptraf mocmMoTpuTe COEIMHEHHMsI W 0OpartuTe
BHUMaHME Ha TO, YTO Ha J000€ COeIMHEHHME IIOKa3aHbl JBa
JK3EeMIUIsIpa COeIuHEHMs, onHO Ha uHTepdelice ethl, npyroe Ha
untepdeiice eth0.

Bonpocel

1. Kaxyro paznoBunnocts SNAT pekoMeHIyeTcst UCIOJIb30BaTh B ciyyae nosydeHus [P aapeca
TUHAMHYECKU?

2. Kakum o6pazom nipu onpenenennu aeicteus SNAT moxHo yka3aTs [P aapec u quana3on
HOPTOB, KOTOpBIE OYAYT MOJCTaB- JAThCA BO BpeMsl IpeoOpa3zoBaHus?

3. Kakum 06pa3oM MOKHO paBHOMEPHO PaclpeaeuTh COeANHE- HUS MEXAY cepBepaMu?

YnpasJsenue netfilter

[Tocne co3zganus npaBui GUIBTPALUU HEOOXOIUMO CIIeNaTh TaK, YTOObI ATH MpaBUiIa 3arpyKajuch
ABTOMATUYECKHU IOCJE CTapTa KOMIIBIOTEPA.

C iptables mocTaBnsOTCS ABE MPOTPaMMBI, MPH MOMOIIM KOTOPHIX MOXKHO COXPaHSATH IMpaBHIia
¢GuIbTpanuy B cienuaabHoOM (aiisie, a 3aTeM BOCCTAHABIMBAThH MX U3 ATOTO (aiina.

iptables-save [-c] > file

13 bE

[IporpamMmMa BBIBOIMT TEKyLIME IpaBHjIa Ha CTaHAAPTHBIM BbIBOA. Ecim ykazare onnuroo “-c”, €
KaX/IbIM [TPABUIIOM OyAyT MOKa3aHbl 3HAUEHUS CUETUMKOB.

iptables-restore [-c] file

[Tporpamma ycTaHaBIMBaeT TEKYIME NMpaBuia GUIBTPALMH U3 yKa3aHHOTO ¢aiina. Onmus “-c”
BOCCTAHABJIMBAET 3HAYEHUSI CUETUNKOB.

CraproBbie CKPMIITHI
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ﬂJ’I}I ABTOMATHUYCCKOI'O BKIIFOYCHUS ITPABUJL (I)I/IJIBTpaI_II/II/I NIpUCTAPTEC KOMIIBIOTEpA U TJIA CTO
ABTOMATHYCCKOI'O BBIKJIFOUCHUS, IIPU OCTAHOBKE KOMIIBIOTEPA, H€06XO}II/IMO HaImMcaTh UiIn
HCIIOJIB30BATh I'OTOBLIC CTAPTOBBIC CKPUIITHL.

B ciaygae Ubuntu Linux cTapTOBBIN CKPUNT YK€ CYIIECTBYET, HO 51 ObI pEKOMEHI0OBAN €T0 y/ia-
JIUTH W HAITMCATh CBOM COOCTBEHHBIN BapHaHT.

Ckpurt cienyer nucaTh ¢ yueToM ocoOeHHocTel cuctembl nHUIManu3anun UpStart. To ecTs, oH
JIOJDKEH TMOJIEPKUBATh KAK MUHUMYM JIB€ (DYHKIIMU:

* start — 3amyck firewall

* stop — ocraHoB firewall

Kpome nepeuncieHHbIx pyHKINNH PEKOMEHYETCsl CIOb30BaTh €IlIe JBe:

* reset — cOpacsiBaeT firewall B kakoe MO0 nepBOHAYATBHOE COCTOSHUE U TIPUMEHSETCS
KOT/Ia BBI peflaktupyete npapuia firewall Ha ynaneHHo# MammHe
* Init — uCHoNb3yeTcs AJI MepBOHAYAIBHONW MHUIMAK3auu firewall

[Tpexne yeM HayMHATH MHUCAThb CKPHUNT, Bbl JOJDKHBI YETKO IPEJCTABIATh ceOe Kakue 3aJadyu
nomkeH pemate firewall. Jlydmie Bcero HapucoBath rpaduMuecky IUIaH MPOXOXKICHUS makeToB. U

TOJIBKO ITOCJIC OTOTO IIPUCTYIIATh K HAITMCAHHUIO CKPHUIITA.

Hanumem craptoBbiii ckpunt ans Ubuntu Linux. Hecmorpst Ha TO, 4TO B 3TOM AMCTpUOyTHBE
UCTONb3yeTcsl cucreMa uHuimanusanuu UpStart, ckpunT OyJeT HamucaH € Y4€TOM CHCTEMbI
uHHnuann3anuu System V. Takum 00pa3oM ¢ MUHUMAIBHBIMU TIEPEICIKAMH OH MOXKET OBITH HC-
nosab3oBaH B quctpudytuBe SUSE u RedHat Linux. B RedHat Linux cienyer ucnonb30BaTh TOIBKO

JIBE TIOCJICTHUX (DYHKIIHH.

CHauana yka)XeM WHTEPIPETaTop | JIJIs yI00CTBA ONPEETNM HECKOIBKO IEPEMEHHBIX.

#!/bin/bash
IPT=/usr/sbhin/iptables
IPTR=/usr/sbin/iptables-restore
IPTS=/usr/sbhin/iptables-save

@yHKIMS cTapT JOHKHA OpPraHM30BaTh IMEpBOHavyalbHY0 MHHMIManu3auuio firewall. Jlns storo
OyneT ucnosb30BaHa nporpamma iptables-restore u ¢aiin /etc/iptables, koTopslit OyneT co3aBaTbCs

ABTOMAaTHUYCCKHU.

start()

{

echo -n "Starting firewall... "
$IPT -F

$IPT -t nat -F

$IPT -t mangle -F

$IPTR -c /etc/iptables echo "Done"
}

OyHKIHs stop AODKHA 3allMChIBaTh TEKYyIIHe npaBuia GpunbTpauuu B ¢aiin /etc/iptables.

stop()
{

echo -n "Stop firewall... "
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$IPTS -c > /etc/iptables echo "Done"
}

dyHKIMs reset JoDKHA cOpachiBaTh MpaBHiia B TIEPBOHAYAILHOE COCTOSHHE. B 3TOM cocTosHUH
JIOJKEH OBITH 3aIpellieH TIOCTYIT KO BCEM CIIy»K0aM, KpoMe YIaJIEeHHOTO CoeAuHEeHus 1o ssh.

Kak yxe roBopuiochk BbllIe, 3Ty (DYHKIMIO HEOOXOAMMO HCHOJIb30BaTh B CIydae YIAaleHHOTO
yIOpaBiIeHUS KOMIBIOTEPOM, NpPU H3MEHEHHWH B TMpaBwiax GuiIbTpalMu. 3amycK CKpUITa C
napaMmeTpoM reset (OyaeT omHMcaH HUXKE) HEOOXOAMMO MPOU3BOAUTH pa3 B 10-15 MunyT, npu mo-
Mo CRON. D10 HEoOXoAMMO [UIsl TOro, 4to Obl B cilyyae OIIMOKH, Mpa- BUJA (QUIbTpALUU
BEPHYJIMCh B IIEPBOHAYAJIBHOE COCTOSHUE W BBl MOJIYYMIU AOCTYI K YAAJEHHOMY KOMIIBIOTEDY.
[Tocne n3amenenus npasui, He 3a0ynpTe yopars u3 CRON BbI30B cCKpHIITA.

reset()
{
$IPT -F

$IPT -t nat -F

$IPT -t mangle -F
$IPT -P INPUT DROP
$IPT -P FORWARD DROP

# STATE RULES ======

$IPT -A INPUT -m state --state INVALID -j DROP

$IPT -A FORWARD -m state --state INVALID -j

$IPT -A INPUT -m state —state ESTABLISHED, RELATED -j ACCEPT

$IPT -A FORWARD -m state —state ESTABLISHED,RELATED -j ACCEPT

# LOCALHOST ===========

$IPT -A FORWARD -i ! lo -s 127.0.0.1 -j DROP

$IPT -A INPUT -i ! lo -s 127.0.0.1 -j DROP

$IPT -A FORWARD -i ! lo -d 127.0.0.1 -j DROP

$IPT -A INPUT -i ! lo -d 127.0.0.1 -j DROP

$IPT -A INPUT -d 127.0.0.1 -j ACCEPT

$IPT -A INPUT -s 127.0.0.1 -j ACCEPT

# ICMP ENABLED =====

$IPT -A INPUT -p icmp -j ACCEPT

# SSH enable =======

$IPT -A INPUT -p tcp -i eth0O -m state —state NEW --dport 22 -m recent --update --seconds 20 -j DROP
$IPT -A INPUT -p tcp -i eth0O -m state —state NEW --dport 22 -m recent --set -j ACCEPT
$IPT -A INPUT -p tcp --dport 22 -j ACCEPT

}

B ¢yHkumu cOpaceiBaioTcs BCe IMpaBHiIa, YCTAHABIMBAIOTCS IOJUTHKH 0 YMOJYaHMIO. 3aTeM
YCTaHaBJIMBAIOTCS TpaBHia, CBA3aHHBIE ¢ MOIYNeM state. Paspemraercst XoxkaeHne MakeToB 4epes
untepdeiic lo. Pazpemaercs tpapuk icmp.

B 3akmoueHnn paspemaercs nojkiarodeHue k 22 nopty (ssh). Ho ans paspemenus ucrnonb3yercs
MOAYJb recent, KOTOPBIM MMO3BOJIAET OIPAHUUYUTh KOJIMYECTBO COEIMHEHHN ¢ oxgHoro IP axpeca. B
HalleM npumepe He Oonee ogHoro coeauHeHus B 20 cexkyHJ. TakuMm crnocoOOM 3akpbIBaeTCs
no10op mapoJieit mo ssh «podotammy.

B ¢yHKImHM init BBl TOJKHBI HAITUCATh BCE OCTAJBHBIE TPaBUIIA.

init()

{
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echo -n "Init firewall... "

reset

# DNS ENABLE ==========

$IPT -A INPUT
SIPT -A INPUT

$IPT -A INPUT

# SMTP

$IPT -A INPUT

# SPOP

$IPT -A INPUT

-p tcp --dport

-p udp --dport
# Apache —=============

-p tcp --dport

-p tcp --dport

-p tcp -i etho

-p tcp -i etho

$IPT -A INPUT

# SAVE rules in file ==
$IPTS -c > /etc/iptables echo "Done"

}

53
53

80

25

-m
-m

-j ACCEPT
-j ACCEPT

-j ACCEPT

-j ACCEPT

state —state NEW --dport 995 -m recent --update --seconds 20 -j DROP
state —state NEW --dport 995 -m recent --set -j ACCEPT

Kakne mpaBmiia ucronb30BaTh B (QYHKIMH init 3aBHCUT OT 3ajlad, pelIaeMbIX BAaIllUM cepBepoM. B
NPUBEJCHHOM IpUMepe ObUT OTKpHIT A0 cTyn K cepepam: DNS, WEB, SMTP u SPOP3 (mopt
995). B xoHIIe PyHKIIMH MPOUCXOIUT 3aMKCh TEKYIIMX MPaBIII B (haiin /etc/iptables.

B 3akiroueHnn He0OX0IMMO HaMKcaTh KOJl, KOTOPBIK OyneT oOpabaTeiBaTh mapaMeTpbl KOMaHIHON
CTPOKH U BBI3bIBaTh COOTBETCTBYIOIINE (DYHKIIUU.

case $1 in
start) start ;;
stop) stop ;;
init) init ;;
reset) reset ;;
)
echo "Usage ufw start|stop|init|reset"
exit 88
esac

OOparute BHMMaHHE Ha TO, 4yTo 3amyck firewall u3 cooOpakeHuii 6€30MacCHOCTH PEKOMEHIYETCS
BBITIOJIHATH 10 UHUIIMAJIU3allUN CCTCBBIX I/IHTep(pel\/'ICOB. A ero OCTaHOB, TOJBKO ITIOCJIC BBIKJIIOUYCHUA

uHTEpGEHCOoB.
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