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”  VTUAUTHI AASI pAaOOTHI C CETHIO

7y

ifconfig — IpOCMOTP U HACTPOIKA: CETEBBIX MHTEP(DEIICOB, ip-aAPECOB U
mac-aApecoB

route — mMpoOCMOTP U HACTPOIKA TaOAUIIBI MAPIIPYTU3ALINN
arp — IpOCMOTP U HACTPOIiKa TAOAUIILI COOTBETCTBUS Mac U ip-aApPECoB
ping — YTUAUTA AASL IPOBEPKM AOCTYITHOCTU XOCTOB B CETHU

traceroute — yTUAUTA AASL OCA€KVBAHUS MapIIPyTa OT OAHOTO XOCTa AO
APYTOIO

netstat — mpOCMOTP CTaTUCTUTKI MO CETEBbIM MHTepPeiicaM, OTYETOB I10
CEeTEBBIM MOAKAKOUYEHISIM, CAYK0aM 1 MapIIpyTU3alui NaKeTOB

nslookup — 11o3BoAsieT B3anMOAECTBOBATh ¢ DNS-cepBepamn

nmap — CKaHep MOPTOB HA MPEAMET IOUCKA YSI3BUMOCTEIN, C IIEABIO UX
yCTpaHEHS.




?7(} ifconfig
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e ifconfig — mpOCMOTP M HACTPOJIIKA: CETEBBIX MHTEPHEICOB, ip-
AAPECOB 11 Mac-aApPECOB
e Onumn:
— MMs yCTPOIICTBA (CceTeBOro nurepgerica - ethQ,ethl...)
— IP-aapec unTepdeiica
— Macka IOACETH
— IIMPOKOBEIIATEAbHBIN AAPEC
e [Ipumep:

— 1ifconfig eth0 10.10.103.230 netmask 255.255.255.0 broadcast
10.10.103.255




?7('7 route
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* route — MpOCMOTP U HACTPOIKA TAOAUIIBI MAPIIPYTU3ALIUA
e Onumn:

- add — no0aBAeHME MapIIpyTa B TADAUITY MapIIPyTU3ALNN

* -net — AOOABACHIE MAPIIPYTa K CETU

 -host — AODaBAEHIE MAPIIPYTaA K XOCTY

* default — A0OOaBA€HNE MaApIIPyTa 10 YMOAYAHUIO
— del — yanaAeHue MapiipyTa n3 TaOANUIIBI

— gW — yKa3aHMe aApeca IIAK3a
e [Ipumep:
- route add default gw 10.10.103.100




i arp

7y

* Qrp — OpOCMOTP U HACTPOIKA TaDAUIIBI COOTBETCTBIS MacC U ip-aApecoB
e  Ormmn:

— a [hostname] — noKa3bIBaeT 3HAYEHIE COOTBETCTBIS Mac U ip-aapeca
AASL YKA3aHHOT'O XOCTa. ECcAM He yKa3aTh XOCT, OYAYT MOKa3aHbI BCE
3HAYCHIS TaOAUIIBI.

— d hostname — yAaASIeT 3aIUCh U3 TAOAUIIBI
— s hostname mac — Bpy4HY10 AOOABASICT 3aNMCh B TAOAUITY
e [Ipumep:
— termsrv:~ # arp -a
vanova (192.168.213.24) at 00:1A:4D:41:0F:F5 [ether] on ethQ

petroff (192.168.213.213) at 00:18:71:71:96:66 [ether] on eth0
sidorov (192.168.213.89) at 00:1A:4D:41:09:DF [ether] on eth0




f ping

* ping — YTUANUTA AASI IPOBEPKU AOCTYITHOCTI XOCTOB B CETHU

e Ommu:
-R — BKAIOUUTH OIIINIO COXPAHEHISI MAapLIPyTa B IEPEABAEMBIX IMAKeTaX
-b — pa3penuTh MIPOKOBENATEALHYIO PACCBIAKY
-C — OIPAaHUYNATE YMCAO OTIPABASIEMBIX IIAKETOB

-1 — YCTaHOBUTH MHTEPBAA MEKAY OTIPABKOI MAKETOB (10 YMOAYAHNIO 1 CEKyHAQ)
-S — YCTAaHOBUTH pa3Mep nakeTa (0 YMOAYaHUIO 56 0ailT)

e Ilpumep:
ping -c4 www. Iweb.ru
PING www. Iweb.ru (213.152.131.199) 56(84) bytes of data.
64 bytes from s2.stability.ru (213.152.131.199): icmp seq=1 ttI=58 time=>5.55 ms
64 bytes from s2.stability.ru (213.152.131.199): icmp seq=2 ttlI=58 time=9.66 ms
64 bytes from s2.stability.ru (213.152.131.199): icmp seq=3 ttI=58 time=4.93 ms
64 bytes from s2.stability.ru (213.152.131.199): icmp seq=4 ttI=58 time=4.83 ms

--- www. Iweb.ru ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time 3004ms
rtt min/avg/max/mdev = 4.833/6.248/9.669/1.994 ms




?‘ d Y cTaHoOBKa traceroute
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AaHHas yTUANTA HE YCTAHABAMBAETCS IO
YMOAYAHIIO, IO3TOMY HAAO €€ AOYCTaHOBUTb.

sudo apt-get install tracerout™




7‘ F traceroute
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* (fraceroute — yTUAUTA AASI OCAEKUMBAHUS MapIIPyTa OT OAHOTO XOCTa AO
APYTOrO

e Onuun:
-N — OTKAKOYNTH NpeoOpa3oBaHue ip-aapecoB B DNS-umena
-M — YCTaHOBKA MAaKCUMAABHOTO KOAMYECTBA KOHTPOABHBIX TOUEK (XOIOB) Yepes
KOTOPbIE TTPOVAET OTIPABACHHBIN MakeT (0 yMoAdaHuto 30)

* [Ipumep:
traceroute -n www. Iweb.ru
traceroute to www.Iweb.ru (213.152.131.199), 30 hops max, 40 byte packets

1 192.168.1.1 (192.168.1.1) 1.133ms 1.415ms 1.882 ms
2 213.219.200.4 (213.219.200.4) 5.898 ms 6.945ms 8.785 ms
3 213.219.200.1 (213.219.200.1) 9.552 ms 11.449 ms 8.424 ms
4 193.232.244.209 (193.232.244.209) 10.238 ms 13.247 ms 11.186 ms
5 213.152.128.81 (213.152.128.81) 12.578 ms 15.621 ms 16.070 ms
6 213.152.131.199 (213.152.131.199) 17.009 ms 16.889 ms 18.970 ms




netstat
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netstat — IpOCMOTP CTaTUCTUTKU IO CETEBbIM MHTEP(GEIiCaM, OTYETOB MO
CETEBbIM MOAKAKUYEHMSIM, CAYKOaM ¥ MapIIPYyTU3AIN TAKETOB

Onuun:
-N - OTKAKOUUTH IIpeoOpa3oBanme ip-aapecoB B DNS-umMena
-1 — moka3ath NOPTHI, OTKPBITHIE AASI IPOCAYIITUBAHNS
-1 — MOKa3aTh CTaTUCTUKY 110 CeTeBbIM MHTepQeiicam
-T — MOKa3aTh TaOAUIY MapIIPyTU3aALUN
-S — IIOKa3aTh CTATUCTUKY MO Ka)KAOMY IMMPOTOKOAY
-p — oKasbiBaeT uMs u PID-niporpammel
[Ipumep:
netstat -i

Kernel Interface table
Iface MTU Met RX-0K RX-ERR RX-DRP RX-0OVR TX-0K TX-ERR TX-DRP TX-0OVR Flg

eth@ 1500 O 0 0 0 0 0 0 0 0 BMU
ethl 1500 0 639668 0 0 0 445915 0 0 0 BMNRU
lo 16436 O 617 0 0 0 617 0 0 0 LRU




?7('7 nslookup
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* nslookup — mo3BOASIET B3aMMOAEICTBOBATH ¢ DNS-cepBepamn
e IIpumep:
nslookup www.specialist.ru

Server: 10.0.0.1
Address: 10.0.0.1#53

Non-authoritative answer:
www.specialist.ru  canonical name = websrv.specialist.ru.

Name: websrv.specialist.ru
Address: 213.189.207.228
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http://www.specialist.ru/

?‘ 4 Y craHoBka nmap

7y

AaHHas yTUANTA HE YCTAHABAMBAETCS IO
YMOAYAHIIO, IO3TOMY HAAO €€ AOYCTaHOBUTb.

sudo apt-get install nmap

11
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nmap — CKaHep MOPTOB HAa MPEAMET IOUCKA YA3BUMOCTEN, C IIEABIO UX YCTPAHEHMS.
*  Onuun:
— A — BKArOUUTh pacrno3HaBanne OC u ee Bepcuu
— sU — cka"aupoBats UDP-110pTHI
— SO — ckanuposats TCP-mtopThI
e IIpumep:
nmap -A my.router
Starting Nmap 4.20 ( http://insecure.org ) at 2008-08-26 14:39 MSD

Interesting ports on my.router (10.0.11.18):

Not shown: 1692 closed ports

PORT STATE SERVICE VERSION

22/tcp open sshd

53/tcp open domain ISC Bind dnsmasq-2.22

80/tcp open http  Linksys wireless-G WAP http config (Name WL500g.Deluxe)
5000/tcp open UPnP?

9100/tcp open jetdirect?

Service detection performed. Please report any incorrect results at
http://insecure.org/nmap/submit/ .
Nmap finished: 1 IP address (1 host up) scanned in 111.471 seconds




”  VTUAUTHI AASI pAaOOTHI C CETHIO
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ifconfig — IpOCMOTP U HACTPOIKA: CETEBBIX MHTEP(DEIICOB, ip-aAPECOB U
mac-aApecoB

route — mMpoOCMOTP U HACTPOIKA TaOAUIIBI MAPIIPYTU3ALINN
arp — IpOCMOTP U HACTPOIiKa TAOAUIILI COOTBETCTBUS Mac U ip-aApPECoB
ping — YTUAUTA AASL IPOBEPKM AOCTYITHOCTU XOCTOB B CETHU

traceroute — yTUAUTA AASL OCA€KVBAHUS MapIIPyTa OT OAHOTO XOCTa AO
APYTOIO

netstat — mpOCMOTP CTaTUCTUTKI MO CETEBbIM MHTepPeiicaM, OTYETOB I10
CEeTEBBIM MOAKAKOUYEHISIM, CAYK0aM 1 MapIIpyTU3alui NaKeTOB

nslookup — 11o3BoAsieT B3anMOAECTBOBATh ¢ DNS-cepBepamn

nmap — CKaHep MOPTOB HA MPEAMET IOUCKA YSI3BUMOCTEIN, C IIEABIO UX
yCTpaHEHS.




{j"
j HacTtpoiika cetn

# sudo nano /etc/init.d/rc.local

ifconfig eth0 10.10.103.X netmask 255.255.255.0 \
broadcast 10.10.103.255 up

route add default gw 10.10.103.100

echo “search unix.specialist.ru” > /etc/resolv.conf
echo “nameserver 10.10.103.100" >> /etc/resolv.conf
hostname c230

Buumanue! Cumeon «\» ozHauaem, umo KoManoa 00ANCHA NUCAMbCSA 8 OOHY CMDOKY.
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"7('/" [IpoBepka pabOThI ceTU

3anycTtute ckpunt /etc/init.d/rc.local u BeIMOAHUTE CAEAYIOIINE IPOBEPKMU:
ping gHewHull_ip _coceoda

ping eHympeHnHuil_ip coceoa

nslookup ya.ru

EcAn HU OAHA U3 KOMaHA He cpaboTasa, BO3MOKHO y Bac BHEIIHMIT MHTepdeiic
ethl, a BHyTpeHuit — eth(0, Toraa HaCTPOJKM OYAYT CACAYIOIINE:

sudo bash

ifconfig eth0 10.10.103.X netmask 255.255.255.0 broadcast 10.10.103.255 up
ifconfig ethl 192.168.Y.Z netmask 255.255.255.0 broadcast 192.168.2.255 up
route add default gw 10.10.103.100

echo “search unix.specialist.ru” > /etc/resolv.conf

echo “nameserver 10.10.103.100” >> /etc/resolv.conf

hostname c230




‘v:7( - lIpucBoenne HeCKOAbKIX IP
4 Ha OAVH CETEBOJ MHTEPPEIIC

Aass  mpucBoeHus eme oaHoro IP aapeca wuntepdeiicy ethO, HeoObxoanmO
UCIIOAB30BaTh mporpammy ifconfig n matepdecsr: eth0:0, eth0:1, etth0:2 u T.A.
sudo ifconfig ethX:Y IP netmask MASK broadcast BROADCAST IP up

eoe
IP — IP-aopec, nanpumep 172.16.0.1
MASK — macka noocemu, nanpumep 255.255.255.0
BROADCAST IP — adpec wupoxosewameavtoil paccoliku, Hanpumep 172.16.0255

[Ipumep mcnoan3oBanus BToporo IP-aapeca:
sudo ifconfig eth0:0 172.16.0.X netmask 255.255.255.0 broadcast 172.16.0.255 up

[IpoBepnrTe paboTy BTOPOro MHTEP(EIica CACAYIOIIE KOMAHAOIA:
ping 172.16.0.N
eoe
N — nocaeonss yughpa IP-adpeca coceoa

1¢€



\“:7('7 [TakeTHBIT GUABTP
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[TakeTHBIT (PUABTP BCTPOEH B SAPO,
MIO3TOMY BCe€ TaKeThl CHayaAa CHavaAa
IPOXOAST Yepe3 HEero, TAe, 10 Mepe
HEOOXOAVMMOCTI MPOUCXOAUT TPAHCASIIINS
CETBBIX aAAPECOB, bUABTPALVS
He)KeAaTeAbHBIX MTaKeTOB VAU
MOAM(UKALNS 3aTOAOBKOB IMAKETOB.

Takmm 00pa3oM, mNaKeTHBIA QUABTP
MIO3BOASIET OOECHEeUNTh 3alUTy CETEBBIX
CAYXKO, TPAHCASIIMIO CETEBBIX AAPECOB U
PSIA AOTIOAHUTEABHBIX BO3MOKHOCTEIA.

eth

- B3anmMooencrteme C NoKanbHOW CETbIO -

<«—DB3auvonencreue C VIHTEDHET >

ethO

XocT-cuctema

1)
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“  netfilter - maketnsIi1 puabTp Linux

AAsl yripaBAeHUsI TaKETHBIM (PUABTPOM MUCIIOAB3YEeTCs Mporpamma iptables. Aannasi mporpamma
NpeAHa3HAaueHa AASL  ONpPEAEAEHMUs TMpaBMAa GUABTpAIUMU MAKETOB, BBICTpAMBas 3TU MpaBMUAA B
IIEMIOYKH, YTO MO3BOASIET 3aAABATh AOBOABHO CAOKHYIO AOTUKY UX 00paOOTKI.

Kpome Toro, camm 1emOYKM BXOAST B COCTAaB CAEAYIIMX TaOAUI, KaKAAs U3 KOTOPBIX
peAHa3HaueHa AAS pellieH!s] OITPEAEACHHOT0 KAacca 3aAay:

e filter — ¢puabTpanys nmakeToB (TabAMIA IO YMOAYAHNIO)

INPUT — 11emouka AAS BXOASIIINX MTAKETOB
FORWARD — nienouka AASt TPAaH3UTHBIX [TAKETOB
OUTPUT — nemouka AAS ICXOASIINX TAKETOB

* nat— TpaHCASIMSA CETEBBIX AAPECOB

PREROUTING — nenouka DNAT-npeobpa3oBanuii
POSTROUTING — nenouka SNAT-npeobpa3oBanuii
OUTPUT — nemnouka AASL UCXOASIIINX TTAKETOB

* mangle — MoAMUKaLNS 3aTOAOBKOB ITAKETOB

PREROUTING — nierouka npeABapUTEABHBIX TPE0OPa30BaHMil 3aA0BKOB MAKETOB
POSTROUTING — (puHaABHBIX MpeoOpa30BaHMil 3aA0BKOB MAKETOB

INPUT — nenouka AASL BXOAAIIMX TAKETOB

FORWARD — nienovka AASt TPAaH3UTHBIX MMAKETOB

OUTPUT — nemnouka AASI UCXOASIIIINX TTAKETOB

1¢



?:7('7 netfilter - makeTHbII puAbTp Linux
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eth1

?
1

FORWARD (filter)
FORWARD (mangle)

ethO

s
INPUT (filter)
INPUT (mangle)
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- iptables — yrnpaBAeHie
[IAKEeTHLIM (PUABTPOM

7y

B o0111eM BuAe MpaByAa 3alChIBAIOTCS IIPUMEPHO TaK:
iptables [-t table] command [match] [target/jump]

EcAM B mpaBMAO He BKAIOYaeTcs crenmuukatop [-t table], To 1m0 ymoavaHuo
IPEANOAAraeTCsl MCIIOAb30BaHMe TaOAumbl filter, ecam ke mnpeamosaraercs
MICIIOAB30BaHME APYTOil TaOAUILIBI, TO 3TO TPeOYeTCs YKa3aTh SIBHO.

Aaaee, HEITOCPEACTBEHHO 3a MMEHEM TaOAUIIbI, AOAYKHA CTOSAThH KOMaHAQ. EcAan
cnenudukaTopa TaOAMIIBI HET, TO KOMaHAAQ BCErAa AOAYKHA CTOSITH IEPBOIA.
KomaHaa ompeaeasieT AeiictBue iptables, Hampumep: BCTaBUTH MPaBUAO, UAU
AOOABUTH MPABMUAO B KOHEII LIEITOYKI, AU YAAAUTDH MPABUAO U T.II.

Pa3zaea matches 3apaeT KpuTepum MPOBEPKU, MO KOTOPBIM OIPEACASETCS
MIOATIAAQET AU MAKET IOA AEICTBIUE 3TOTO MpaBUAA UAU HET. 3AECh Mbl MOYKEM
yKa3aTh caMble pa3Hble Kputepun -- n IP-aapec ucTouHmka naketa MAM CETH, U
CeTeBOI MHTEPEIIC U T.A.

/1 Hakonen target ykasbIBaeT, KaKO€ ACHCTBME AOAXKHO OBITh BBIIIOAHEHO MHPU
YCAOBUM BBITTIOAHEHUS KPUTEPUEB B IPaBMAE. 3AECh MOXKHO 3aCTaBUTh SAPO
nepeAaTh MaKeT B APYIYIO LIEMIOYKY MpaBuA, 'COPOCUTHL' TMAKET U 3a0bITh MPO
HEero, BLIAATh Ha UCTOUYHMK COOOIIeHNe 00 oImmoke 1 T.11.

2(



“’7('7 Tabauma filter
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VICTIOAB3Yy€eTCS TAABHBIM O0pa3oM AAS (PMABTPALM ITAKETOB.
AAS ipuMepa, 3AeCh Mbl MOXeM BBITOAHUT, DROP, LOG,
ACCEPT uanu REJECT 0e3 kakux A00 CAOKHOCTEIN, KaK B
APYTUX TabOAMIAX. VIMeeTcs Tpu BCTPOEHHBIX 1ICIIOYKNA:

- FORWARD, nucnoas3dyemasi Aass QUABTPALIMA TAKETOB,
UAYIIUX TPAH3UTOM 4Yepe3 OpaHAMAY3P.

— INPUT, 4depes 3Ty LEMOUYKY TPOXOAAT ITAKEThI, KOTOPHIE

IpeAHAa3HAYCHBI AOKAABHBIM IPUAOKEHUSIM
(OpaHAMay?py).
- OUTPUT - UCTIOAB3YETCA  AAS  QUABTPALIUN

MCXOASIINX ITAKETOB, CTEHEPUPOBAHHBIX TPUAOKEHUSIMU
Ha caMOM OpaHAMay3pe.




“’7('7 TabAnma nat
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VICTIOAB3YETCS TAABHBIM 00pPa3oM AASl IMPeoOpa30OBaHMUSA CETEBBIX
apapecoB (Network Address Translation). Uepe3 3Ty TaOAuiy
IIPOXOAUT TOABKO TIEPBBIN TAKET U3 MOTOKA. IIpeoOpasoBanHus
AApPECOB ABTOMATUYECKM MPUMEHSETCS KO BCEM IIOCACAYIOIINM
MaKeTaM. DTO OAMH U3 (AKTOPOB, MCXOAS U3 KOTOPBHIX MBI HE
AOAYKHBI OCYILIECTBASTh KaKy10-AMO0 (PUABTPALINIO B 3TOI TaOAUIIE.
OHa COAEPKUT CACAYIOIINE LIETTOYKNA:

— PREROUTING — ncnoAb3yeTcs AA BHECEHUS U3MEHEHUIA
B MIAKETHI HA BXOAE B OpaHAMAY3P.

- OUTPUT - npeanasHadeHa AAS IpeoOpa3oBaHMS AKETOB,
CO3AAQHHBIX IIPUAOKEHUSAMI BHYTPU OpaHAMay3pa, IepeA
IPUHATUEM PELICHNS O MAPIIPYTU3ALIN.

- POSTROUTING — nmpuMeHsIeTCSI AASI TPe0O0pa30BaHMs
ITAKETOB MEPEA BhIAQUEN UX BO BHE.
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F TabAniia mangle

DTa TabAMIIA UCMOAB3YETCS AAS BHECEHUS M3MEHEHMIT B 3arOAOBKHM NakeToB. lIpmmepom
MOXeT CAYXKUTh M3MeHeHue noAas TTL, TOS uau MARK. BaxHo: B A€CTBUTEABHOCTHU
noae MARK He u3MeHSETCs, HO B IAMATU SIAPA 3aBOAUTCS CTPYKTypa, KOTOpas
COITPOBOKAAET AAHHBII MMAKET BCE BPEMS €ro MPOXO0KACHUS Yepe3 MAIUHY, TaK 4TO APYIie
npaBMAa M TPUAOXKEHUS HA AAHHONM MammHe (M TOABKO Ha AQHHOM MAIllMHE) MOTYT
UCIIOAB30BATh 3TO MOAE B CBOMX IIeASIX. 3aMeThTe, UTO TabAMIIA mangle HU B KOEM CAyvae
HE AOAKHA WMCIIOAB30BATHCS AASl MIPEOOPA30BaHMS CETEBBIX AAPECOB VMAU MaCKapAaAMHIA
(Network Address Translation, Masquerading), TOCKOABKY AASI D3TUX II€A€ UMeEeTCs
TabAnia nat. OHa COAEPKUT CACAYIOIINE ITETTOYKN:
— PREROUTING — ucnoab3yercs AASl BHECEHUS U3MEHEHUI B ITAKETHI HA BXOAE B
OpaHAMay3p.
— POSTROUTING — nmpuMeHsIeTCS AAS U3MEHEHNS 3aTOAOBKOB ITAKETOB MEPEA
BbIAQUEIl X BO BHE.

— INPUT, depes 3Ty LIEMOUKY IIPOXOAST MAKEThI, KOTOPbIE IPEAHA3ZHAYEHBI
AOKAABHBIM IPUAOKEHUSIM (OpaHAMAY3DY).

- FORWARD, ucnoas3yeMasi AASI MOAUMDUKAIMNA 3arOAOBKOB MAKETOB, MAYIINUX
TPaH3UTOM uepe3 OpaHAMAY3P.

— OUTPUT — AAS BHECEHUS U3MEHEHUI B 3aTOABKM TTAKETOB, MOCTYHAKOIINX OT
IPUAOKEHUIA BHYTPpU OpaHAMayapa.




[ IOpSIAOK TPOXOKAEHIS [TAKETOR

eth
O

ethO

FORWARD (filter)

1

FORWARD (mangle)

>

INPUT (filter)
INPUT (mangle)
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“’7('7 Komanap! iptables
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-A — AODABUTH MPABMAO B KOHEII IIETTOYKU

-D — YAQAUTB IIPABUAO U3 IIETTOYKU

-R — 3aMeHUTH OAHO IPABUAO APYTUM

-1 — BCTaBUTH MPABUAO B YKa3aHHOE MECTO B IIEIIOYKE
-L. — 1moxasaTsp CIIMCOK ITpaBNA

-F — O4ICTUTE IENOYKY UAU TaOAUITY

-/, — OOHYAUTH CUETUYUKU

-N — CO3AaTh MEIIOYKY ITOAB30BATEAS

-X — YAAQAUTH IIETIOYKY MTOAB30BATEAS

-P — yCTaHOBUTH MOAUTHUKY 110 YMOAYAHUIO
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“’7('7 Komanap! iptables

7y

-A — A00aBUTH ITPABUAO B KOHEII IIETTOYKI

[Ipu BBITIOAHEHUM KOMAaHABI HEOOXOAMMO 00S3aT€ABHO
yKa3aTh LEMOYKY.

I Ipnmep:
iptables -A INPUT -s 10.10.103.100 -j ACCEPT
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“’7('7 Komanap! iptables

7y

-D — YAQAUTD NPABUAO U3 [EIMOYKU

CylleCcTBYIOT ABa CIOCO0A YAAAE€HUS ITPABUAA: TIO €r0 HOMEPY
VAV C YKa3aHUEeM BCeX KpuTepueB oTdOopa

I Ipnmepsr:
iptables -D INPUT 1
iptables -D INPUT -p tcp --dport 80 -j DROP




“’7('7 Komanap! iptables

7y

-R — 3aMeHUTH OAHO IPABUAO APYTUM

Tak kak KOMaHAQ 3aMEHSIET OAHO MPABUAO APYTUM HEOOXOAMO
yKa3aTh IIOPSAKOBBIIT HOMED 3TOr0 MPaByAa B IIEMOYKE.

I Ipnmep:
iptables -R INPUT 1 -s 192.168.0.1 -j ACCEPT
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“’7('7 Komanap! iptables

7y

-1 — BCTaBUTH IIPABUAO B YKa3aHHOE MECTO B IIEIOYKE

KomaHAa BCTAaBASIET IIPABMAO MOA YKAa3aHHBIM HOMEPOM I
YBEAUYNBAET HA EAVHIILY HOMEpPA BCEX MOCACAYIOIINX MTPABUA
B DTOI IIEIIOYKE

I Ipnmep:
iptables -1 INPUT 1 -p tcp --sport 80 -] ACCEPT
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“’7('7 Komanap! iptables

7y

-L. — moka3aTh CHMCOK IPpaBUA

ECAUM He yKa3bIBaTh MM [IEIIOYKU, KOMAaHAA [TOKA3bIBAET BCE
[IpaBMAQ TEKYILEN TaOANIIBI. A €CAU YKa3aTh UM LIEIOYKM —
ITOKA3bIBET BCE MMPABMAA TEKYIIEN [EITOYKIA.

I Ipnmep:
iptables -L. INPUT

3(



“’7('7 Komanap! iptables

7y

-F — OUNCTUTH LIETIOUKY UAU TaOAUITY

ECAM He yKa3bIBaTh MMS LIETIOYKI, KOMAHAQ YAAASIET BCE
[IpaBUAA U3 TEKYIE TaOAUIBI. A €CAU yKa3aTh UMS LIETTOYKU
— YAQASIET BCE IIpaBMAA M3 TEKYIIEN IIEITOYKIA.

I Ipnmep:
iptables -F INPUT




“’7('7 Komanap! iptables
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-Z. — OOHYAUTH CUETUNMKU

KaxAOMy NpPaBUAY B Ka)KAOM 13 TAOAUII COOTBETCTBYIOT ABA
CUETUYMKA: KOAMYECTBO MAKETOB M KOAUMYECTBO OANT
Ccpa0OTaBIIMX HA AAHHOM npaBuAe. KoMmaHaa OOHyAsIET
CUETUYMKM B TEKYIEel TaOAUIIE, AU, €CAM YKA3aHO MM
[IEIIOYKI, B 3aAQHHOI LIEeIIOYKE.

[ Ipumep:
iptables -Z INPUT
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-N — CO3AaTh IIEMOYKY IMOAB30BATEAS

KoMaHAA CO3AQ€T IIEMOUYKY C 3aAAHHBIM IMEHEM B YKa3aHHOU
TabAuIe. ECAM TaOAMIIA HE YKa3aHa, TO IIOAPA3yMeBACTCS
TtabAuma filter. imst co3paaBaemMolt ENOYKNM AOAYKHO OBITh
VHUKAABHBIM B IPEACAAX TAOAUMIIBI M HE AOAYKHO COBIIAAATH C
3ape3epBUPOBAHHBIMI IMEHAMU 1IETIOYEK U ACVICTBIIA.

[ Ipumepst:
iptables -N tcp filter

iptables -N udp filter
iptables -N icmp filter




“’7('7 Komanap! iptables

7y

-X — YAAQAUTH IIETIOYKY TOAB30BATEAS

Y AaAsIeT LIeNOYKY TTOAB30BATEAS U3 YKA3aHHOU Ta0AUIBL. EcAan
Ta0AMIIA HE YKa3aHa, TO MOApa3yMeBaeTcs TabAna filter.

Y AAASITH MOKHO TOABKO LIEIIOYKM HE COAEP Kallne IIPaBUA,
KpPOME TOT'O B APYTMX IIEIIOYKAX HE AOAYKHO OBITh IIPABUA
CCBIAQIOIINXCS HA AAHHYIO IIETIOYKY.

[ Ipumepst:
iptables -X tcp filter
iptables -X udp filter
iptables -X icmp filter
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-P — yCTaHOBUTH MOAUTUKY 110 YMOAYAHUIO

KoMaHAQ 3aAa€T TOAUTHUKY 10 YMOAYAHNIO AAS YKA3aHHOIM
nenouku. EcAu TabAauna He ykaszaHa, TO IOAPA3yMeBaeTCA
tabAuna filter. IToAnTuka onpeAeAsieT, YTO HyKHO CAEAATH C
[IAKETOM, Ha KOTOPOM He CpabOTaAO HU OAHO ITPABUAO AAHHOI
nernoukn. Paspemennsie 3HaueHus noAntnku ACCEPT u

DROP.

[ Ipumepst:
iptables -P INPUT DROP
iptables -P QUTPUT ACCEPT
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-A — AODABUTH MPABMAO B KOHEII IIETTOYKU

-D — YAQAUTB IIPABUAO U3 IIETTOYKU

-R — 3aMeHUTH OAHO IPABUAO APYTUM

-1 — BCTaBUTH MPABUAO B YKa3aHHOE MECTO B IIEIIOYKE
-L. — 1moxasaTsp CIIMCOK ITpaBNA

-F — O4ICTUTE IENOYKY UAU TaOAUITY

-/, — OOHYAUTH CUETUYUKU

-N — CO3AaTh MEIIOYKY ITOAB30BATEAS

-X — YAAQAUTH IIETIOYKY MTOAB30BATEAS

-P — yCTaHOBUTH MOAUTHUKY 110 YMOAYAHUIO

3¢



?’7('7 Omnunm iptables

7y

-V — II0Ka3bIBaTh AOMIOAHUTEABHYIO MHPOPMALIUIO

-X — BEHIBOAUTH TOUHBIE 3HAYEHIS CYETUYMKOB (0e3
OKPYTACHUS)

-n — He IIpeoOpa3oBeiBaTh IP-aapeca B DNS-nmeHa

--line-numbers — BKAIOUaeT BLIBOA HOMEPOB ITPABUA B
[IETIOYKE

-C — YCTAHABANBACT 3HAUYCHIA CUCTUMKOB

3’
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OOmime — He 3aBUCST OT TUIA IPOTOKOAA U HE
TpeOYyIOT 3arpy3Ki CelMaAbHBIX MOAYAEI SIApa

HesiBHBIE — 3aBICSIT OT THIIAa IPOTOKOAA U HE
TpeOYyIOT 3arpy3KN CHelMaAbHbIX MOAYAEH SIAPA

SABHBIE — TPEOYIOT 3arpy3KU CIElMaAbHBIX
MOAYAEN SIApa

3¢
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-P — ONIPEAEASIET IIPOTOKOA
-S — onipeAeAsieT IP-aapec ncrtounnka

-d — onpeaeaset IP-aapec Ha3HAUYEHUS

-1 — OIpeAeAsieET BXOASIINIA MHTEpQeiic

-0 — OIIPEACASIET MICXOASIINIT MHTEPPEIC

-{ — onpeaeAsieT pparMeHThl, PParMeHTUPOBAHHOIO MMaKeTa

[ Ipumepsr:

-p tcp

-s 10.10.103.0/24
-0 eth(

I -f

Brumanue! Cumeon «!» uneepmupyem 3nauerue napamempa.
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TCP xkpurepun:
--Sport — INOPT UCTOYHMKA
--dport — mopT Ha3HAYEHNS
--tcp-flags — onpeaeaenne TCP-paaros
--Syn — 3aIpoC Ha COCAVMHECHNE
UDP xpurepumn:
--Sport — INOPT UCTOYHMKA
--dport — mopT Ha3HAYEHNS
ICMP xpurepumn:
—-icmp-type — onmpeaeasier Tun ICMP nakera

[Ipumepsr:
~dport 1024:65535
--icmp-type echo-request

4(
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limit — orpaHnuYMBaeT KOAMYECTBO CpadAThIBAHMIA
IpaByAA

mac — I03BOASIET UCIIOAB30BaTh MAC-aapeca B
KaueCcTBe KpuTepusi 0T00pa NakeToB

multiport — TO3BOASIET YKa3aTh CIMCOK HOPTOB
state — OoIpeAEASIET COCTOSIHIS MTAKETOB




?,7( o SIBHBIE KPUTEPUN.
4 Kpurepnii limit.

--limit-burst — onpeaeAsieT KOAMYECTBO MAKETOB, IO YMOAYAHUIO
3HAUEHVEe KpUTepus PaBHO b.

--limit — 3aAaeT eanHuIy BpeMeHu B popmarte N/t
TAE
N — KOA-BO cpabaThIBaHUIl B EAHUILY BpEMEHU
t — eAuHMIIa BpeMeHu (s,m,h uan d)

AaHHbIE KPUTEPUU UCTIOAB3YIOTCSI COBMECTHO AASL TOT'O, YTOOBI
OTPAHUYNTH IPOXOKAEHIE ITAKETOB B EAMHIITY BDEMEHI

[Ipumep:

iptables -A INPUT -p icmp --icmp-type echo-request -m limit --limit 1/s |
--limit-burst 1 -j ACCEPT




?,7( i SIBHBIE KPUTEPUIL.
A Kpurepuit MAC.

--mac-source — Kpurtepnii onpeaeasier MAC-aapec CeTeBOro ysaa,
nepeaasiero nmaker. MAC-aApec AOAKEH YKa3bIBaThCs B (popmare
XX XX XX XX XX: XX, DTOT KPpUTEPUIT UMEET CMBICA TOABKO B
nenoukax PREROUTING, FORWARD u INPUT.

CuMBOA «!» MHBEPTUPYET 3HAUYEHUE TTApaAMETPA.

[Ipumep:
iptables -A INPUT -m mac --mac-source 34:26:A6:1D:F7:04 -j ACCEPT




?,7( o SIBHBIE KPUTEPUN.
4 Kpurepnit multiport.

--source-port — Kpurepuit UCIIOAb3YETCS AASL YKA3aHUS CIIMCKaA
UCXOASIINX ITOPTOB.

--destignation-port — Kpurepnii UCIIOAB3YETCS AASI YKA3aHUS CIUCKA
IIOPTOB HAa3HAYECHUS.

MoXHO yKa3aTh AO 15 pa3sAMYHBIX TOPTOB. VICTIOAB3YETCSA TOABKO C
KpuTepusMu -p tcp u -p udp.

CumMBOA «!» MHBEPTUPYET 3HAUEHIE TapaMeTpa.
[Ipumep:
iptables -A INPUT -p tcp -m multiport --source-port 21,53 -j ACCEPT
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A Kpurepnn state.

--state — OIpeA€eAsIET COCTOSIHNE TTaKeTa.

[TakeTHBIT PUABTP MO3BOASIET OTCACKMBATH HE TOALKO TCP
COCAVIHEHNSI, HO U COeAMHeHMi 110 TpoTokoaaM UDP n ICMP .
CoeAMHEHME MOXKET UMETh OAHO M3 CACAYIOIINX COCTOSTHUIA:

— NEW — nakert SiBASeTCS IEPBbIM AAS AAHHOI'O COCAMHEHMS

- ESTABLISHED — nakeT NpMHaAA€KUT YCTAHOBAECHHOMY
COEAVHEHUIO

— RELATED — nakeT npuHaAAEXKUT K COEAMHEHUIO CBA3AHHOMY C YKe
YCTAaHOBAEHHBIM COCAVHEHUEM

— INVALID — cocrosiHMe nmaKeTa ONPpEeAEAUTh HE YAAAOCH
[Ipumep:
iptables -A INPUT -m state --state INVALID -j DROP

4t
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ACCEPT — npuHsITh HaKeT
DROP — cOpocuth naker

REJECT — cOpocurs nmaker ¢ cooOmieHnem o0
OIIMOKe

RETURN — Bo3Bpar n3 1emnoukn

LOG — nomenraet MHQOPpMALIMIO B CUCTEMHBIN
KYPHaAA

I Ipnmep:

iptables -A INPUT -m state --state INVALID -j LOG |
--log-prefix «Strange:»
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SNAT — 3amena IP-aapeca nAu mopra uCTOUYHMKA

MASQUERADE — s4BASIETCSA YaCTHBIM CAYYaeM
SNAT-npeoOpa3oBaHus, KOTOPbIl IPUMEHSIETCS B TEX
cAyyYasix Koraa IP-aAapec moAy4aeTcss AMHAMIUYECKU OT
DHCP-cepgepa.

DNAT — 3ameHa [P-aapeca nAu mopra Ha3HauYEHUS

REDIRECT — BbIIIOAHSIET IIEpeHanpaBAEHIE TAKETOB
I TIOTOKOB Ha APYTOI ITOPT TOM K€ CAMOI MaIlliHHI.




f SNAT
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--to-source — ompeaAeaseT IP-aapec M mOpT Ha KOTOpble OYAYT 3aMEHEHBI
COOTBETCTBYIOIIIE MMOAS [TAKETA.

lcnoAb3yeTcs B TeX CAy4YasX KOTrAa TPeOYeTCs OpraHms3oBaTh BbIXOA B
UHTEPHET C KOMIIBIOTEPOB B AOKAaAbHOI ceTn. AaHHOe ImpeoOpa3oBaHue
3aMEHSET YKa3aHHbIe B nakeTe [P-aApec 1 mopT KOMIObIOTEPA B AOKAABHON CETU
Ha [P-aApec 1 mopT 11Ar03a.

AoSNAT ITocae SNAT
IPs Ports [Ps Ports
192.168.1.2 6000 10.10.103.1 20001
192.168.1.3 6000 10.10.103.1 20002
192.168.1.4 6000 10.10.103.1 20003

[Ipumep:
iptables -t nat -A POSTROUTING -o eth0 -j SNAT --to-source 10.10.103.X
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--to-ports — onpeAeAsiET IOPT UAU AMAIIAa30H OPTOB

lcnoap3yeTcss B Te€X CAyYasX KOrAa TpeOyeTcs OpraHm3OoBaTh BbIXOA B
UHTEPHET C KOMIIBIOTEPOB B AOKaAbHOI ceTn. AaHHOe mpeoOpa3oBaHue
3aMEHsIET YKa3aHHble B nakeTe IP-aApec u mOpT KOMIbIOTEPA B AOKAABHOI CETU
Ha [P-aapec u mopr 1iAro3a.

[Ipumep:
iptables -t nat -A POSTROUTING -o eth0 -] MASQUERADE
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--to-destination — ompeaeasier IP-aapec u mopT Ha KOTOpbie OYAYT 3aMEHEHBI
COOTBETCTBYIOIINE MOAS TTAKeTa.

lcnoAb3yeTcs B TeX CAy4YasX KOrAa TpeOyeTcs OpraHu3oBaTh AOCTYIl U3
UHTEPHETA K KoMmmbioTepaM B DMZ. AaHHOe mpeoOpa3oBaHue 3aMEHSET
yKa3aHHble B nakere [P-aapec u mopt komneroTepa B MlutepHet Ha [P-aapec u
IIOPT KOMIIBIOTEPA B AOKAABHOW CETH.

[Ipumep:
iptables -t nat -A PREROUTING -i ethl -j DNAT --to-destination 192.168.1.Y
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RO  10.10.103.100

10.10.103.0/24

172.16.0.0/24

DDODoaEn

C1 C2 C3 C4 C5 C6 C7 C8

192.168.Y.2/24
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#!/bin/bash

# Router configurator for 1-st of 8 network segments

echo 1 > /proc/sys/net/ipv4/ip_forward

ifconfig eth0 10.10.103.1 netmask 255.255.255.0 broadcast 10.10.103.255 up
ifconfig eth0:0 172.16.0.1 netmask 255.255.255.0 broadcast 172.16.0.255 up
ifconfig eth1 192.168.1.1 netmask 255.255.255.0 broadcast 192.168.1.255 up
route add default gw 10.10.103.100

route add -net 192.168.2.0/24 gw 172.16.0.2

route add -net 192.168.3.0/24 gw 172.16.0.3

route add -net 192.168.4.0/24 gw 172.16.0.4

route add -net 192.168.5.0/24 gw 172.16.0.5

route add -net 192.168.6.0/24 gw 172.16.0.6

route add -net 192.168.7.0/24 gw 172.16.0.7

route add -net 192.168.8.0/24 gw 172.16.0.8

iptables -t nat -A POSTROUTING -0 eth0 -j MASQUERADE

5.
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#!/bin/bash
# Client configurator for 1-st of 8 network segments

ifconfig eth0 down
ifconfig eth1 192.168.1.2 netmask 255.255.255.0 broadcast 192.168.1.255 up
route add default gw 192.168.1.1
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