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HacrpausBaem cepsepsl PPTP u NFS nHa 6a3e Linux

CeronHsi mepej CUCTEMHBIMH aJIMHHHCTPATOPAMU BCE OCTpee BCTAaeT Mpobiema obecredeHus
MOOWJIBHBIX ¥ YJQJEHHBIX TIOJb30BaTeeil TIOJHOLEHHBIM U 3aIIMIICHHBIM JOCTYIIOM K
KOpPIIOPaTUBHOM CeTH. brarogaps BCTpPOCHHOM MONNEPIKKE TYHHEIBHOTO MPOTOKOJIA «TOYKA-TOUKA»
B OINEpalMOHHBIX cucTeMax Windows, OIHUM M3 cCaMbIX MOMYJSPHBIX PEUICHUN SBISeTCS
IIOCTPOECHME 3AIIMIIEHHBIX TyHHeNnel Ha ocHoBe PPTP. Hactpoiikoil Takoro cepsepa Mbl CETOAHS U
3anumeMcs.

IIporokoa PPTP

[Tporokon PPTP (Point-to-Point Tunneling Protocol) mo3BonsieT co3maBars 3amiuiieHHbIE KaHAIBI
JUIsl 0OMEeHa JaHHBIMH IO pasnuyHbiM ceTeBbIM npoTokonam: IP, IPX wimm NetBEUI. Mx nanubie
MHKAIICYJIUPYIOTCS ¢ IOMOLIBI0 npoTtokona PPTP B makets! nporokona IP, ¢ moMomipo KOTOporo
nepeHocsaTes B 3amudpoBanHoMm Buje yepes3 o0yt cetb TCP/IP. PPTP paGoraet, yctanaBinuBas
00b1uHyt0 PPP-ceccuto ¢ mpOoTHBOIIOIOXKHON CTOPOHOM € MOMOILBIO IIPOTOKOJA TYHHEJIUPOBAHUS
cereBbix makeToB GRE (Generic Routing Encapsulation - o0mas uHkarncysmus MapmpyToB). s
mmdpoBanus Tpadpuka npumensercs nporokonr MPPE (Microsoft Point-to-Point Encryption),
UCIIONIB3Y oI MoTOKOBBIN mHGp RSA, RC4-ki1t0ur KOTOPOTO MEHSIOTCSI B TEUCHHUE CECCHH.

Cisco mepBoii peanuzoBana PPTP B cBoMX MmpoayKTax, OHa ¥ JIMIIEH3WPOBAJIA 3Ty TEXHOJIOTHIO
koprioparu Microsoft. M3-3a onmaceHuii o MOBOJy NMaTEHTHBIX MpeTeH3uil mporokoida MPPE no
HE/aBHETO BpeMEHHM B auCTpuOyTHMBax Linux OTCyTCTBOBasia MONHOIEHHAs moaaepxka PPTP.
OpnHako, HaunHas ¢ Bepcuu 2.6.13, nosBunack noiaxasa nogaepxka PPTP.

Ho ne Bce Tak maako. HecMoTps Ha momyiasipHOCTh, crnenuanucTsl Henonoomusaior PPTP mo
IpUYMHE C1a0bIX aNrOpUTMOB MApOJIbHOW ayTeHTU(UKAUIUKW U BO3MOXKHOCTH IOJyYEHUs
CECCHOHHBIX KIIIOUYeH Ha OCHOBE MOJIb30BaTeIbCKOro mapois. O0 3TOM MOXXHO MOYUTATh Ha CalTe
bproca Illnaepa (Bruce Schneier): www.schneier.com. DTOT CHEIUaIUCT 3aHUMAETCS AHAIU30M
peanuzauuu PPTP ¢ 1998 rona.

Ecnu 6v1 He BcTpoenHas nomaepkka B Windows, o PPTP, BeposiTHO, ye 1aBHO ObI Bce 3a0BLIH.
Xotd, ¢ apyroit ctoponsl, B Windows XP u Oonee mo3mnux Bepcusix Windows mpHCYyTCTBYeET
BO3MO)XHOCTh 3aMEHHUTh MAapOJIU I0JIb30BATEIIbCKUMHU cepTudukaramu, mius dtoro ¢ PPTP
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npumensiercs npotokon Extensible Authentication Protocol-Transport Layer Security (EAP-TLS).

Ycranoska cepsepa PoPToP B Linux

Opnoit n3 mnonynsapHeix peanusauuii PPTP  saBnsercs cepsep PoPToP (www.poptop.org).
N3navansHO OH HammcaH i Linux, HO 6e3 mpobieM padotaeT B Solaris 2.6, OpenBSD, FreeBSD
U JIpyTUX. DTO MEPBBIA MPOEKT, MPEJOCTABUBIINA BO3MOKHOCTH cTpouTh PPTP-cepBeps! B Linux.
OH craproBan noj pykoBojacTBoM Matthew Ramsay u konTposnupoBaics Moreton Bay Ventures
(www.moretonbay.com). B mapte 1999 rona PoPToP 6but omy6nukoBan mon nunenszueid GNU. On
coBMecTUM co Bcemu BepcusiMu Windows u HukcoBbiM PPTP-kmumentom (pptpclient.sfinet).
[TonnepxxuBaer ayrentupukammo MSCHAPv2 u mmdposanne MPPE 40 ¢ 128-6utasim RC4. Tlpu
ucnonb3oBanuu RADIUS nerko uaTerpupyercs B cet Windows.

Hacrpoiika PPTP-cepsepa B Ubuntu

B kadecTBe MCXOIHBIX JTAaHHBIX Oy/IEeM UCIIOJIb30BaTh: O(UCHBIN MHTEPHET-IILTIO3 MO YIIPaBICHHEM
Ubuntu Server 8.10. [yi1 Hauana ycTaHaBIBaeM BCE HEOOXOAMMOE:

apt-get install pptpd

Janee npuctymnaem K HacTpolike. Bc€ nocrarouno mpocto. [IepBeIM A€70M OTKpBIBAEM B PEIaKTOPe
daiin /etc/pptpd.conf 1 onuckIBaeM B KOHEI[ CIICTYIOIINAE CTPOKH:

# IP-appec PPTP-cepBepa
localip 10.0.0.1

# Avana3oH aApecoB ANs KAMeHToB PPTP-cepBepa

remoteip 10.0.0.2-254

Crenyromum 1maroM JonuckiBaeM B daiin /etc/ppp/pptpd-options cienyromniie JBe CTPOUKHU:

# TpebGyeM aBTOpPM3aLUK Y K/IMEHTOB

auth

# Wcnonb3yem wudpoBaHue

require-mppe-128

Hy u HakoHeIl OTKpbIBaeM B pemakrope (daiin /etc/ppp/chap-secrets 1 3amoaHsIeM CTpOYKaMHU BUIA:

# Ecnu nonb3oBaTenb [O/MKEH AMHaMM4ecku nony4vaTtb IP-appec
# u3 gnanasoHa remoteip B pptpd.conf:
useril pptpd 1234 e

# ECnu Mbl XOTUM MpuBA3aTb onpefenéHHblii IP K NOruHy:

user2 pptpd 1234 "10.0.0.101"

[Tocne sToro nepesamyckaem pptpd:

/etc/init.d/pptpd restart

Ckopee Bcero Ha cepBepe ctouT (aiipBoul. JJo6aBuM B CKPUNT C €r0 HACTPOMKAMHU HECKOIBKO
CTpPOK:

# Pa3pewaem npotokon GRE ana Bcex;

iptables -A INPUT -p gre -j ACCEPT

# Pa3pewaem coepauHeHune c¢ PPTP-cepBepoM ANA BceX;

iptables -A INPUT -p tcp --dport 1723 -j ACCEPT

Ha stom nactpoiika PPTP-cepBepa 3akanumBaercs. Jlns moaxmroueHus u3 noa Windows MOXXHO
BOCIIOJIb30BaThCsl MAacTEPOM HACTpoiiku ceTu. B kadectBe cepBepa ("'muio3a') HyX HO yKazaTh
BHEIIIHUM aJIpec HAILETO CcepBepa.

Hacrtpoiika PPTP-kiauenta B Ubuntu

Bo-niepBbix Hy:kHO ycTaHOBUTH PPTP-KkmnenTa:
apt-get install pptp-linux
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Bo-BTopbix co3naém (aiin /etc/ppp/peers/vpn0 cieayromero coaep aHus:

pty "pptp 192.168.2.1 --nolaunchpppd"
name useril

file /etc/ppp/options.pptp

remotename PPTP

ipparam vpno

Crieyronmm maromM paCKOMMEHTUpPYEM B aiinie /etc/ppp/options.pptp CIEAYIONIYIO CTPOUKY:
require-mppe-128

Jlanee oTkpbeIBaeM B pemaktope (aiin /etc/ppp/chap-secrets u qob6aBisieM CTPOKY:

userl PPTP 1234 "192.168.2.1"

HakoHer BbINONHSIEM KOMaHTY:

pon vpno

N Bcé paboraer. B cucreme nomkeH MOSBUTHCSA HOBBIM ppp-uHTepdetic. [IpoBeputh 3T0 MOXKHO
KOMaH0M:

ifconfig | grep ppp

Ecnu xe coennHeHus: He MPOUCXOAUT, TO MOYKHO MOMBITATHCS BHIMOIHUTH KOMaHY:

pon vpnO debug dump logfd 2 nodetach

U nocMmoTpeTh Kakue omuOKu OyayT BBIAAHBI Ha SKpPaH.

Ecmu HYXXHO I-IT06LI COCAUHCHHUC BBIMMOJIHAIOCH ABTOMATUYCCKH IIPU 3arpy3ke KOMIIBIOTECpaA, TO
HY>KHO 00aBHTh B ¢aiin /etc/network/interfaces cTpoxwu:

auto tunnel
iface tunnel inet ppp
provider vpn0O

Hacrtpoiika kianeHTcKoro coennuHenusi B Windows

Hactpoiika PPTP-coenuueHuns: MpakKTUYECKU HUYEM HE OTIIMYAETCA OT MOAKIIOYEHUS K ITPOBAKIEPY.
BrizbiBaem «CeTeBble MOAKITIOUEHUSN», BhiOMpaeM «Co3laHue HOBOTO MOAKIIOYEHUS» U CIETyeM
yKazaHusiM Mactepa. Bo Bropom okHe oTMeuaeM myHKT «[1oIK/IIounTh K CeTH Ha paboueM mMecTe» U
B ciuenywomeM — «llonkiroueHne K BHUPTyallbHOM YaCTHOM CETH», 3aT€M BBOJAUM Ha3BaHHE
MOJKITIOYCHUST M yKa3blBaeM, HEOOXOAWMMO JiIM HaOuparh HOMEp I TNPEABAPUTEIHHOTO
nofkitoueHus. Ecnu coequnenne ocyiiecTBiseTcs HanpsaMylo, To BeiOupaem «He HaGupats Homep
Ul TIPEeIBapUTENBHOIO TMOJAKIIYEHUS» W BBoaMM [P-ampec mnum ums cepBepa, K KOTOPOMY
HeoOxoauMo noakmouuThes. [locne Haxkatus kHONKH «l'0TOBO» MOXKHO MPOOOBATh MOAKIIOUUTHCS
K CEpBEpY, BBEIS JIOTUH U NIapoJib. B 3aBUCMMOCTH OT BEPCUU U HACTPOEK CEPBEPA, A TAKIKE BEPCUU
KIIMEHTCKON OMNEpallMOHHONW CHCTEMbI, BOZMOXKHO, TOTpeOyeTcss YTOUHUTh HEKOTOphIE HMapaMeTphbl
MOJIKITIOUEHUS (ITPOTOKOJ, 0053aTEIbHOCTh MU(PPOBAHUS, CKATUE U JPYTHE), I YeTO HEOOXOAMMO
BbIOpaTh «CBONCTBA» CO3/1aHHOTO COEAMHEHUSI.

NFS-cepBep nu NFS-kauenT B Ubuntu

Network File System (NFS) — 310 ceteBasi daitioBasi cuctema, MO3BOJSIONIAS MOJIb30BATENSM
obOpamarscs K (haiiyiaM U KaTajaoraM, pacroiloKEHHBIM Ha YAAJIEHHBIX KOMITBIOTEPAX, KaK €CIIH ObI
9T (ailyibl U KaTanoru ObUIM JTOKAJIBHBIMHU. [JIaBHBIM MPEUMYIIECTBOM TaKOW CHUCTEMBI SIBIISETCS
TO, YTO OTACJILHO B35ThIE pa00Ure CTAaHIIMA MOTYT MCIOIb30BaTh MEHBIIIE COOCTBEHHOTO IUCKOBOTO
MIPOCTPAHCTBA, TaK KAK COBMECTHO HCIIOJb3YE€MbIE JAHHBIC XPAHATCA HA OTAEJIBbHOW MAIMHE U
JIOCTYTIHBI JUIsSl IpyTruX MamuH B ceTu. NFS - 3T0 KIMEeHT-cepBepHOE MPIIOKEHHE. T.€. B cUCTeMe
MONb30BaTeNsl JODKEH ObITh ycTaHoBleH NFS-kaMeHT, a Ha KOMIbBIOTEpax, KOTOpPbIE
IPEIOCTaBIIAIOT CBOE JIUCKOBOE IpocTpaHcTBO - NFS-cepBep. 3nmech Bbl yBUIUTE, KaK MPOCTO
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YCTaHOBHUTb U HACTPOUTH 3TH Iporpammsl B Ubuntu Linux.

YcranoBka u HacTpoiika NFS-cepsepa

YcranasiauBaem NFS-cepBep:
apt-get install nfs-kernel-server nfs-common portmap

HactpanBaeM, kakue MMEHHO TUPEKTOPHUH MBI XOTHM OTKPBITH JIJIsi COBMECTHOTO TOJB30BAaHUS U
koMy. Bce aTo nenaercs B ¢aiine /etc/exports:

nano /etc/exports

B mnpuBeneHHOM HWXe NpUMepe s BbIICIHI JUpekTopuio /data (AupekTopus ¢ JaHHBIMH Ha
cepBepe) B COBMECTHOE MoJib30BaHUE BceM komrbiotepam ¢ [P - 10.10.103.1 - 10.10.103.255 ¢
npaBaMU YTCHHUS U 3aITHCH:

/data 10.10.103.0/24(rw,all squash,async)

Nnu eme npumep:
/home/sboronin/ 10.160.103.2(ro,async)

JIOMAITHSS TUPEKTOPHS IMOJIB30BaTeNs sboronin cTajia AOCTYMHONW B PEXUME TOJIBKO YTCHHE IS
komnbroTepa ¢ [P 10.10.103.2. Bce octaibHbIE KOMIIBIOTEPHI CETH K 3TOMY pasjeily JAOCTyrna He
HUMEIOT.

Onnun:

ro - 1paBa TOJIbKO Ha YyTeHHe. MOXKHO U HE yKa3bIBaTh, TaK KaK OHA YCTAHOBJIEHA 110 YMOJIYaHHIO.
rw - JIaeT KJIMEHTaM MPaBO Ha 3aIluCh.

all_squash — 3ameHnsTh Bcex nosb3oBaresneil Ha noap3oBarens ¢ UID=65534.

noaccess - 3arpeniacT A0CTyN K yKa3aHHOU JupekTopun. MoxeT ObITh MOJIE3HOM, €CIIU Mepe 3TUM
BbI 33/1aJ1U JIOCTYTI BCEM I10JIb30BaTEIISIM CETH K OINpeeIeHHON AUPEKTOPUH, U TEIIEPh XOTHTE
OTPAaHUYUTH AOCTYII B MOAUPEKTOPUN JIUITH HEKOTOPHIM MOJIb30BATEIISIM.

O apyrux oniust MO>XKHO OYUTATh 31ECh.

Teneppb HykHO nepe3amycTuth nfs-kernel-server:

/etc/init.d/nfs-kernel-server restart

Ecnu mocie 3Toro BbI 3aXOTUTE NMOMEHATh YTO-HUOYAb B (Qaiine /etc/exports, TO A TOro, YTOObI
M3MEHEHHS BCTYNWIN B CUITY, JOCTATOYHO 3aIlyCTUTH CIECAYIOIIYI0 KOMAaHY:

exportfs -a

Bce. NFS-cepBep ycraHoBiieH 1 HacTpoeH. MOKHO nepexoauTh kK HacTpolike NFS kinuenra.

Ycranoska u HacTtpoiika NFS-kiuenra

YcraHoBKa:

apt-get install portmap nfs-common

MoHnTHupoBaHue:

Coznaem Touky MOHTHpoOBaHHA. JlomycTuM, 3To OyAeT mamka B Balllel JoMallHed TUPEKTOPHH C
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Ha3BaHueM data:

cd ~
mkdir data

MoHTUpOBaTh MOXXKHO JBYMSI CIOCOOAMM - KaXAbId pa3 BPYUHYIO WJIH IMPONHCAB ONIUU
MOHTHUpOBaHUs B (aiin /etc/fstab. Mue Oosbllie HpaBUTCsI BTOPOH cr1oco0:

nano /etc/fstab

1 B KOHIIC OTOIMMCBIBACM CICAYIOIIYIO CTPOKY:
10.10.103.1:/data /data nfs rw,hard,intr 0 0

Bmecto 10.10.103.1:/data Bommmute IP wim wums cepBepa M mMyTh K JUPEKTOPUH COBMECTHOTO
MOJIh30BaHUSI.
Oy MOHTUPOBAHUST MOYXXHO U3MEHUTD.

3a1'II/IC3,B 158 COXpaHI/IB HU3MCHCHUA, MOXXHO MOHTI/IpOBaTI)I
mount /data
Ecnu Bce IpoIIJIO YCICIIHO, TO Ha6paB B TCPMHHAJIC

cd /data
1s

BBl yBHIETE coaepkuMoe manku /data, Haxomsmeidics Ha NFS-cepBepe. MoxkeTre mpoBepUTH
CKOPOCTh paboThI U 3aIlyCTUTh, HAIPUMEP, (PUIBM € 3TOTO pasaena.
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