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duabTpanua nakeroB (firewall-s1) Bo FreeBSD

B snpo FreeBSD BcTpoeHa BO3MOKHOCTD (DMIIBTPALIMU CETEBBIX MAaKeTOB. s yripaBieHus
¢duibTpanuei nakeToB He00X0AUMO UCIOIB30BATh CIELUAIBHOE TPOrpaMMHOE oOecrieueHue,
MO3BOJISIOIIEE aIMUHUCTPATOPY HACTpaMBaTh MapamMeTpsl puinbTpanuu. B 3aBucumoct ot
IIPEIIIOYTEHUI aIMUHUCTPATOPA, AJIs YIPABJICHHS UCIIOJIB3YIOTCS Pa3IMYHbIE IPOTrPAMMBI:

* ipfw

* ip-filter

* pf (moprupoBan u3 OpenBSD)
HecMmoTpst Ha Hanu4#e TpeX pa3HBIX MPOrpaMM yIpaBJieHUs QUIbTpALUe TaKkeToB, B
COBPEMEHHBIX BepCcUsX sapa Brl MoxkeTe ucnonb30BaTh M00YI0 U3 HUX, Tak Kak Bo FreeBSD Bce
OHHM nojJiepkuBatoTcs. Hanbosee BoctpeboBaHHOM peanu3anueit nakeTHoro puiabtpa seusercs pf,
MO3BOJISIOIINHI C y100CTBOM HCIOJIb30BATh BCE BOZMOXKHOCTH (PMIIBTPALIMH [TAKETOB COBPEMEHHBIX
anep FreeBSD.
B sToMm G10ke Oyzaer paccMOTpeHa opraHu3auuu GUIbTPalUK MakeToB U coznanue NAT
npeoOpa3zoBanuii npu nomoinu pf. JlaHHbIN nakeTHBIN GUIBTP Mpe/IaraeT UCIoIb30BaHUE CUCTEM
3alUTHI ceTel, TpaHcsauio ceTeBbix aapecoB (Network Address Translation), ynpaBienue
TpaUKOM M yIpaBiI€HUE MOJIO0COM MPOMyCKaHUs B €AUHCTBEHHOM, TMOKON U APY>KECTBEHHOM
aIMUHHUCTPATOPY CUCTEME.

ITakeTHBIN PUILTP U MEKCETEBOH IKPAH
PF pabGotaet B Mupe, KOTOpBII COCTOUT U3 AaKETOB, IPOTOKOJIOB, MOAKIIOYEHUN U TIOPTOB.
AHanu3upys NOpT UTOYHMKA WM HA3HAYEHMS], UCII0JIb3YEMBIN TPOTOKOJ U anpeca PF npunumaer
pelieHne o ToM, KyZa MpoIycKaTh MaKeT U MPOITyCKaTh JIU €ro BOoOIIe.
Taxoke BO3MOXKHA (QUIBTpaLUs IPOXOASIIETO CETEBOT0 TpaduKka, OCHOBAHHOTO Ha COJCPKAHUU
nakera, OObIYHO Ha3bIBa€MOM (PHIIbTpaLMel MPUKIIAJHOTO YPOBHS, HO 3Ta PYHKIIUS HE SBISETCS
OTIMYUTEIHHON 0cO0eHHOCTHIO PF, B 4acTHOCTH B 3TOM OOJIBIIYIO IOMOIIL MOXKET OKa3aTh
MIPOKCHU-CEpBEP squid, OMMCaHHBIN B MPEABITYIIEM OJIOKE.

Tpancasuus cereBbix aapecoB (NAT)
Hpyras Bempb, KoTopas OyAeT pacCMOTPEHA B JAaHHOM OJIOKe - 3T0 "BHyTpeHHUE" U "BHemHUE"
azpeca, "MapupyTuzupyemMble” u "He MapLIIpyTU3UpYMble". DTOT BOIIPOC HE CBSI3aH
HENOCPEJICTBEHHO C CUCTEMaMU CETeBOM 3alUThl U (PMIIBTPAIIMH ITAaKETOB, HO MbI BHIHYKICHBI
OyJileM HEMHOTO ero KocHyThcs. Bee Hauanoch B B Hayase 1990-bIX, KOT1a KTO-TO MOJACUYHUTAIL,
CKOJIBKO BCETO BO3MOXHO ToJib30BaTeneld HTepHera.
Bo Bpemena pa3pabOTKH CHCTEMBI aJipecaliii KOMIBIOTEPhI ObLITH OOJIBIITMMHE, O9€Hb JOPOTUMH H
00BIYHO 00CITY)KMBaJIU OOJIBIIOE KOJIMYECTBO MOJIb30BaTeNnel. Toraa moaKIIoueHHBIMU K CETH
OBLTH JIUIIIb YHUBEPCUTETHI U KOMIIaHUH ¢ 3aka3zamu llenrarona. [1o cytu nema 32 GutHas
azpecanys B 4 OKTETax MO3BOJIMIA Obl MOAKIIOUUTH MUJUTHAP/IBI CETEBBIX YCTPOMCTB: aKTUBHOTO
CETEBOr0 000PYI0BaHMsI, CEPBEPOB U padOUYMX CTAHIIUI 10Ib30BaTENEH.
Ho tyT cnyunnace kommepianuzanus UHTEpHET U B CETh MONAJIM COTHU ThHICSY JCIIEBBIX
MaJICHBKUX MAlIWH, B Pe3yJIbTaTe Yero aJpecHOe MPOCTPAHCTBO CTANIO TASATh C KaTaCTPOPUICCKON
cKkopocThio. J{ist pemenust 3Toil mpobiaemsl Ob11 pazpaboTan npotokou [P version 6, eciu KOPOTKO -
[Pv6, ucnons3ytomuit 128 durnyto aapecanuto. FreeBSD no ymonuanuto noanepxusaet [Pvo u
PF cnioco6en pabotarts ¢ Tpaduxom IPv6.
Kpome Toro, Heo6x01uM0 OBLII0O BpEMEHHOE PEIICHHE, TaK KaK MEePeBO/l CETH Ha HOBYIO a/Ipecaluio
3aHsAT ObI 3HAUKMTEIbHOE BpeMs. HalineHHoe pelieHue cocTosio u3 AByX yacTeil. OJHON 4acTbhio
OBLT MEXaHW3M, ITO3BOJISIONINN IMepe3anuCchiBaTh aapeca HCTOYHNKA/HAa3HAYCHHS Ha [IUTIO3E.
Jpyroii 4acTeio BBIACISINCH YYaCTKH aIpeCHOT0 POCTPAHCTBA, KOTOPbIE OYAYT UCHOIb30BATHCS
TOJIBKO B CETSIX, HETIOCPEACTBEHHO HE COeMHEHHBIX ¢ UHTepHeTOM. DTO Mopa3yMeBaeT TO, UTO B
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Pa3HBIX YaCTAX CBETA HEKOTOPbIE MAILIMHBI MOTYT UMETh OJIMHAKOBBIN aJIpeC, HO MPEXIE YEM UX
TpaduK MOMAJIET B C€Th, ITH aJipeca OyIyT OTTPAHCIMPOBAHBI MaPIIPyTH3ATOPAMH.

Ecnu tpaduk ¢ Takoro "He MapmipyTusnpyemMoro" ajgpeca 3axoTeln Obl onacts B UIHTEpHET, TO
MapIIpyTHU3aTOPHI JOJKHBI ObUTH ObI OTOPAaChIBaTh €T0, KaK MMEIOITUI HEAOMYCTUMBIHN ajpec
UCTOYHUKA. JTO - TO, UTO Ha3bIBaOT "Tpancsmueii ceteBrix aapecoB"(NAT), unorna
ynomuHaeTcst "moamena [P angpecoB", MackapaauHT WK HEUTO MOI00HOE.

VY3HaTh TUana3oHbl He MapIIpyTH3UTyeMbIX ceTeid MokHO B "RFC 1918 addresses".

Buumanmne: /[sa dokymenma onpeoensiom pabomy NAT: RFC 1631, "The IP Network Address
Translator (NAT)", oamuposanuwiii maem 1994 u RFC 1918, "Address Allocation for Private
Internets", doamupoeannuviii peepanem 1996.

PF ceroaus
C momenTa Bbixosa PF u teneps, B coctaBe FreeBSD 7.2 PF cran naketHsiM puibTpom,
CIOCOOHBIM Ha OYEHb MHOTHME BEIIH.
C onnotit croponsl, PF kiaccuduuupyet nakersl, OCHOBBIBasICh Ha TUIIE IPOTOKOJIA, TOPTA, THIIE
IIAKeTa, ICTOYHUKE WU apece Ha3HAYCHHUS.
U naxe eciiu NAT He aBnsieTcs caMoil HEOOXOIUMOM YacThbiO MMAKETHOTO (PUIIbTPA, O
MIPAKTHYECKUM cOOOpakeHusIM Bce ke B pyHkuuu PF Britouena soruka NAT.
PF cniocoGeH Ha 0OCHOBE MPOTOKOJIA, apeca U JpyTruX JaHHBIX MPOIycKaTh Tpaduk aapecaram,
TaKUM KaK yJaJI€HHbIE MAIIMHbI WM CEPBUCHBIE CITYKOBI.
Eme no nanucanus PF, FreeBSD conepsxan kox altq 11t 6alaHCUPOBKH HAarpy3Ku M THOKOTO
yrpaiieHus TpauKoM, B IOCIEACTBUM OHH ObLIM MHTETPUPOBAHBI MEX]Ly COOOM, HO B CHILY
HETPBUAJIBHOCTH HACTPOMKHU M HEBBICOKOW BOCTPEOOBAHHOCTH, TAaHHBIN (PYHKIIMOHAI OTKIIIOYEH B
anpe Generic.
B pesynbraTe 3TOr0, BCE BO3MOKHOCTH CTAHOBATCS BaM JOCTYIIHBI Ye€pPe3 OAWH €IUHCTBCHHBIN,
JIETKO YUTaeMblil ailnn koHpurypauuu, oObldHO Ha3biBaeMblil pf.conf u HaxoasMiics B
KaTajore /etc.
B nacrosmee Bpemst PF noctynen kak cocraBHas yactb FreeBSD, nauunas ¢ 5.3, PF onna u3 tpex
JOCTYITHBIX CUCTeM MakeTHOH ¢punbTpanuu, PF Taoke nocrynen B OpenBSD, NetBSD u
DragonFlyBSD.

Bkawuenue PF

Heo6xoammo BHECTH ciienyronye CTpokH B /etc/rc.conf:
pf_enable="YES" # Enable PF (load module if required)
pf_rules="/etc/pf.conf" # rules definition file for pf
pf_flags="" # additional flags for pfctl startup
pflog_enable="YES" # start pflogd(8)
pflog_logfile="/var/log/pflog" # where pflogd should store the logfile
pflog_flags="" # additional flags for pflogd startup

ITepezapyska npaBui PF:
/etc/rc.d/pf reload

Hacrpoiika ¢punbrpanun 1is padoyeii craHuuu

Tenepb MBI Hy)KJaeMcsl B HEKOTOpOM Habope mpaBmit ¢puinbTpanuu. Ceifyac MbI TPUBEIEM ITPHMEP
caMoro npoCcToro BapuaHTa, Ajid MallliHbI, HA KOTOpOﬁ HC BBITNIOJIHAIOTCA HUKAKUC CCPBUCHI,
KOTOpast MOJKIIFOYEHA K JIOKaJIbHOM ceTH win cpazy B MHTepuet. UTak, Ham /etc/pf.conf moka

6y,£[€T BBITJIAACTH TaK:
block in all
pass out all keep state

OTuUMU TpaBUiaMu OyET 3anpelieH 00l BXOAAIIMA TpapuK, pa3perieH Hall UCXOIALINN 1
NPOMYIIEH BXOASIINHA TpaduK, SABISAIOMUIACS OTBETHBIM Ha HAIIH 3arpochl. ECIIM BBI TOTOBBI K
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HUCIIOJIB30BAHHUIO TaKOT'O Ha60pa IMpaBuJi, TO 3arpyxKacM HUx:
/etc/rc.d/pf reload

Hacrpoiika ¢puiabTpanum Ha cepBepe

Jlnst HanucaHusl HECKOJIBKO 00Jiee CTPYKTYpPUPOBAHHON M 3aKOHUYEHHOM CHCTEMBI PaBuIl
(GUIBTpalluK MBI 3aIIPETUM BeCh Tpa(uK, YTOOBI BIOCIEACTBUN PAa3pPEIIUTh TOJIBKO HEOOXOIUMBIH.
Jenate 3T0 MBI OyJ1eM UCTOJB3Ys OTINUUTENbHBIE 0ocobeHHocTH PF: cricku u Makpochl.

Teneps Ham /etc/pf.conf OyaeT BBIMIAAETH CIEIYIONMM 00pa3oM:

block in all

# MaKpochl TpeGywT onpegesieHUsi nepes WUCrosb30BaHueM

tcp_services = "{ ssh, domain }"

udp_services = "{ domain }"

#Tenepb Mol MOXeM MPOJEMOHCTPUPOBATL Cpa3y HECKO/IbKO Beljeii - TO, YTO MaKpoC MOXeT ObiTb
# crnMckom M TO, 4YTO PF noHumMaeT B KayecTBe HOMepa rnopta Ha3BaHue C/AYyX6bl. WmeHoBaHue
# cnyx6 6epetrcsa u3 /etc/services.

pass proto tcp to any port $tcp_services keep state

pass proto udp to any port $udp_services keep state

Hecmortps Ha 10, uTo nporokos UDP He npeagycmaTpuBaet oOpaTHOl cBsA3M, HO PF, He cMoTps Ha
3TO, MOXKET 00paboTaTh Takue coequHeHus. Hampumep, Bbl, CKOpee BCEro, 3aX0TUTE IPUHATh OTBET
ot cepBepa umeH DNS.

ITocie BEINOIHEHHBIX U3MEHEHHUN HAM HeO6XO,I[I/IMO nepe3arpy3uTh IpaBrJIa:
/etc/rc.d/pf reload

N
pfctl -f /etc/pf.conf

Ecnu HeT HUKaKMX CUHTAaKCHYECKUX OIMIMOOK, TO pfctl He BbIIaCT HUKAKUX COOOILEHHIA.
YcranoBneHHsbIH ¢uiar -v ykaxet pfctl cnenats 6osee moapoOHbBIN BEIBOJIL.

Crarucruka u3 pfctl

B npouecce pabotsl PF Bo3MOkeH poCMOTp HEKOTOPOIl CTaTUCTHKH, 3TO JIE€IAETCS C IOMOLIbIO
ytumthl pfctl. [[ns aToro ucnonssyercs daar "-s" u Tn orodpaykaeMoit nHGOpMaIUu.

Crenyromuii mpuMep WUTIOCTPUPYET BO3MOXKHBIHN BBIBOJ YTHIINTHI pfctl:
pfctl -s info

Status: Enabled for 6 days 01:30:14 Debug: Urgent
Hostid: 0x9c6b095b
Interface Stats for x10 IPv4 IPV6
Bytes In 431807046 0
Bytes Out 40105602 352
Packets In
Passed 362534 0
Blocked 45033 0
Packets Out
Passed 285888 1
Blocked 1 4
State Table Total Rate
current entries 7
searches 1026325 2.0/s
inserts 26577 0.1/s
removals 26570 0.1/s
Counters
match 48962 0.1/s
bad-offset 0 0.0/s
fragment 10 0.0/s
short 20 0.0/s
normalize 0 0.0/s
memory 0 0.0/s
bad-timestamp 0] 0.0/s

B nepBoii ctpoke ykasbiBaetcs, uro PF paboTtaeT y)xe HECKOIBKO JHEH, OTCUET BEJIETCs CO
BpPEMEHH TOCNeNHeH nepezarpysku. pictl -s all mact Bam emie 6onee neranpuyto nHopmaruto. s
MOJyYEHHUs JONOJHUTENBHBIX CBeIeHHH, oOpaTtuTech k man 8 pfctl.
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IHpocroit mapmipyTuszatop ¢ NAT

HJISI TOrO, YTOOBI CACIaTh 3TU U3MCHCHU MOCTOAHHBIMH BHECCM CIICAYIOINEC U3MCHCHHA B

/etc/rc.cont:
gateway_enable="YES"
ipv6_gateway_enable="YES" # pna nopgpepxku ipvé

Ecnu BbI HaMepeBaeTech NMpoITyckaTh Tpaduk U3 Balleil BHYTPEHHEH ceTH HapyXKy, TO Balll

/etc/pf.conf OyeT BBITIAIETH CASAYIOMNUM 00pa3oM:

ext_if = "em@" # macro for external interface - use tun@ for PPPOE
int_if = "le@" # macro for internal interface

nat on $ext_if from $int_if:network to any -> ($ext_if)

block in all

tcp_services = "{ ssh, domain }"

udp_services = "{ domain }"

pass proto tcp to any port $tcp_services keep state

pass proto udp to any port $udp_services keep state

pass from { lo, $int_if:network } to any keep state

OO6paTuTe BHUMaHUE HA UCIIOJIb30BaHNE MAaKPOCOB JUIS OTIPE/ICIICHUS CETEBbIX KapT. B
JaTbHEHIIIEM MBI YOeAUMCS, 9TO THI HHTepdeiica He urpaet oco0oit ponu. Mcnons3oBanue
MaKpOCOB IMO3BOJISIET a0CTParupoBaThes OT THIIA UHTEpdeiica, CeTeBOW KapThl UM €e ajpeca.
OG6parute BHuManue Ha mipaBuiio NAT. B aToM npaBusiie Mbl TpaHCIHUpYyEM
"HemapLIpyTU3UpyeMble" afpeca Halllel JJOKaJIbHOW CETH B OJIMH BHEIIHUIN aJpec CETEBOIO
uHTep(delica HAIIero MapuIpyTU3aToOpa.

Hcnonp3oBanue BeipaskeHus ($ext if) mo3BosisieT HaM UCTIONB30BATh MPABIWIIO B CIIydae, €CIIH aapec
Ha3HA4yaeTcsl TUHAMUYECKH.

C apyroii CTOPOHBI, 3TO MO3BOJUT MPOXOAUTH OOJIbLIEMY TpadHKy, HEXKEIIN MOTJIO X0TeThes. Hinke

IPUBCACH IPUMED MaKpoca:
client_out = "{ ftp-data, ftp, ssh, domain, pop3, http, https, 139, 143, 445, 3128 }"

CoOBMECTHO € IPABUIIOM:
pass inet proto tcp from $int_if:network to any port $client_out flags S/SA keep state

Bamm peanbHble TOTPEOHOCTH MOTYT OTJIMYATHCS M TPEOOBATh pa3peleH s JpyTuX HOMEPOB
noptoB. Kpome Toro, y Hac umeercs B 3amace €Ie HECKOJIBKO HHTEPECHBIX MPaBUWJI Pa3peIIeHUs

Tpaq)m(a, HUX MBI ITOKA>XXEM HUXKE. HaHpHMep, AJId J0CTYyIIa K Hamleil MallIiHe 13 HHTCPHCTA 110 SShZ
pass in inet proto tcp from any to any port ssh

HUJIN TaK:
pass in inet proto tcp from any to $ext_if port ssh

Bwmecre co ciayx60it DNS mbl1 pa3pemum cityx0y cereBoro BpemeHu(NTP), koTopast ucnosnb3yercst
JUIS CAHXPOHM3AIUK CUCTEMHBIX YacoB. OTIMYUTEIbHASE 0COOEHHOCTh 000UX MTPOTOKOJIOB

3aKJTFOYAETCS] B TOM, YTO OHHU MOCBUIAIOT JIaHHbIE U 110 tcp u 1o udp. Onpeaenum Makpoc:
udp_services = "{ domain, ntp }"

U nobaBum camo paBHIIO:
pass quick inet proto { tcp, udp } to any port $udp_services keep state

OO6partuTe BHUMaHKE Ha KITI04YeBoe cI0BO quick. Ecnu makeT cOOTBETCTBYET MPaBUITy C 3TUM
KIIFOYCBBIM CJIOBOM TO IMAKCT NPCKpalacT I[aJ'II)HCI\/JIHIee IMMPOXOKACHHUE 1O LECIIOYKE IMPABUIT U K
HEMY TIPUMEHSIETCS TO ICHCTBHE, KOTOPOE yKa3aHO B TpaBuiie. Mcrnob30BaHHe KIFOYEBOTO CJIOBA
quick BechbMa ya00HO, KOTJ]a BaM TpeOyeTCs cIelaTh HECKOIBKO MPaBUI-HCKITFOUCHUH.

Buumanue: /[ nons3oBateneii Mmogemuoro coeauaenus, ADSL wiu PPP over Ethernet (PPPoE)
BHEITHUM uHTepdeiicom OyaeT tun0, BMecTo untepdeiica tTuna ethernet.
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Pemenne npo6JieM - yTWJIuThI ping u traceroute

Hanucanusiit HaMu HaOOp MpaBUII UMEET OJIUH CYIIECTBEHHBI HEIOCTATOK - HE paboTaloT
CpelICTBA AMATHOCTUKH U MOMCKA HEUCIIPAaBHOCTEN B CETH, @ UMEHHO YTUIIUTHI ping U traceroute.
OT10 He OyJIeT UMETh 3HaUeHUE 7Sl OONBIIMHCTBA BAIIMX MOJIB30BaTENIeH, 0COOCHHO pabOoTaIOMIUX C
Windows 1 TexX, KTO CUUTAET, YTO YTHINTA Ping - OMacHasi KOMaHAa | 4TO icmp JOJKEH ObITh BHE
3akoHa. Ho Bam ckopee BCero 3Tv YTUJIUTHI OYAYyT HYXKHBIL. JJIs1 yCTIETHOTO PEIMICHUS 3TO

MpOOJIEMBI BBITIOJTHUM HECKOJIBKO MPOCTHIX maros. Jlobasisiem Makpoc:
icmp_types = "echoreq"

" COOTBETCTBYIOIICC MPAaBUIIO:
pass in inet proto icmp all icmp-type Sicmp_types keep state

Ecnu BaM HE00X0MMO MOMYCKaTh U APYTUE THUIIBI iCMp MaKeTOB, TO J00aBbTE UX B MAKPOC
icmp_types.

traceroute/tracert - Ipyras KOMaH/a, KOTOpast SBJISETCS BeCbMa MOJIE3HOM, KOT/1a Balllu
MOJTL30BATENH YTBEPKIAIOT, uTo Internet He padoTaer. [IpaBmiio Hke paboTaeT ¢ KOMaHIOM tracert

Ha Bcex Bepcusax Windows:
# allow out the default range for traceroute(8):
pass out on $ext_if inet proto udp from any to any port 33433 >< 33626 keep state

Eciu B kakux-mu00 Ipyrux OMEepPaIMOHHBIX CUCTEMAaX 3TO MPABHIO HE OYJeT paboTaTh, TO BaM
NPUIETCS OTKOPPEKTHPOBATH €r0. DTO pellieHne ObUIO HalZICHO B CITUCKE pacCchUIKH openbsd-misc
U B cirydasx nipobisiem ¢ PF coBeTyro BaM 00OpaTUThLCS K apXUBY PACCHUIKH Ha
http://marc.theaimsgroup.com/.

Pabora ¢ BHyTpeHHUMHU wWeb M IOYTOBBIMH CepBepaMu

J10BOJIbHO OOBIUHOI SIBIISIETCS CUTYaLUs, KOT1a HEOOXOAMMO PEIOCTaBIATh BHEIIHUE CEPBUCHI, a
CBOOOJIHBIX MapLIPYTU3UPYEMBIX aIpecOB JApsl pa3MeEIleHHs CEPBEPOB MOMPOCTY HET, a
BBINOJIHEHHME HA OJHON MallMHE HECKOJIBKHX CEPBUCOB HE CaMO€ OE€30I1aCHOE PEIICHUE.
Mexann3msl nepeHanpasiieHus B PF 10BOIbHO MPOCTEI ¥ O3BOJIAIOT JIETKO PAa3MECTUTH CEPBEPHI
BHYTpPH JIOKaJbHOH ceTu. Eciu pa3mMecTuTh B JTOKanbHOI ceT cepsepa http, https u mouroBsIit

CCPBCPp MJIA TpHUEMa U OTIIPABKU ITOYTHI, TO 3TOT OTPE30K CIIMCKA ITPABUJI 6yz[eT BBITJIAACTD TAK:
webserver = "172.16.1.7"

webports = "{ http, https }"

emailserver = "172.16.1.5"

email = "{ smtp, pop3, imap, imap3, imaps, pop3s }"

rdr on $ext_if proto tcp from any to any port $webports -> $webserver

rdr on $ext_if proto tcp from any to any port $email -> $emailserver

pass in on $ext_if proto tcp from any to $webserver port 80 flags S/SA synproxy state
pass in on $ext_if proto tcp from any to $emailserver port $email flags S/SA synproxy state
pass out on $ext_if proto tcp from $emailserver to any port smtp flags S/SA synproxy state

OO6parute BHIMaHue Ha (IaxoK "synproxy" B HOBBIX ITpaBHiIaX. JTO O3HaYaeT, uto pf Oyzaer
MePEeXBaThIBATh BXOASIINE COSTUHEHNS U OTIPABIIATh UX HA BHYTPEHHUE CEPBEPA, BHIMOIHSIS POJIb
IIPOKCHU-CEPBEpA.

[TpaBuna, onuceIBarOIIKE padOTy ¢ AeMUIUTapU30BaHHON 30HOM(DMZ), KOr/1a ToKaabHas CeTh
OTJIENSIETCS OT CETH, B KOTOPOM pa3MEILEeHbl CEpBEPHI, HE OYIyT CUIBHO OTINYATHCS OT
BBIIICTIPUBEACHHBIX, JOCTATOYHO TOJIBKO ONPEAETUTh HHTEpQEICH JoKaIbHOM ceTu U cetu DMZ.

Taﬁ.]'ll/l]_[bl, AcJarmue Bamy KU3Hb JIerde

Tabmuma - 3To CTPYKTypa, TIIaBHBIM 00pa30M TOJIe3Hast KaK CIIUCOK MPABHII, KOTOPHIE MOTYT
YOPaBISATHCS, HE BBI3BIBAS MEpe3arpy3Ku OCHOBHOTO HaOopa mpaBwil. Mimena tabnuil Beerna
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BKIIIOUYAIOTCS B < >, IOJIOOHO 3TOMY:
table <clients> { 172.16.1.0/24, 1172.16.1.254 }

3neck B Tabmuie coaepxkatcs aapeca cetu 172.16.1.0/24 3a uckmouenunem aapeca 172.16.1.254,
4yT0 yKazaHo orneparopom !(stormueckoe NOT). Takyke BO3MOKHa 3arpy3Ka TaOIUIBI U3
BbIIeTICHHOTO (haiina, Hanmpumep /etc/clients, 3HaUeHUsI B KOTOPOM YKa3bIBAIOTCS 110 OJJHOMY B

CTpOKeE:
172.16.1.0/24
1172.16.1.254

Wwms daiina B cBOIO 04epe b UCTIONb3YeTCs, YTO0bI MHUIHMATH3UpOBaTh Tabmuiy B /etc/pf.conf:
table <clients> persist file «/etc/clients»

Torna, Hanpumep, Bel MOkeTe 3aMEHUTH OJTHO U3 HAIIMX 0oJiee paHHUX MPABUJI Ha CIEAyIIee:
pass out inet proto tcp from <table> to any port $client_out flags S/SA keep state

Hmes B pykax Takoil HHCTPYMEHT, Bbl MOKETE ONEPATUBHO U3MEHSThH IpaBUiia (GUIbTPAIIH.
Hamnpumep, nist perakTupoBaHus TabJIULBI JOCTATOYHO BOCIIOJIb30BATHCS KOMAH/IO0M:

pfctl -t clients -T add 192.168.1/16

Bbl Moriin Ob1 pelIuTh COXPaHATh KOMUIO TAOIUIBI HA IUCK, UCTIONb3YS IJITAHUPOBILUK 33JaHUN
cron. B kadecTBe aJIbTepHATHBBI, BBl MOKETE PEIAKTUPOBATh (aiii /etc/clients u 3aMEHUTh UM

HaXOJAIIYIOCS B ITAMSTH CO/IEp)KaHUe TaOJIUIIBI C JAaHHBIMHU (haiina:
pfctl -t clients -T replace -f /etc/clients

Perncrpanusi cooObITHI

PF no3BosisieT BeCTH perucTpanuio ¢ IoMOIIbI0 KIIIoueBoro ciiosa "log", yka3zpiBaeMoro mnocie

HMHTEpeCyoniero Hac npasuia. Caenarb 3TO MOKHO MPABUIIOM:
pass in log (all, to pflog0) on $ext_if inet proto tcp to $ext_if port 22 keep state

B pesynbrate 3T0ro, Bech Tpaduk, MOIXOAAIIHIA MO 3TO MPABHIIO OYIET 3apeTUCTPHUPOBAH B

dbopmare BbIBOJIA yTHIUTHI tcpdump.
tcpdump -n -e -ttt -i pflog0

Perucrpanus coOpITui - 0O4eHb MoJie3Hast (PYHKIIMS, HO OHA B JIFOOOM Ciy4yae JI0JIKHA ObITh
BbIOOPOYHOH, TaK KaK €CTh OACHOCTh HEKOHTPOJIUPYEMOTO pa3pacTaHus (ailyioB KypHaOB.
st oTcnexuBaHUs TEKyIEl ceTeBOi aKTUBHOCTH MOYKHO UCMOJIb30BaTh YTWINTY pftop.
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IHpumep Hacrpoiiku /etc/pf.conf

# Transparent proxy

#rdr proto tcp from any to any port 80 -> 127.0.0.1 port 3128

# HacTpoiika maKkpocoB ANns uUHTepdeiicoB

ext_if = "em@" # macro for external interface - use tun@ for PPPoOE

int_if = "le0" # macro for internal interface

# Paspewaem BbLIXOA U3 BHYTpPEHHeii ceTW B UHTepHeT

nat on $ext_if from $int_if:network to any -> ($ext_if)

# Maxkpochl TpeOylT onpegeneHus nepej ucrnonb3oBaHUeM

tcp_services = "{ ssh, smtp, domain, http, https, 821, 1723, nfsd, rpcbind }"
ftp_ports = "{ ftp, ftp-data }"

udp_services = "{ domain, ntp, rpcbind, 821, 1723, nfsd }"

# BnokupoBaTb BeCb OCTas/ibHOW BXOAAWWIA TpadPuk

block in all

# PaspewnTb GRE-NpPOTOKON A/ TYHE/NIMPOBAHHLIX COEAfUHEHMIA

pass quick inet proto gre to any keep state

# YueT cneuu¢ukm FTP-npoTokona

pass quick inet proto { tcp, udp } from any to any port $ftp_ports keep state
pass quick inet proto { tcp, udp } from any to any port > 18000 keep state

# TonbkKo pa3peleHHble cepBuchl no TCP n UDP

pass quick inet proto udp to any port $udp_services keep state

pass quick inet proto tcp to any port $tcp_services keep state

# PaspewnTb BeCb icmp-Tpapuk

pass quick inet proto icmp from any to any

# PaspewuTb tracert n3 Windows-kineHTOB

pass out on $ext_if inet proto udp from any to any port 33433 >< 33626 keep state
# pa3pewuTb 3anpochl K cepBepy NFS u RPCBIND

pass quick inet proto { tcp, udp } from any to port { nfsd, rpcbind } keep state
# mountd -p 883

pass quick inet proto { tcp, udp } from any to port 883 keep state

# rpc.lockd -p 884

pass quick inet proto { tcp, udp } from any to port 884 keep state

# rpc.statd -p 885

pass quick inet proto { tcp, udp } from any to port 885 keep state

# NpoToKoNMpoBaHME OTBEPrHYTHX NaKeToB

block in log all
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Bonpocsl

1. ITo kakuM OCHOBHBIM IapaMeTpaM MOKHO OCYIIECTBIIATh (PHIIBTPAIIHIO TTAKETOB?

2. Kakwue 3amaun ctosT nepes OpanaMay3pom?

3. Kakue BO3MOYXHOCTH OTKPBIBAET UCIIOIH30BaHUE TAOIHIL?

4. Kakum 06pa3om OCYIIECTBIISAETCS MTPOTOKOIUPOBAHKE TTAKETOB 7
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