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DNS

IIpocrpanrctBo umen DNS

3ona otBeTcTBeHHOCTH DNS cepBepa

[punnun paborsr DNS

C YBCIINYCHHUEM KOJIMYCCTBA KOMIIBIOTCPOB B CCTU CTAJIO HCy2106HO 06pan1aTbcs[ K HUM IIO
IP anmpecy, mosToMy KOMIBIOTEpaM Hayajid MPUCBAaUBaTh HMMEHa. llepBoHadanbHO aJIs
npeoOpa3oBaHus uMeHU KommbioTepa B [P aapec u oOpaTHo wucnosb3oBaics ¢aiin
/etc/hosts. OqHUM U3 yCIIOBUH NPaBHJIBHOTO HpPeoOpa3oBaHUS MMEH MpPHU MOMOILU 3TOrO
(baf/'ma ABJISICTCA HaAJIMYHUEC €ro Ha BCEX KOMIIBIOTEpax B CCTH, MPUYEM C OJHMHAKOBBIM
COJEP KAHUEM.

Korga B ceTH HECKOJBKO JECATKOB KOMIBIOTEPOB, CHHXpOHH3alMs ¢aitna hosts Mexay
HUMH HE BBI3BIBACT 0COOBIX mpoOsieM. Ho eciu mpeacTaBuTh cebe TO KOJIMYSCTBO MAIIIHH,
KOTOpOe celyac MPHCYTCTBYeT B Internet, TO cpa3y CTaHOBHUTCS MOHSATHO, 4YTO
ucrnosib3oBanue (haiina hosts BeI30BeT 0ueHb O0JbIIHE 3aTpyaHeHUs. [IpeacTaBpTe cede, uTo
IpU TOJAKIIOYSHUH HOBOW MAIMHBI B CETh HEOOXOAMMO OOHOBHTH 3TOT (aill Ha BCEX
MarmHax cetd. Kpome Toro, ciieyeT yuyuThiBaTh U pa3Mep 3Toro Qaiiia, B KOTOPOM Ha
KaXJIblii KOMIIBIOTEp OTBOJMTHCSA OJHA CTpoka. TO ecTh, €CliM B KadyeCTBE HCTOYHHKA
JaHHBIX JUIS TpeoOpa3oBaHUs HCIONb30BaTh /etc/hosts, To Bech Tpaduk B cetu OyaeT
HCIIOJIb30BAThCS TOJIBKO JIJISI CHHXPOHHU3AIMK 3TOr0 (aiina.

B nauane 80-x rogoB Obiia co3nana cuctemMa DNS — Domain Name System. Ota cucrema
MpeAcTaBiIsieT M3 ce0sl  pachpesesieHHylo 0a3y JaHHBIX, IMpEIHa3HAYCHHYIO IS
npeoOpa3oBaHus UMEH KoMIbioTepoB B [P agpeca u Haobopor. DNS nwuieHa He0CTaTKOB
(aiina hosts 1 MO3BOJISIET JOBOJIBHO OBICTPO OCYIIECTBIISTH TPEOOPa30BAHNE UMEH.

IIpocTtpancTtBo nmen DNS

B DNS Osuio BBemgeHo mnoHaATHe poMeHa. JIroOasgs MammmHa B CETH HAXOMUTCI B
onpeneseHHoM aoMeHe DNS.

Ber He gomkHbl myTaTh 1oMeHbl DNS u nomensl Windows. OHU HCTIONB3YIOTCS IS Pa3HbBIX
neneid. lomensl DNS npumeHstoTcst TonbKo i npeoOpa3oBanust uMeH. JJlomensr Windows
CBsI3aHBI C BOIPOCaMH 0€30TaCHOCTH.

Homennas crtpykrypa DNS sBisgercs uepapxuueckoi. Mepapxuss MMEH HauMHAeTCs C
KOPHEBOI'O JOMEHa, 0003HauaeMoro CHMBOJOM TOuYka — «.». B KOpHEBOM JoMeHe
HaXOAATCs TOMEHbI IepBOro ypoBHs. OHU MOTYT OBITh OpPraHU30BaHbI IO reorpaduIecKoMy
OpUHIUIY: Tu, ua, fi u T.1. Y o uctopuyeckoMy NpUHLUILY: TOMEHBI, KOTOPbIE U3HAYAIBLHO
ucnoasizoBanuch B CIIIA: com, net, mil u 1.1. [lanpie uayT J0MeHbl BTOPOTO, TPETHETO U
T.JI. YDOBHEH.

B DNS cymecTByeT MOHSTHE MOJHOCTHIO KBaTU(DUIIMPOBAHHOTO IOMEHHOTO HMEHH —
FQDN. Takoe uMsi COCTOUT U3 IBYX YacCTEW: UIMEHU KOMITbIOTEpPA U UMEHH JOMEHA.

Hanpumep:

«  www.specialist.ru — COCTOUT U3 UIMEHHU MAIIMHbI WWW U UMCHH JOMCHA —
specialist.ru

* cl.of.specialist.ru — umsa mammssl cl 1 ums nomena of.specialist.ru

Kaxk BHUJIHO HU3 INPHUMCPOB, NMEPBOC UMA — OTO MM MAIIHHBI. OcraBmiasicd 4acTb — 3TO
JOMCH.


http://www.specialist.ru/

3oHa omeemcmeeHHocmu DNS cepeepa

Ecnu npennonoxute, uto kaxapii DNS cepBep B IHTepHET 0TBEUaeT 3a BCE KOMIIBIOTEPHI
B CETH, TO 3TO HE HMYEM HE OTJIMYAETCS OT UCIOIb30BaHus (paitna hosts. [Toatomy DNS
BBITIOJTHEHA B BUJIE pacrnpeiesieHHon 0a3nl qanubix. Kaxaeiit DNS cepBep umeeT cBO 30HY
oTrBeTcTBeHHOCTH. OH HE OTBeYaeT 3a Bech MIHTEpHET, a TOJNbKO 32 HEOONbBIIYIO YacTh €ro.
30Ha OTBETCTBEHHOCTH — 3TO KOMIBIOTEPHI B ONPEIEICHHOM JOMEHE, UMEHa KOTOPBIX
DNS cepsep npeodpasyet B IP anpeca.
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Hampumep, DNS cepBep, oTBewarommii 3a gomeH specialist.ru mnpemHasHaueH ist
npeoOpa3oBaHusl MUMEH KOMIIBIOTEPOB, BXOJAAIIMX B A3TOT AOMeH. Ecium mocMoTpers Ha
CXeMy, TO CTaHOBHUTHLCA TMOHATHO, 4TO 3TOT DNS cepBep MoxeT mpeoOpa3oBaTh HMMEHa
komnbioTepoB: office.specialist.ru, www.specialist.ru, ftp.specialist.ru. Kommnbroreps
cl.office.specialist.ru u c2.office.specialist.ru oTHOCSTCS K IPpyroMy JOMEHY M IMMOITOMY UX
uMeHa He OynyT npeobpasoBanbl 3TuM DNS cepBepom.

lMpunyun pabomsi DNS

st Toro, 4toObl MOHATH NpUHIUI padoTel DNS Bocmosb3yemcs cxemou, MpHBEACHHOM
Boime. [Ipennonoxum, uro Bce DNS cepBepa Obutn BKIIOUEHBI OTHOBPEMEHHO U HE OTBEYAIH
HU Ha ojuH 3ampoc. [Ipeamonoxum, yto DNS cepBepa, oTBeHaromue 3a ONPEACICHHBIN
noMeH (Ha cxeme 00O3HAYeHBI KBaJApPaTOM), HAXOAATCS HAa KOMIIBIOTEPE C MMEHEM 3TOro
nomeHa. B peanbHoit s)xu3nu DNS cepBepa MOryT moaaep:KuBatTh cpazy HECKOJIbKO JTOMEHOB
OJIHOBPEMEHHO U pacloyaraThCs B JII0OOM MECTE CETH.

Paboras na mammne cl.specialist.ru, B Opay3epe Habupaem wWww.stroy.com.ua 1 HaxKuMaem
Enter. [{ns Toro, uTo661 Opay3ep cMOT mociaTh akeThl Ha cooTBeTcTBYyOmuii WEB cepsep,
eMy HeoOxoaumo moiyuuTh [P ampec atoro cepBepa. OH oOpaTuThes K KiaueHTy DNS,
HaxOJSAIIEMYCsl Ha TOM K€ KOMIIbIOTEPE, a KIueHT ooparutcs kK DNS cepBepy, Ha paboTy ¢
KOTOPBIM OH HACTPOECH.

[Mpenamonoxum, yro DNS cepBep, 00CTyXHBAIONUK HAIIETO KIMNCHTA HAaXOIUTCS Ha
MamHe specialist.ru. iIMeHHO Ha 3TOT cepBep MONUIET MEepBbIN 3anmpoc Hall KiaueHT (mar 1
Ha cxeMme). [lockonbky MammHa wWww.stroy.com.ua HE BXOJIUT B 30HY OTBETCTBEHHOCTH
DNS cepBepa specialist.ru, 3ToT cepBep HE MOXKET JaTh OTBET HAa BONPOC KIHEHTA U
obpatuthcst kK DNS cepBepy, oTBedaromemMy 3a KOpHEBOM IOMEH (Iar 2 Ha cxeme).
KopneBoit DNS cepBep Toke HE OTBEYaeT 3a MalUHBI JOMEHa Stroy.com.ua U HE MOXKET
naTh OKoOHuartenbHbIM oTBeT. Ho 3TOT cepBep 3nHaer IP aapec m umsa DNS cepsepa,
OTBEYAIOIIEero 3a JoMeH ua. M oH Bo3BpallaeT 3TU JaHHbBIE HamleMy cepBepy (mar 3 Ha
cxeme).



Crnenyrommii 3anpoc O0yner nmocian DNS cepBepy, oTBedaromiemMy 3a JoMeH ua (mar 4 Ha
cxeMe). Ho m OoH He MoXeT AaTb HaM OTBET Ha Hall 3alpoc, T.K. HE SBIAETCS
OTBETCTBEHHBIM 3a JoMeH stroy.com.ua. Ho on 3nHaer IP anpec m mma DNS cepsepa,
OTBEYAIOLIETO 3a JIOMEH cOm.ua ¥ BO3BpallaeT HaM TH 3HaueHus (1uar 5 Ha cxeme).

Ham DNS cepsep nocsinaer 3anpoc Ha DNS cepBep, oTBeuaronuii 3a JomMeH com.ua (mar 6
Ha cxeme). Itor DNS cepBep He sSBIsSETCS OTBETCTBEHHBIM 3a JJOMEH stroy.com.ua, HO eMy
m3BectHbl [P agpec m mmsi DNS cepBepa, oTBewaromero 3a JoMEeH stroy.com.ua U OH
CaMOCTOATENFHO TMOChUIAeT 3ampoc Ha OSTOT cepBep (mar 7 Ha cxeme). [loyemy oH
CaMOCTOSITEIIbHO HIeT MHPOPMAIHIO, OYIeT paccKa3aHO HUXKE.

[Tockoneky DNS cepBep oTBeuaeT 3a JOMEH stroy.com.ua, OoH Bo3BpamaeT I[P aapec
MamuHbl www (tar 8 Ha cxeme). O1oT I[P agpec Bo3Bpaiaercst Hamemy DNS cepBepy (1ar
9) u oH Bo3Bpamaer ero kiueHrty (mar 10).

Kammpyromue DNS cepBepa

ITo cratuctuke Ha onHoit WEB cTpanuuke B cpeaHeM HaxoAguTcst 0koJjio 15-tu kapTuHok. 1
€CJIM INPEANOJI0XKNUTh, YTO MBI HUcronb3yeM cTapbli WEB Opaysep, He mojnep:kuBarouinil
npotokonr HTTP Bepcuu 1.1, To Ha Kaxkayr KapTHHKY OyAeT (OpMUPOBATHCS OTIACITHHBIN
3anpoc. [Ipouszoiiger okono 15-tu 3ampocoB k Hamemy DNS cepBepy u Bcs mpolenypa
onpenenenus [P aapeca OyneT moBTOpATHCA MpU KakaoMm 3ampoce. Ecmu Obl Bce ObLIO
WMEHHO TaK, KaK ONUCAHO BBIMIE, TO MMOJABISIONIAs YacTh HHTEPHET Tpaduka cocTosaa Obl
nu3 DNS 3anpocos.

Jlnst Toro, 4toOBI HE BO3HUKAJIO MPOOJIEM C MOBTOPSIONIMMHUCS 3ampocamu, Bce DNS
cepBepa SBIAIOTCS K3MWHUpyommMu. Ham cepBep momecTuT HMHGOPMAUUI0 O MAaIIMHE
www.stroy.com.ua B CBOW JIOKaJbHBI K3II M TMpPHU CIEAYIONIEM 3alpoce BBIIACT
uHPOpPMAIMIO U3 JOKaNbHOro k3ma. Kpome Toro oH momectutr B K31l OTBeThl DNS
cepBepoOB, 0003HAUCHHBIX HA CXeMe HoMepamu 2, 3 u 4.

Bpems xpanenus nHpopManuu B K311 cepBepa 3aBUCUT OT HACTPOEK 30HbI. B GonbpmMHCTBE
CJIy4aeB OHO COCTaBJIISIET OKOJIO CYTOK.

PexypcuBHble u He pekypcuBHble DNS cepBepa

Ecnu mocMoTpeTh Ha MPUBEJEHHYIO CXEMY, TO MOXHO OOpaTUTh BHUMaHHUE Ha pas3jinyue B
noBenenuu DNS cepBepos 2, 3 u 4. [lepBbie ABa cepBepa BblIaBaId HHPOPMAIUIO TOIHKO O
HIKectosmux B uepapxuu DNS cepBepax. A cepBep 4 cam obpatuiics 3a uHGoOpManmei K
cepsepy 3.

IlepBbie faBa cepBepa SBISAIOTCS HE PEKYPCUBHBIMH, a cepBep 4 pEeKypCHUBHBIM.
PexypcuBHbBIE cepBepa MBITAIOTCS CaMOCTOSITEIBLHO BBINOJHUTH BCE IIArd MO TOJIYYEHUIO
UHTEpecyrolle nHpopmalui, He PeKypCUBHBIE BBIJAIOT TOJBKO MHGOpPMAIMIO O 30HE, 3a
KOTOPYIO OHU OTBEYAIOT WIIH HHPOPMAIIUIO HAXOISIIYIOCS B UX KOIIL.

DNS cepBepa, oTBeyaroniye 3a JOMEHbI IEPBOTO U BTOPOTO YPOBHSI, OOBIYHO SIBISIOTCS HE
PEKYpPCUBHBIMH, ITOCKOJIbKY UM MPUXOJUTHCS 00pabaThiBaTh OOJIBIIOE KOJTUYECTBO
3anpocoB. Hampumep, DNS cepBepa, oTBeuaroniye 3a KOpHEBOK TOMEH, 00padaThIBalOT
oxo0s10 20000 3anpocoB B CEKYHIY.

DNS cepBep, 0603HaueHHBIN Ha CXeMe 0]l HOMEPOM 4, TOXKe MOXKHO clieaTh He
pexkypcuBHbIM. byner nu Bamr DNS cepBep peKypCHUBHBIM UM HE PEKYPCHUBHBIM 3aBUCUT OT
TOTO, KaK Bbl €I0 HACTPOUTE.

DNS cepBepa, obciyxuBaromue 3anpockl kiaueHToB DNS, 00s3aTenbHO JOMKHBI OBITH
PEKYPCUBHBIMHU Il 3allpOCOB KJIMEHTOB, MOCKOJIbKY KiIHeHTl DNS He noHumaroT
nepecslIok Kk 1pyruM DNS cepsepam.

DNS cepBep, KOTOpbI OyAeT paccMaTpUBaThCS Ha HalleM Kypce, MO3BOJISIET C/esaTh Tak,
YTO JJisl 3alpOCOB BHYTPEHHUX KIMEHTOB DNS oH OyaeT BBINISAETh KaK PEKYPCUBHBIM
cepBep, a Ul BHEIIHKUX 3alIPOCOB KaK HE PEKYPCHUBHBIN.
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ABTOpI/ITeTHLIe H HE aBTOPUTETHBIC OTBETHI

[Ipennonoxxum, yto DNS cepBep, oTBedaromuii 3a JOMeH stroy.com.ua, IO KaKUM-JIHOO
npuunHaMm He aoctyneH. Torma DNS cepBep 4 He cMOXeT MONY4YUTh HMH(MOpPMAIUIO O
MallMHE WWW.Sroy.com.ua ¥ II0 HMCTEUYEHHH HEKOTOPOrOo BPEMEHH, OTBEIECHHOIO Ha
3a1poc, BEPHET HaM OTPHULIATEIbHBINA OTBET — MallliHA WWW.S{roy.com.ua He CyIECTBYET.
Ota uHpopMaIys MonajeT B K31 HAalllero cepsepa U OyeT BbllaHa KIUCHTY.

Tenepp mNpennongoXuM, 4YTO UYEpe3 HEKOTOpPbIM MpPOMExXyTOK BpemeHu, DNS cepsep,
OTBEYAIOIIINI 3a JOMEH Stroy.com.ua, CTaHeT JOCTYIIEH M HaYHET OTBe4aTh Ha Bonpockl. Ho
MMOCKOJIbKY MH(OpMaIUs YK€ XPaHUThCS B KOIIIE HAIIETO CepBEpa, B CPEAHEM B TCUCHUU
CYTOK Halll cepBep OyJeT Bbl1aBaTh OTPULIATEIbHBIE OTBETHI KJIUEHTaM.

Yro0Bl TakKoit CUTyallui HC BO3HHKAJI0, PEKOMCHAYCETCA HCIIOJIB30BATh AOIOJTHUTCIBHBIC
DNS cepBepa, noagepxuBatomve Bam goMeH. Ha cxeme Takue cepBepa 000O3HAYEHBI
cumBoiioM S. Cepsepy 4 m3BecTtHsl Bce DNS cepBepa, oTBedaronue 3a JOMEH stroy.com.ua
U, €CJIM cepBep 5 He OTBEYaeT Ha 3ampockl, cepBep 4 obpaTutbes k Ipyrum DNS cepsepawm,
OTBE€TCTBCHHBIM 3a JJOMCH.

CepBep 5 HaszweiBaeTcs riaBHBIM (master) DNS cepBepoM. JlomosHUTENbHBIE CcepBepa
Ha3pIBatOTCs mogunHeHHBIMEH (slave) DNS cepBepamu. Bce wu3MeHeHUs B JIOMEHE
ONMKCHIBAIOTCS TOJIBKO Ha master cepBepe, Ha slave cepBepax wuHboOpMaIus
HEIOCPEJICTBEHHO HE PEAAKTUPYETCS, OHU MOJIy4aloT €€ ¢ master cepsepa.

Korna xnmuent DNS monyuaeT mH(pOpManuio ¢ aBTOPUTETHBIX CEPBEPOB — master Win
slave, 3TOT OTBeT Ha3bIBaeTCs aBTOPUTETHBIM. Ecnu uHpopManus mnonxyyeHa u3 Ki1l, TaKoi
OTBET HA3bIBAETCSl HE ABTOPUTETHBIM.



Bomnpocsl

1. K xakoMy JOMEHY MPUHAAJIEKUT MalllHHA WwWWw.any.com?

2. Moxet nu onuH DNS cepBep noanep’uBath HECKOJIBKO JOMEHOB OJTHOBPEMEHHO?

3. Moryt nu kauentsl DNS pabortats ¢ He pekypcuBHbIME DNS cepBepam?

4. Broi coznaete DNS cepBep npeanpusitusi, moaaep>KUBAIOIINI Balll TOMEH U
00CITy ) KMBAIOIIMI BHYTPEHHUX KIMEHTOB. MOXKHO JI CAENaTh TaK, YTOOBI OH JIJIsi BHEIITHUX
3a1mpocoB OB HE PEKYPCUBHBIM, a JUISI BHYTPEHHUX PEKYPCUBHBIM?

5. OO0s3arenbHO 1M Hanmu4ue slave cepBepoB, KOTOpbIe OyAyT MOIAEPKUBATH Bally 30HY?



DNS cepsep BIND

Cepsep BIND (Berkeley Internet Name Domain) — Hau6osee nomymsipasiii B UNIX DNS
cepBep. On pacnpoctpansercss opranuzamnueir ISC (Internet Software Consorortium) B
UCXOMHBIX Konax. [locraBnsercs co Bcemu nuctpudytuBamu UNIX.

BIND 6511 co3nan B 1985 rony Kesunom Jlannanom (Kevin Dunlap). Ha nanubiif MOMeHT
ero mocieanss Bepcust — 9. OH moaepKUBaeT BCE OCHOBHBIE 0COOCHHOCTH cUcTeMBbl DNS,
a TaKXe BCE HOBUHKH, KOTOPBIE ObLTH JOOABIICHBI B MTOCIEIHEE BpEMsI, TAKHE KaK:

* noauepxka Ipvé
e DNSSEC
e TSIG

* nojjepxKkKa pacuipeHHoro nporokosa DNS — EDNSO

Oco60 xouercs oTtmetuTh nomaepkky EDNSO cepsepom BIND. B pacmmpennom
IIPOTOKOJIE J00aBjI€HAa BO3MOXKHOCTb HCIOJIb30BaHUs MpoTokonsa TCP He Tonmpko s
nepeaayu 30H, HO M JUIsS TIepe/iadu 3alpocoB, B TOM 4YHCIe U ¢ HUGPOBBIMU MOAMHUCIMHU.
Kpome ToOro, mnopaep:kuBaercsi WHKpPEMEHTaJbHAas IMEpPEChbUIKa 30H U JIUHAMUYECKOE
ob6nosyenue 30H (st DHCP cepBepoB).

BriloyeHue noaepKKH J0MeHa

Konduryparmmonnsie ¢aiinst cepsepa BIND

[MoansTue moanepxkku qomeHa any.com Ha DNS cepsepe
npernojaBaTens

HNanwueiimee n3ydenue DNS cepsepa BIND Oyaet mpoucxoauTh ciienyromum o0pa3om:

1. Cnauana mperogaBaTelb OOBSICHUT, KaK IMOJHATH MOJACPKKY IOMEHa any.com.
Howmen Oyner noausat Ha DNS cepsepe npenogasateins. Ilpu 3Tom OynyT noka3aHsl
BCe KOH(UTYpaloHHBIe (Qailyibl 1 BCE M3MEHEHUS, KOTOpbIe OyIyT BHECEHBI B 3TH
Gaitnbl.

2. Tak ke OyayT TmoOKa3aHbl IporpamMmbl  JJid  NPOBEPKM  CHUHTaKcHca
KOH(UTYpalMoHHBIX (paiiioB, 3amyck u padora ¢ nemonom DNS cepBepa — named.

3. 3areMm ciymaTensm OyIyT JeJerupoBaHbl IpaBa Ha MOJJOMEHbI B JOMEHE any.com
U Ha OTAENBHOMN J1abopaTOpHON paboTe OHM CaMOCTOSITENIEHO MOJHUMYT MOJAECPKKY
ATUX JIOMEHOB Ha CBOUX CEpBEpax.

4. Tlocne 3amycka DNS cepBepoB Ha MammHax ciymareiled OyayT paccka3aHbl
paznuuHble acriekTsl npuMeHeHus DNS cepsepa BIND B pa3nuuHbIX cUTyalusX.
Kondurypaunonnsie paiiasl cepsepa BIND

OcHoBHOH KOH(}UT'YpannoHHBIH (aiin — named.conf

daiin onrcaHns 30HBI

OcHOBHBIM  KOH(UrypauMOHHBIM  ¢aiiom  cepBepa  BIND  saBnsercs  daiin
/etc/namedb/named.conf.

. Kpome ¢aiina named.conf, ncnonps3yroTcst JOMOIHUTENbHbIE KOH(PUTYpAITMOHHBIE (PaiiIIb:
*  OMNHUCaHUS 30H
*  ONMCaHUsA KIOYeH

+  (aiisbl TOICKa30K



named.conf

B ¢aiine onpenenstoTcs OCHOBHEIE
KoH(¢urypannosHsie napamerpsl DNS cepsepa u
30HbI, KOTOPBIE OH MOJIJCPKUBALT.

WHCcTpykunu, npuMeHseMble B (aiine:
*include

*options

eacl

*zZone

*view

U IpyTHe.

B ¢aiine named.conf onpeznensitorcss ocHOBHbIE napameTpsl cepsepa BIND, a Tak ke 30HHBI,
KOTOpBIE€ OH MojjepKuBaeT. B daiine MoxHO ucnonab3oBaTh KoOMMeHTapuu B ctuie C/C++
u shell script:

/* 3TO KOMMEHTapwuii, KOTOpbLIii MOXHO pacnofaraTb Ha HECKOJIbKUX CTpoKax */

// KommeHTapwii Ha OopHOIi CTpoKe.

# KomMeHTapuii Ha OAHOW CTpoOKe.

®ain cocTouT u3 PIHCprT(I.[PIﬁ. Ka;xz[a;{ HHCTPYKIUA HAYUHACTCA C KIHOYCBOTO CJIOBA,
onpeaciadrmero €€ TUII W OO0JDKHA 3aBE€pHIATBCA CHUMBOJIOM  ((». Ecan napaMeTphl
HHCTPYKIUHU HC MMOMCHIAOTCA HA OAHY CTPOKY, UX HCOGXOI{I/IMO 6paTB B (I)I/IprHBIC CKOOKH:
{m}.

CHUCOK NOIEP)KUBAEMBIX UHCTPYKIMH TIPUBEIEH B Ta0uIe':

Hucmpyxyus Onucanue

include [MoxkmoyaeT BHEIHUH (haiii

options Omnpepnensier riaodanbHbIe TapaMeTpsl cepepa BIND

key Omnpenenser napaMeTpsl ayTeHTHPUKALINN

acl OmnpenensieT CIUCKU yIPaBICHH

zone OmnpenensieT 30Hbl, NOAICPKUBAEMBIE CEPBEPOM

controls Omnpepnensier, kak yrunuTa rndc OyneT ynpasiirh
cepsepom BIND

logging Omnpenensier KaTeropuu KypHaJIbHBIX COOOIIEHU 1
KaHaJIbl UX paclpoCTpaHEeHUs

view Omnpepensier npeAcTaBIeHNE IPOCTPAHCTBA HMEH

B MHCTpYKIHUAX TOCTATOYHO 4acTO HEOOXOAUMO ONUCKIBaTh [P agpeca mammH u ceTen.
Hrxe npuBeneHbl BO3MOKHBIC BADUAHTBI UX 3aIIUCH:

* [P anpec. Hanpumep, 178.11.201.64
* Anpec ceTu ¢ Mmackoi moaceru. Hampumep, 193.16.18/24
* Vms paHee onpeaeseHHOro CucKa KOHTPOJs gocTyma (acl)

* OmnepaTtop oTpuLaHus — «!»

1 Tlomusrlii crircok omnmuit cmotpute: man 5 named.conf
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HNucTpykuus options

[Ipu nomouy MHCTPYKIMH Options 3aat0Tcs riao0aabHble MapaMeTphl cepBepa
BIND.

options {
napaveTp;
napaveTp;
+i
Huxe IMPUBCACHBI HCKOTOPBIC MAPAMETPLI, ONIPCACTIACMBIC B UHCTPYKIIUU OptiOl’lSZ
ITapamemp Onucanue
directory OmnpepnensieT AMPEKTOpHIO, B KoTopoii cepep BIND Oyner

HCKaTh (DalJIbl OMMCAHUS 30H M CO3/IaBaTh Pa3InYHBIC
JIOTIONTHUTENbHBIE (aiiinbl. OOBIYHO ITOT MapaMeTpP CChITIACTCS
Ha JUPEeKTOpHIO /var/named.

IIpumep:

directory «/var/named»

notify yes[no Ecnu napamertp notify paBeH yes, To Ipu U3MEHEHUN
OIMUCaHUsI 30HBI OYAyT MOCIAHbI YBEIOMIICHUS BCeM slave
DNS ceppepam. 3HaueHHE 10 YMOIYAHHIO — YeES.
IIpumep:

notify no

also-notify address ITpu nomomu 3Toro napamerpa onpenensarorcs DNS cepsepa,
KOTOpbIE HEOOXOIMMO YBEJOMUTH IIPH W3MEHEHUH 30HBI.
Slave DNS cepBepa B 3TOM CITUCKE YKa3bIBaTh HE HAJIO.
3HaueHHE 110 YMOJIYaHHUIO HE ONpEeesIeHO.

IIpumep:
also-notify { 193.12.20.1; 193.12.38.200; };

recursion yes|no [Mapamerp onpenensier, Oyzaer nu cepep BIND
PEKYPCHUBHBIM CEpBEPOM. 3HAUCHHE MO0 YMOJIYAHUIO — YES.

IIpumep:

recursion yes

allow-recursion address OTOT mapameTp ONpeAenseT afpeca MAIIUH WU CeTeH, s
koTopeix cepBep BIND Oyzer BeicTynaTs B poiu
PEKYPCUBHOTO cepBepa. 3HauU€HUE 110 YMOTYaHHIO He
OIIPEICIIEHHO.

IIpumep:
allow-recursion { 193.12.13.240; 194.12.34/24; },;

listen-on port mopr list [MapameTp mo3BoIIsIeT ONpeAEIUTh, Ha KAKOM HHTepdelice n
nopty OyJleT CiylIaTh 3alpockl cepBep. 3HAYCHUE 110
YMOJYaHHUIO: Bce UHTEpdeichl, mopt 53.

IIpumep:

listen-on { 5.6.7.8; };

listen-on port 1234 { ! 1.2.3.4; 1.2/16; };

allow-query agpeca ITapameTp onpeznensier, ¢ KaKux agpecoB MOKHO MOCHIIATh
3aIpOChl HAllIeMy CepBepy. 3HAaUYEHUE MO0 YMOTYAHHIO:
paspelieHsl Bce agpeca.

IIpumep:

allow-query { 1.2.3.4; 10.10.100/24; };
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allow-transfer agpeca ITapameTp onpezensier, Ha KakKue cepBepa pa3pelieHbl
30HHBIE MEPECHUTKH. 3HAYEHUE M0 YMOIYAHHIO: TIEPECHUTKH
paspelieHsl BCEM CeEpBEpaM.

IIpumep:

allow-transfer { 1.2.3.4; 10.10.100/24; };

blackhole agpeca [TapameTtp onpeznensier agpeca cepBepoB, 3alPOChl OT
KOTOpBIX OyIyT Bcerna urHopupoBathes. Cepsep He Oynmer
MIOCBUIATh UM CBOH 3aIPOCHl. 3HAYEHHE 10 YMOIYaHUIO:
CIIUCOK HE OIpe/IeIICH.

IIpumep:
blackhole { 1.2.3.4; 2.3.4.5; };

Hucrpykuus acl

ACL — cnucok ympasieHus: 1octynoM. [Ipu moMomm HHCTPYKIMH acl MOXKHO OIpeneInTh
CIIMCOK YaCTO HCIIOJIB3YyEMbIX IP aapeCoB U MPHUCBOUTH €EMY UM, HA KOTOPOEC B HaHBHeﬁmeM
OyAyT CCBUIKM B TapaMeTpax APYTUX MHCTPYKIHM.

acl wma {

3/1IEMEHTbHl CMNMUCKa,
};

Omnpenenenue acl JODKHO NPOMCXOIUTH A0 TOTO, KaK €ro UMs OyJeT HCIOIb30BATHCS B
napameTpax.

CyIIecTBYIOT YeThIPE 3apaHee OMpPe/ICICHHbBIX CIHCKA:

* any — COOTBETCTBYET BCEM y3JiaM

* localnets — COOTBETCTBYET BCEM y3JIaM JIOKAIBHOM CETH
* localhost — cooTBeTCTBYET CBOEMY KOMITBIOTEPY

* none — He COOTBETCTBYET HU OJHOMY Y31y

HpI/IMep ONIpEaCICHUA acl:
acl internal { 1.2.3.4; 2.3.4.5; 10.10.100/24; 192.168.0/24; };

MHCprKU‘MH Zone

NucTpykiua mnpeaHa3HauyeHa A1l ONMMcaHUA 30H oTBeTcTBeHHOCTH DNS cepmepa. [ns
KaXJI0To mnojajepxuBaeMoro ceppepom DNS nomeHa HeoOXoaMMO NHcaTh OTIAEIbHYIO
UHCTPYKIUIO ZOne.

[TapameTpsl, wHCHONB3yeMble B HWHCTPYKIMH, 3aBUCAT OT THUNA 30HBI. THUIl 30HBI
orpesensieTcsl Ipy MOMOIIM mapaMeTpa type.

[Ipumep onncanus 30HBI:
zone «uma gomeHa» IN {
type TUN_30HdhI;

napamMeTpbl 3O0HbI,

+i
B Tabnuiie nepedrcieHbl BO3MOXKHBIE TUIIBI 30H.

Tun Onucanue

master Onpenensier master 30Hy

slave Omnpenenser slave 300y
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Tun Onucanue

hint Omnpenensier 30Hy MOJICKa3Ky

forward Ornpenensier 30Hy nepeaapecauu

Bce BollenepeuncieHHble TUIBI 30H OyIyT pacCMOTPEHBI HUXKE MPU OMHCAHUU MOJHATHUS
MOAAEPKKM JOMEHA U IPU PaCCMOTPEHHMM Pa3IuWyHbIX ciiydaeB npumeHeHuss DNS cepsepa
BIND.

dainn onncaHus 30HbI

CrnennaiabHble CHMBOJIbI
JAupeKTHBBI

3anucu:

*SOA

*NS

‘MX

A

*CNAME

*PTR

U pyTHe

OcHoBHast nH(OpMaIKs 0 KOHKPETHOM JIOMEHE pacriojaraercs B (aitie onucanus 30Hb1. B
HEM OIMCBIBAIOTCS TaK HAa3bIBAEMBIE «3aIIMCU O pecypcax», KoTopsle onpeaensatorcs B RFC:
882, 1035, 1183, 2065, 2181, 2308 u 2535.
B (aiine onucanus 30HBI MOKHO UCIIOJIB30BaTh CIEAYIONIUE CIICIUATHHBIE CHMBOJIBI:

; — KOMMEHTapui.

@ — Wmsa tekymero paomeHa. bepercs nmb0 W3 WHCTPYKIHMH Zzone, JTUO0O
omnpeaensercs B ¢aitie onucanus 30HbI TupekTHBOM SORIGIN.

() — Pa30uBKa JaHHBIX HA HECKOJIBKO CTPOK.
* — HCMONB3YETCS TOJNBKO B IMEHAX MAIIIUH U JOMEHOB.

JAMpeKTHBbI
B (aiine onucanus 30HbI MOKHO HCIIOJIB30BATh CIIEIMANIbHBIE JUPEKTUBBI:

$TTL Bpems — onpenenser BpeMs xu3HM 3anuceit B ka1 DNS cepsepa 11 Bcex
3aIUCcer 30HbI

SORIGIN nomMen — omnpeaenseTr uMs TIOMeHa, MOICTABIIEMOE BMECTO CUMBOJIA (@),
WJIM TIOJICTABIISICTCS B KOHIIC HE TIOJHOCTHIO OMPEICICHHOTO UMEHU KOMIThIOTEpa
WA TOMEHA

SINCLUDE ¢aiin— noaxinrodaer BHEIIHUE (Hailiibl

SGENERATE nmapamerpsl — npeHa3HaueHa JUIsl CO3AaHus HAaOOPOB MOX0KHUX
3anucen

Ocobennoctn Hanucanusi FQDN nMeH B daiiiax onucanus 30HbI

B ¢aiinax onucanust 30HBI. TOJIBKO B (haiimax ommcanus 30HbI! [Ipy ykazaHUM TOTHOCTHIO
KBaJIM(UIUPOBAHHOTO TOMeHHOro nMeHu MamuHbel (FQDN) miu nmosHoro MMeHu JOMEHa.
TpeOyeTcs IBHO yKa3bIBaTh UMl KOPHEBOTO JOMEHA — «. ).

Hanpumep, eciu Heobxomumo ykazath FQDN uMs mamumHbel master.any.com B daiine
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OTIMCAaHWs 30HBI, €r0 HEOOXOIUMO OIMUCHIBATH CIEAYIOMIUM 00pa3oM:

master.any.com.
O6paTI/ITC BHUMAHUC HA TOYKY B KOHIIC UMCHHU — 3TO ABHOC YKA3daHUC KOPHCBOI'O JOMCHA.

Ecnu B kOHLIE ”MeHM TOUKHM HET, TO DNS cepBep aBTOMaTHYECKHU MOJACTABUT UMsI TEKYILErO
noMeHa (ums 6epercst TMO0 U3 UHCTPYKIMH zone, KOHPUTypanrnoHHOro ¢aitia named.conf,
oo onpenensercs npu nomoinu aupektuBbl SORIGIN).

Hanpumep, ecnu Texkymuii nomen any.com. W ecnu B (aiine ommcaHus 30HBI €ro HUMs
HamucaHo 0Oe3 TOoYkM — master.any.com, To B pesyiabrate DNS cepBep mojacTaBuT
cieayrouiee 3HaueHue:

master.any.com.any.com.

Haubonee pacnpocTpaHeHHast omuOKa mpu co3qaHuu (haiisia OmucaHus 30HbI — 3TO
OoTCyTCTBUE TOUKHU B KOHIle FQDN.

3anucu o pecypcax

dopmMar 3anucu MOKHO MPEICTaBUTh CIETYIOIMINM 00pa3oM:

[uma_komnbioTepa|umsa_poveHa] [ttl] [knacc] Tun napameTpbl

HepBoe — OTO HMMs MallMHBI WJIX AOMCHA. YTo MMEHHO NHCATh B ATOM IoJa¢€, 3aBUCUT OT
TuMna 3anucu. Ecam 3To II0JIe OCTaBUTH IMIyCTbIM, TO €0 3HAUYCHHUC 6epeTc;1 nu3 HpGI[LII[ymeI
3aIIuCH.

Ecau BBl He ykas3plBaeTe MEpBOE IOJie, TO B Hadale CTPOKH O00s3aTeNIbHO JIOJDKEH
MPHUCYTCTBOBATH JMOO CUMBOJ Ipobena, Tudo Tabynsauuu.

Bropoe mnone — Bpemsa ku3HuM 3anucu B K3 DNS cepBepa. 3HaueHue mous
yCTaHaBIUBAeTCs B CeKyHJaX. Eciu mone He ompeneneHo, ero 3HaueHue Oepercs u3
3HAYCHUA 1O YMOJIYAHUIO IJI )IaHHOI>'I 30HBI.

Tpetrbe none — ki1acc cetd. MOXHO UCIIOJIB30BaTh CIEAYIOIIME KIACChl CETEM:
* IN — Internet (3HaueHUE O YMOITYAHUIO
* CH — ChaosNet. B HacTosiiiee BpemMsi HE UCTIONIb3YyeTCS.

* HS — Hesoid — nundopmarmonHas ciry»xo0a, sBJIsitomascs HaacTpoikoi makera BIND.
Hcnonw3yercs kpaitHe peliko

Tun 3amucu — 3TO 3ape3epBUPOBAHHOE CIOBO. OCHOBHBIE THUIIBI 3alMCEH NPUBEICHBI B
Tabnuie.

Tun Onucanue
SOA Omnpenenenne mapamerpoB 30HEI DNS. O6s3aTenbHas 3anuch
NS Omnpenenenre DNS cepBepoB, aBTOPUTETHBIX AJIs 30HBL. JleerupoBaHue MOJIHOMOYUIT

MOAJOMCHAM. OO0s3arenpHas 3aMmuch

A IMpeobpazosanne uMeHH B IP aapec

AAAA [Ipeobpa3oBanue uMeHH B ajapec [Pv6

A6 [MpeobpazoBanne uMeHHU B aapec IPv6

PTR [IpeobpazoBanue IP agpeca B umst

MX [MpuMmensieTcs It yKa3aHHe MOYTOBOTO CepBEpa, OTBEUAIONIETO 3a IIOYTY JOMEHa
KEY OTKpBITHIN KITt0Y U dpoBanus uisit DNS nMeHun

CNAME OTIOJTHUTEIFHOE UM MAIIMHEI (TICEBJOHHIM)

SRV Onpenenenue ciyx0 B mpenenax JoMeHa
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B mo0om (paiine ommcanusi 30HBI JOJKHBI OBITH ONpEAETICHBl TPU 00sI3aTEeNIbHbBIE 3aMUCH:
SOA, NS u A g NS (wuim PTR B cimydae 30HbI 00paTHOTO MpeoOpa3oBaHus).

3anucs SOA

3anmuce SOA (Start Of Autority) — ompenenser Ha4alo ONMUCAaHHWS 30HBI. DTO OJHA W3
00s13aTeIbHBIX 3aMKCed, KOTOopas O0JDKHA MPUCYTCTBOBATh B (paiine ommcanus 30HBI. OHa
JOJDKHA OBITH camoil mepBod B (aiisie omucanus 30HBL. Omnucanue 30HBI B (aiine
IIPOJIOJIZKAETCS 10 TEX MOp, ITOKA HE BCTPETUThCA Apyras 3anuch SOA.

[Tpumep popmata 3anucu SOA:

any.com. IN SOA sboronin.any.com. (
root.any.com. ; e-mail
2008072501 ; cepuiiHbiii HOMep 3anucwu
18H ; Bpemsi OGHOBNEHUSA
20M ; MHTepBan Mexay nonbTKamu
2W ; MHTepBan ycTapeBaHuA

) ; TIL
PaccMmoTpum u3 kakux nosieid coctTout 3anuch SOA.

° HepBBIfI mapamMeTp — 3TO UMA JOMCHA. B sTom mapaMeTpC MOKHO HUCIIOJIB30BATb
CHeIUaIbHBIN CHMBOJI @, BMECTO KOTOpPOTO 6y,Z[€T noACTaBJICHO UMA TCKYIICTO JO0OMCHA.

* Bropoii (Heob6s3aTenbhblil) mapamerp TTL He yka3aH, mo3ToMy BpeMsi )KM3HH 3TOH
3anucu B ko1 DNS cepBepa OyAeT B35ATO U3 3HAYEHUS 110 YMOJYAHUIO JJIsI TAHHOU 30HBI.

* Tpernii napamerp — kiacce cetu onpeneneH kak IN. HecMorps Ha To, 4TO 3TO Iapamerp
He 00s13aTeNbHbIH, €ro PEKOMEHAYIOT ONPEACIATh A yIyUlIeHUs YUTa0eIbHOCTH
(haitlsioB onMcaHus 30HBI.

Hanbuie unet tun 3anucu SOA. Bee octanbHble TapaMeTpbl — 3TO MapaMeTphl MPUCYIIHE
TosbKO 3anucu tuna SOA.

* (CHauana yka3biBaetcs uMs sboronin DNS cepBepa, 0OTBETCTBEHHOTO 3a JaHHYIO 30HY

* Bropoil mapameTp — MOYTOBBIN ajpec YeloBeKa, OTBEYAIOLIETO 3a JJTaHHYIO 30HY. AJpec
MOKET HaXOJAUTHCS B TFOOOM TOMEHE.

* 2008072501 — cepwmiiHblii HOMEp 3anucu 30HBI. [Ipyu W3MeHeHUN Qaiaa ONMUCaHUS 30HBI
BBI 00sI13aHBI YBEIIMYUTH ITO YUCIIO, IIOTOMY YTO OHO ucmoiib3yercs slave DNS cepBepamu
JUTsL OTIpe/ieNieHrs. He0OXOMMOCTH 30HHOU mepechliku. Eciau cepuiinbiit Homep Ha slave
cepBepe Oouibllie WJIM paBeH cepuiiHOMy Homepy Ha master DNS cepBepe, 30HHOI
nepecsliku He Oyzaer. Eciu oH MeHbie, To OyAeT MpOUCXOIUTh 30HHAs MepechbUIKa Ha
slave cepgep.

* B kayecTBe HOMEpa MOXKHO MCIONb30BaTh: 1, 2, 3, 4 u 1.1. Ho B peanbHOM npakTUke
PEKOMEHAYETCSI B CEPUHHOM HOMEpE YKa3bIBaTh JaTy IMOCIETHEr0 M3MEHEeHUus (daitia
onucaHus 30HbL. B mpuBeneHHOM npumMepe, nocieaHee n3MeHenue B 30ue 0110 B 2008
roay, B HiJie Mmecsne, 25 uucina. B 3TOT geHp OBIIO OMHO HM3MEHEHHE, O YeM
cBUJeTeNbCTBYET uncio 01.

* MakcuMallbHOE KOJIHYECTBO 3HAKOB, KOTOpPOC MOXHO IMPHMCHATH B 3TOM IIOJIC,
PABHACTCA OCCATH.

» Jlanmpie UAET YMCIO, ONPEIENIIoNee HHTEpBall BpEeMEHH, Yepe3 KOTOphld slave cepsep
Oynet oOpamarbcsi K master cepBepy ISl CpaBHEHUS CEPUITHBIX HOMEPOB 3amuceil.

* B mapamerpax 3anucu tuna SOA MHTEpBajd BPEMEHU YKa3bIBA€TCS B BUIE KOJHUYECTBA
cekyHa. Ho cepsep BIND no3Bossier HCOIb30BaTh COKPALICHHBIN BAPUAHT ONPEICICHUS
BPEMEHU.

* Ecnu slave cepBep He MOXKET MOJAKIIOUUTHCS K master cepBepy, OH IEPEXOJUT B APyroi
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pexuM paboThl, MPU KOTOPOM HHTEpPBAl BpPEMEHHM OOpaimleHus K master cepBepy
ymenbiiaetrcd. [lapamerp 20M onpenenseT 3TOT UHTEPBAJL.

» Slave cepBep HE MOXKET /10 OECKOHEYHOCTHU MbITAThCS MOAKIIOYUTHCS K master cepeepy,
o3TOMY cleAyroumii napamerp 2W omnpenenser Bpems, o NpoIIeCTBUU KOTOporo slave
cepBep MepecTacT HOJAECPKUBATH 3Ty 30HY.

* Tlocnennuii mapameTp OmMpeaesieT BpeMs KU3HU MO yMmojdaHuio B K31 DNS cepBepoB
OTPUILIATENBHBIX OTBETOB HAILEro CEpBEpa.

Bce nmapamerpsi 3amucu tuna SOA gBISIOTCS 00513aTEIBHBIMHU.
3anucs NS

3anmuch tuma NS (Name Server) mpemnasHadueHa st onucaHusi Bcex DNS ceprepos,
ABTOPUTCTHBIX JII HJAHHOT'O0 JOMCHA. HpI/I IIOMOIIIN A9TOU 3alKCU BBl JOJIKHBI OIINCAaTh BCC
master u slave cepBepa. OHa Tak e NpUMEHsIeTCs IPH JIeJIerMPOBaHUHU MPaB Ha 30HY.

3anuchk NS oTHOCHTBCS K 00s3aTeNbHBIM 3anucsaM. B ¢aiine onucanus 30HbI 10JKHA OBITH
onpejeneHa Kak MUHUMYM OJlHa Takas 3anuck. @opmar 3anucu NS:
[3oHa] [TTL] [IN] NS umsa_cepBepa

Ecnu IIPEAIIONIOXKHUTh, YTO 3a 30HY any.Ccom OTBCYAIOT DNS CEpBEpa. master.any.com. u
ns.example.ru., B (I)af/'IJ'I OIINCAHUA 30HBbI HCO6XOI[I/IMO }106aBI/ITL JIBC 3aIlUCH.
@ IN NS sboronin.any.com.

@ IN NS ns.example.ru.

KTo 13 mepeuncneHHbIX cepBepoB sBIIETCS master, a KTo slave ompenensiercsi mpy MOMOIIU
nepBoro napamerpa 3anucu SOA.

3anucu MX

3anmucu tTina MX (Mail Exchanger) nmpennasHadeHsl sl yKa3aHUsS MMOYTOBBIX CEPBEPOB,
OTBEUAIONIMX 3a MIPHEM MOUTHI [Tt TomeHa. @opmar 3anucu MX:

[pomeH] [TTL] [IN] MX npuopuTeT NOYTOBLIi_cepBep

[Ipu co3maHuu MOYTOBOM CHUCTEMBI MOXXHO TOYHO Tak ke, kKak U B DNS, BbIIEIUTH
OCHOBHOM M BCIIOMOTAaTEJIbHBIA IMOYTOBBIN cepBepa. [IpruopuTeT OTIpaBKU MOYTHI 3a0a€TCA
IIPU TOMOIIM TOJI «IIPUOPUTET». YeM MEHbIIE YHCIIO B 3TOM I0JIE, TEM BbILIE NTPUOPUTET
yKa3aHHOTO cepBepa. To ecTh, M0 YMOJYAHUIO TOoYTa OyJeT OTHPaBISATHCS HA MOYTOBBIN
cepBep ¢ OonpmuM mpuoputeToM. Ho eciu OH, mo kakuM nuOO MpUYMHAM HE OyIeT
JOCTYTEH, MouyTa OyJeT OTMPAaBISATHCS Ha CEPBEP C MEHBIIMM MNpuopuTeToM. [loutoBBIE
cepBepa IOJKHBI OBITH CKOH(OUTYPUPOBAHBI COOTBETCTBYIOIIUM 00pa30M.

[Ipenmnonoxxum, 4To MOUTY AJi JOMEHA any.com MOTYT HIPUHUMATh JBa MOUYTOBBIX CEpBEpA:
smpt.any.com u smtp.example.ru. Torna B ¢aiine onucanusi 30HbI HEOOXOAUMO T0OABUTH
JIBE 3aIUCHU:

@ IN MX 5 smtp.any.com.

@ IN MX 10 smtp.example.ru.

3anuces MX He o0s3aTenbHasl.
3anuce A
3amuck tuna A (address) mpexpnasHaueHa s mpeoOpa3zoBaHus UMeHH MamuHb B [P angpec.

dopmar 3anucu:
[uma_mawunsl] [TTL] [IN] A IP_appec

[Ipennosioxum, 4To B JOMEHE any.com €CTh TPU MaIllMHBL: master.any.com, cl.any.com wu
c2.any.com. Toraa B ¢aiine onvcanus 30HbI HEOOXOAUMO T0OABUTH TPU 3AMHUCH:

master IN A 172.16.1.20

cl IN A 172.16.1.1

c2 IN A 172.16.1.2
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IP anpeca mamuH MOTyT HaxXOAWUTBHCA B pasHbIX ceTsAX. Eciau MallnHa MMeeT HECKOJIBKO
CETEeBBIX UHTEP(ENCOB, BOZHUKAET XKEJIaHWE HaIUCcaTh JBE 3alUCU JUIsl 0JJHOM MamuHbl. Ho
€CJIM 3TO ClIeNaTh, Bac €T ciopnpus. Hampumep, mammna cl.any.com nMeeT Ba CETEBBIX
untepdeiica co cieayronumu [P agpecamu: 172.16.1.1 u 192.168.0.1.

Ecnu B daiin onrcanus 30HbI TOMECTUTD CIICIYIOIINE CTPOKH:
c1 IN A 10.10.100.1
IN A 192.168.0.1

Torna npu nmepBoMm 3ampoce Ha Mpeodpa3oBaHWe UMEHHU MalluHbI cl.any.com OyaeT BbIIaH
nepsbii [P agpec. [Ipu Bropom — BTOpOU. IIpu Tpethem — cHoBa niepBoiid. [Ipu yeTBEpTOM
— onate BTOopot u T.n. IlosTomy pexkomennyercs B DNS cepBepe onHoi MaminHe
npucBauBarh oauH [P agpec.

HNHorga 3Ty 0COOEHHOCTHh MCHONB3YIOT AJs pacnpeaencHus Harpysku. Hampumep, y Bac
ectb 18a WEB cepsepa, obcnyxuBaromne WEB caiit. Ecniu B ¢aiine onmcanus 30HBI
MallMHE WWW OIPEIENNTh ABE 3allMCH A, TO NPOM3OMAET PACIPEICIICHHE 3alpOCOB Ha
noaxioueHue mexay stumu WEB cepsepamu. IlpaBna, ciaeayer y4uTeIBaTh, YTO 3aIUCh
nonageT B k3 DNS cepBepa M KIMEHTHI, UCIOJIB3YOLIME 3TOT CEPBEP B TEYEHUH CYTOK,
OyayT nomnajath Tonbko Ha onuH U3 WEB cepBepos.

3anuce CNAME

3anuck Tuna CNAME (Canonical Name) — mo3BossieT 7100aBUTh HECKOJIBKO UMEH OJHOHN 1
Tou xe MamnHe. @opmar 3anmncu CNAME:

paononHutenbHoe_umAa [TTL] [IN] CNAME KaHOHU4YecKoe_wumsA

OpHoli MalrHe MOXKHO MPHUCBOUTH HECKOJIBKO MMEH, B TOM YHCIIe M B Pa3HBIX JOMEHaX,
KoTOpeie TmpeoOpasytorcss B oauH [P aapec. OOpatHoe mnpeoOpazoanue I[P aapeca
BO3MOKHO TOJBKO B OJHO UMs MalluHBL. Takoe WMs Ha3bIBaeTcsl KaHOHWYecKuM. [lpu
IIOMOIIIN 3aIllMCU THUIIa A OMMpeCACIAIOT TOJIBKO KAaHOHMYCCKUEC UMCHA. Bce JOIIOJIHUTCIBbHBIC
MMEHa HeOOXOAMMO OIPEAENATh TOIbKO Ipu moMotu 3anucu tuna CNAME.

[Ipeamnonoxum, 4To MalIMHE master.any.com HEOOXOUMO IPUCBOUTH TOMOIHUTEIbHBIC
nMeHa: www.any.com u ftp.any.com. Torma B ¢aiin onrcanus 30H6I Oy IyT J00ABICHBI
CJIeIYIOIUE CTPOKH:

www IN CNAME sboronin

ftp IN CNAME sboronin
BaxHo 3anmomMHuTh, uTo napametp 3anucu CNAME — 310 uma mamussl, a He ee [P agpec.
3anucs PTR

3anucu tuna PTR (Pointer) npennasnauensl ais ooparHoro npeodpazoBanus — IP agpeca
B uMs MamuHbl. OOBIYHO ATH 3alKUCH MPUMEHSIOTCS B 30HaX OOpaTHOTO MmpeoOpa3oBaHMS.
dopmar 3anucu:

agpec [TTL] [IN] PTR wumsa

Bonee moapoOHO 3TOT THMH 3amucu OyneT PacCMOTPEH IMPH IMOAHSTHU 30HBI OOPaTHOIoO
npeoOpa3oBaHusl.
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Bkialouenue NOJAECPKKHA JOMEHA any.comHa DNS ce Bepe npenogaBareas

[Mapametpsr aiina named.conf

daitn onucaHus 30HBI

B sTom paznmene OyayT mokaszaHbl BCE JNEUCTBUS, KOTOPbIE HEOOXOAMMO BBITIOIHUTH TPH
nofaHsATUM nojaaepxku gomeHa B DNS cepeepe BIND.

IMapametps! ¢aiiiia named.conf

zone “any.com” IN {
type master;
file “any.com”;

};

Ha DNS cepBepe mnpernonaBarensi HEOOXOOUMO TOIHATH MOJJCPKKY JOMEHa any.com.
[lepBoe, uTo crienyer crnenaTh — B KOHuUrypanuoHHoMm Qaitne named.conf mpu momoruu
WHCTPYKITUHU Zone onucaTh AoMeH. [yist aToro B aityr qodaBiisieM Takue CTPOKH:
zone «any.com» IN {

type master;

file «any.com»;
Iy
B npumepe nepeducieHsl TOJIbKO HEOOXOIUMBIC MTapaMeTPbl HHCTPYKIIUU ZONe:

type master — onpeaesieT, YTo yKazaHHasi 30Ha Oy1eT master 30HOM.

file «any.com» — omnpezenser ums (aiiia, B KOTOPOM OyAyT ONMUCAHBI ITAPAMETPhI 30HBI U
komnbioTepsl  fgomeHa. Cepsep BIND Oyamer wuckarb 3ToT (Qailtn B  IUPEKTOPHH,
omnpenensemMoil mapamerpom directory B mHCTpyKuuu options. Mmsa daiina moxkeT OBITH
M00BIM, HO eclii TIpefnosaraercs, uro Bam DNS cepep OyneT moanepXuBaTh HECKOJIBKO
master u slave 30H, pekoMeHayeTcsi uMeHa (ailIoB omMcaHUs master 30H HaYUHATH CO
cioBa master, a slave 30H — co caoBa slave.

OcranbpHbIe MTapaMeTphl, KOTOPHIE MOXKHO UCIOJIB30BATh MPU OMUCAHUU master 30HbI, OyIyT
PacCMOTPEHBI B APYTrUX pasaenax.

daiig onucaHusd 30HbI

$TTL 60
@ IN SOA ...
IN NS ...
IN MX ...
cl1INA ...
www IN CNAME ...

Jlyist omrcaHus 30HBI any.com co3aaem (it onucanus 30HbI /var/named/any.com. B nepByro
ouepe/b ONpeAesieM BpeMsl )KU3HH 10 YMOIIYaHHIO JIJIsl BCEX 3alHuceld 30HbI:
$TTL 60

B peanbHbBIX YCIOBHAX 3HaYCHHE JOJDKHO OBITh PABHO OJHUM cyTKaM — 1D unm Oim3skoe K
HeMy 3HaueHue. Ho mockoibKy B Kilacce B 3alUCH 30H DPETyJSIpHO OyAyT BHOCHTHCS
n3menenus, TTL paBusercs 60tu cexyHaam.

Co3zaanue 3anucu Tuna SOA

Camoii TiepBoOif 3amuchio B (aiiie ONMUCAaHUS 30HBI 005A3aTEeNLHO JIOJDKHA OBITH 3alkCh THITA
SOA.

any.com. IN SOA sboronin.any.com. (

root.any.com.
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2008072501
18H

20M

2w

60 )

Ecin ncnonp3oBaTh 0COOCHHOCTH HANMCAHUS UMEH M IPUMEHEHHE CIIEIIUAIBHBIX CHMBOJIOB
B (hailiie onucaHus 30HbI, IEPBYIO CTPOKY MOXKHO COKPATHTh.

° BO-HepBBIX, BMECTO HMCHHU JOMCHA ITOCTAaBUTh CHMBOJI @

* Bo-BTOphIX, B HameM ciydyae master DNS cepBep Haxonutcs B JOMEHE, KOTOPBIM OH
nojAepKUBaeT, nodromy uMms DNS cepBepa MOXHO HamMcaTh COKpAalllEHHO — master,
6e3 ToukH B KoHIe. FIMs 1tomMeHa cepBep MOACTaBUT caM

To ke camoe KacaeTcs MOYTOBOTO azpeca 4CJI0BCKa, OTBECTCTBCHHOI'O 3a 30HY. B »Tom moie
MO’KHO HalucaTth root, 0e3 TOUKHU B KoH1e. UM moMeHa CCPpBCP NOACTABUT aBTOMATUYICCKHU.

B pesynbrate 3anucs SOA OyzeT BHITISAETD ClIeAyIOIHUM 00pa3oMm:
@ IN SOA sboronin root (
2008072501
18H
20M
2w
60 )
[Tocnennee mone — Bpems *ku3HU B K311 DNS cepBepa oTpullaTeNbHBIX OTBETOB, KaK U
rinobanbHas nupektuBa $TTL, nomKHO OBITH paBHBIM OHOMY AHIO. HO mockonbKy B Ki1acce

3anucu OyJayT MEHSATHCS JIOCTAaTOYHO YacTo, ITOT MapameTp yCTaHaBJIMBAETCS paBHBIM 60-
TH CEKYHJaM.

Omnpenenenne DNS cepBepoB, 0TBETCTBEHHBIX 32 JOMEH

[TockoapKy B YCHOBHSIX Hallero Kjacca 3a JOMEH any.com OTBEYaeT TOJbKO oauH DNS
cepBep, B Qailsl onucanus 30HbI OyaeT 1006aBIeHa TOJIBKO OAHA 3amuch Tuna NS.

@ IN NS sboronin.any.com.

Kax u B 3anucu SOA, moxHO cokpatuth 3anuchk NS. IlepBoe nmose octaButh nmyctsiM. Ero
3HaueHue OyaeT B3aTo W3 npenapiaymei 3amucu SOA. MoxHo cokpatuth ums DNS
cepBepa, OTBEYANIIET0 3a 30HY. B pe3ynbrare 3amuch OyAeT BBITISIACTH CIEAYIOIIHM
obpazom:

IN NS shoronin

BwmecTo mycToro nepBoro mojst He0OX0AUMO MOACTABISITH CUMBOJI MPOOEIT WITH TaOyIISITHS.
OnpenesieHue MOYTOBBIX CePBEPOB, NPMHUMAIOLIUX MOUTY VI AOMEHa

[loury nns nomeHa any.com OyJIeT NPUHHUMATH TOJIBKO OJMH IIOYTOBBI cepBep —
master.any.com. IlosToMy B (aiin onucanust 30HbI Oyner noOaBiieHa OJHA 3alKCh TUIIA
MX.

IN MX 5 sboronin

3anuch Tuna MX uzer cpasy 3a 3anucbio NS, H03TOMY NEPBOE MOJIE MOKHO HE YKa3bIBaTh,
ero 3HaueHue OyJeT B3ATO U3 MPEABIIYIICH 3amMicCH.

Onucanne KOMIBIOTEPOB, BXOAAIIIUX B TOMCH

Bce KOMIIBIOTEPHBI, BXOAAIIME B OOMCH any.com, H606XO,I[I/IMO OonucaTb IIpU ITOMOIIH
3anucey Tiia A.
sbhoronin IN A 172.16.1.20
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cl IN A 172.16.1.1
c2 IN A 172.16.1.2

U Tak nanee.
Ol'lI/lC‘rlH](Ie IMCEeBAOHUMOB MAIlIUH

Bce nceB1oHUMBI ONUCHIBAIOTCS IIPU MOMOIIM 3anucu turna CNAME.
www IN CNAME sboronin
ftp IN CNAME sboronin
pop IN CNAME sboronin

OOpaTuTe BHMMaHHWE Ha TO, 4TO MMeHa MammH DNS cepBepoB M IMOYTOBBIX CEPBEPOB,
ompenensieMbIx npu nomoinu 3anuceid NS u MX, MOKHBI ObITh KAHOHUYECKUMHU. B 3THX
3alUCAX HE PEKOMEHIYETCS HCMOJb30BaTh IICEBIOHUMBI, ONpPEAEIsIEMbIE IMPU IMOMOIIU
3anucu CNAME.

B pesynbraTe daiin onrcanus 30HBI OyIE€T BBITIISIIETH CICTYIOIIAM 00pa3oM:
$TTL 60
@ IN SOA sboronin root (
2008072502
18H
20M
2W
60 )
IN NS shoronin
IN MX 5 sboronin
sboronin IN A 172.16.1.20

cl IN A 172.16.1.1
c2 IN A 172.16.1.2
c3 IN A 172.16.1.3
c4 IN A 172.16.1.4
c5 IN A 172.16.1.5
c6 IN A 172.16.1.6
c7 IN A 172.16.1.7
c8 IN A 172.16.1.8
c9 IN A 172.16.1.9
clo IN A 172.16.1.10
cli IN A 172.16.1.11
cl2 IN A 172.16.1.12

www IN CNAME sboronin
ftp IN CNAME sboronin
pop IN CNAME sboronin

YTuaursl ajas IMPOBEPKHU CHHTAKCHYECKHXOIHOOK

named-checkconf

named-checkzone

B cocraBe cepsepa BIND mnocraBiasfroTcss JBE€ YTWIMTBHI, MpeIHA3HAYEHHbIC IS
oOHapyKeHHs CHHTAaKCUYECKUX OMMOOK B ¢aitie named.conf u B ¢aitnax onucaHus 30H.

named-checkconf mnpennasHaueHa [ NPOBEPKU CUHTAKCHYECKHX OIIMOOK B (ailne
named.conf. Ilporpamme He TpeOyeTcs mnepeaaBaTh IOMOJIHHUTEIbHBIE MapaMeTpbl MpH
3amycke. Ecnu cuHTakcuueckue ommOKu He OynyT OoOHapy’KeHbI, IporpaMma HUYEro He
BbIBE/IET Ha HKpaH. Eciu ommbku OynyT oOHapy>KeHbl, IPOrpaMMa BbIBOAUT HOMEP CTPOKH,
B KOTOpOH HaljieHa omuoKa.

,HHH IMPOBCPKHU HAINYHA CUHTAKCHYECKHUX OIIMOOK B(baﬁne ONHrCaHusA 30HbI UCIIOJIB3YCTCA
nporpamma named-checkzone.

named-checkzone pomeH ¢aiin_onucaHus

Hanpumep, 4ToObI MPOBEpUTH CHHTAKCUC (haiiya ommcaHUs 30HBI any.com, HEOOXOIMMO
BBIIIOJIHUTDL CJICAYIOIIYIO KOMAHAY:

named-checkzone any.com /var/named/sboronin.any.com
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Ecnu B ¢aiine OynyT HalJieHbl CHHTaKCHYECKHE OMMOKHU, OyAyT MOKa3aHbl HOMepa CTPOK,
Ha KOTOPBIX OHH OOHAPY>KEHBI.

Bxirouats nnm nepesamyckate DNS cepBep peKOMEHIyeTcsi TOJIBKO MOCIE MPOBEPKU €ro
KOH(UTYypalMOHHBIX (aillloB Ha HaJTMYKEe OIIMOOK.

YnpaBneHue DNS cepBepom

[Tporpamma rndc

CTapTOBLIC CKPHUIITBI CUCTEMbI MHUIIUAJTU3 AU

CurHansl

3aHYCKaTB, OCTAaHAaBJIMBATb W HMCIIOJIB30BATH JAPYI'H€ BO3MOKHOCTHU DNS CEpBECpa MOIKHO
IIpru IOMOIIHX PA3JIMYHBIX IITPOTrpaMM:

* IlocraBnsemoii ¢ BIND 9 nporpammoii rndc

® HpI/I INoMoIu CTApTOBLIX CKPUIITOB CUCTCMbI MHUITUATIU3AllUN

° HpI/I IIOMOIIIN CUT'HAJIOB

YnpasneHue DNS cepBepoM npu nomoLlum nporpaMmmbl rndc

C BIND9 nocraBnsercs crienuanbpHas porpaMMma ynpasieHus rndc.
ITpu BbI30BE IpOrpaMMBbl HEOOXOIUMO YKa3bIBaTh OJIHY M3 MEPEUHUCICHHBIX HUXKE KOMaHI.

Komanoa Onucanue

stop CoXpaHUTh BHECCHHbBIC N3MEHEHHUSI U OCTAHOBHUTD
DNS cepsep

halt To e, 4TO U BBIIIE, HO O€3 COXPAHCHHUS

trace YBenmnuuTh YpOBEHb OTJIAAKH Ha oJuH. Eciu cepBep
pabotain B 0OBIYHOM pEXHME, IPH BKIIOYCHUN
oTJaKu co3naercs ¢aitn named.run, B KOTOPBIHA
Oyzer nonajnaTh B OTIanouHasi vHpopManus

trace level Y CcTaHOBUTH 331aHHBIA YPOBEHb OTJIAJAKH

notrace BBIKITIOUNTD peXUM OTIAIKN

flush Ounctuts k31 DNS cepsepa

reload [lepeunTaTh BCce KOHPUTYpATMOHHBIE (QaMIIBl U

(aiinbl onucanus 30H

reload zone [class[view]]

[lepeunTaTh OMpENEICHHYIO 30HY

reconfig [epeunTtaTh KOHGUTYpALIMOHHBIH (aiin u 3arpy3uTh
TOJIBKO HOBBIC 30HbI

stats 3anucarb CTaTUCTHKY CepBepa B CIICLUANBHBIN (haiin
named.stats

dumpdb Coxpanuthb conepxumoe kam DNS cepsepa B daiin

named dump.db

3amyck DNS cepsepa

Hns Brmouenuss DNS cepBepa HE0OXOAMMO 3alyCTHTh Ha BBINOJIHEHHE JEMOH
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named. DTO MOKHO CACIaTb BPYYHYIO B KOMaHTHOM CTPOKE HJIM IIpU IIOMOIIN
CTAPTOBBIX CKPHUIITOB CUCTECMbI HHUIIUAJIU3Al[UN.

[Tpu 3amycke nemona named eMy MOKHO yKa3aTh CJICIYIONIUE TapaMeTphl:

* -u MoJb30BaTeb — OMNPEACISICT MOJIb30BATENsA, C MPAaBaMH KOTOPOTO OH OyJIeT
3anymedH. B kadyectBe mapamerpa MoOxHO ykaspiBath UID  wnam  snorun
MOJIb30BaTEIA.

* -t IUpPeKTOPUA — 3aMYCTUTh JIEMOH B pexume chroot.

Ecnu ucmonb30oBaTh CTApTOBBIE CKPHUITHI, TO 3alyCK CE€pBEpa IMPOHMCXOIUT TIPH
TTOMOIITY CIEYIONICH KOMaH/IbI:

/etc/rc.d/named stars

[Ipu ycnoBuu, uto B /etc/rc.conf nmpomnucana cieayromnias CTpoKa:
named_enable="YES"

3aBepmienue padorsl DNS cepBepa

3asepuienue padbotsl DNS cepBepa BO3MOXKHO TpeMsi crioco0amu.
e [Ilpu momouu curHana: killall named

* IIpu momomm CTapTOBOTO CKPUNTA, KOTOPOMY B KAU€CTBE apryMEHTa MepelaeTcs
napameTp stop.

* IIpu nomouu nporpammsl rndc: rndc stop
Ilepe3arpy3ka KOHGUIYPAUHOHHBIX (aiJIOB U (PAHIOB ONMMCAHUS 30H

Ecnu nemony nocnate curaan HUP, on nepeunTaer Bce KOHGUTYpalMOHHbIE (haliibl U
(aiinbl onucaHus 30H.
killall -HUP named

ITporpamma rndc no3Bossier 6onee rubkoe ynpasnenue DNS cepepom.

rndc reload
BynyTt nepeunTansl Bce KOHQUTypallMOHHbIE Pailyibl U (aiiabl OMUCAHUS 30H.

Ecnu HE0OX0IMMO TIEperpy3uTh TOJIBKO ONPECICHHYIO 30HY, TOT/Ia Jy4Ille UCIOJIb30BaTh
komaH#y reload zone.

rndc reload zone any.com
Hacrpoiika kanenra DNS

®daiia /ete/resolv.conf

ITapameTpsI:

- nameserver

- search

Hns ykazanus kiaueHTy DNS kakoMy cepBepy OH OyaeT HOChUIATh 3ampochl, B (aiiie
/etc/resolv.conf mpu momomu mapamerpa nameserver ciueayeT ykazath IP ampeca DNS
CEPBEPOB, K KOTOPBIM OH JOJIKEH 00palarbCsl.

B sTom (aiine MoKHO ompenenuTs He 0oJiee TpexX mapamMeTpoB hameserver.

Hanpuwmep:

nameserver 172.16.1.20

nameserver 10.10.1.1

Taxxe B 3TOM q)afme MOKHO OIPCACIIUTE OAWH IIapaMETp search, IIpru MOMOIIH KOTOPOT'O
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MOKHO BBOJUTH HC ITOJTHBIC KUMCHA.
B kaugectBe napamMeTpoB search HCIIOJIB3YIOT UMCHA JOMCHOB, pa3JICJICHHBIC HpO66HaMI/I.

Hanpumep:

search ul.any.com any.com

Ecnu nporpamme ping B KauecTBe mapaMeTpa rnepeaarh uMms cl, nmpu nepeaade ero KIUCHTY
DNS na npeobOpa3oBaHue, KIUEHT He OOHAp JKUT B HEM TOYEK U MOWMET, 4yTo 3T0 He FQDN
uMsi. KriumeHT cHauyana mTOACTaBUT K HMMEHHM JOMEH ul.any.com M OTHpaBUT €ro Ha
npeoOpa3zoBanue. Eciay B OTBET OH MONYYUT COOOIIEHHE 00 OmMOKEe, KIWEHT MOACTaBUT
CJIEYIOIINHI B CITUCKE TOMEH.



JlaGopaTopHnas padora A

Hactpoiika DNS cepsepa Ha MalInHe ciaymaTess

eab padoTbl

Hayuutbcs HacTpanBaTh u ynpasinate DNS cepBepom.

Hcxoanbie 1aHHLIE

Bawm cnienyet nactpouts DNS cepBep Ha moaaepKKy JOMEHA ITpaBa Ha yIIPaBJICHHUE
KOTOPBIM BaM ACJICTUPOBAJI MPCIOJaBaATCIIb.

Hanwuimure ums qjomeHa

B (daiine onucanus 30HbI HEOOXOIUMO OTPEETUTH 3amuch M X, YKa3bIBAIOIIYIO HA TY XKe
MaIlliHY, Ha KOTOPOH OyaeT paboTaTh MOYTOBBIN CEpBED.

B pesynbTaTe nabopatopHoit paboTHI BBl JOJDKHBI MPEOOPA30BHIBATH MMEHA TOJIBKO BaIIUX

MalllhH.

B kadecTBe mpoBepkH mpeoOpa3oBaHus BOCIOJIB3YyHTECh MPOrpaMMOi ping.

3aoauu

Onucanue

1. JobGaBieHue omucaHus
30HBI B (aitn named.conf

1. Otkpoiite Ha pegakTupoBanue ¢aiin /etc/namedb/named.conf u npuBeauTe
€ro K CIIeIyIONIeMy BULY:

options {
directory "/etc/namedb";
pid-file "/var/run/named/pid";
dump-file "/var/dump/named_dump.db";

statistics-file
forwarders {
172.16.1.254; // Y — Homep ayauTopum

"/var/stats/named.stats";

}
}
zone "." {

type hint;

file "named.root";
}

2. Jlo6aBbTe B HET'O MHCTPYKIUIO ZONE, OMPEEISIONIYIO ITapaMeTPhl 30HbI

zone "uX.any.com" {

type master;

file "master/uX.any.com";
Y

rae X — nocneanuit 6aiT Bamero [P-agpeca

2. Co3nganue

B aupextopuu /etc/namedb/master/ cosnaiite ¢aitn onucaHus 30HLI
$TTL 60
$ORIGIN uX.any.com.
@ IN SOA cX root (
2008072501
18H
20M
2W
60 )
@ IN NS cX
@ IN MX 5 cX
cX IN A 172.16.1.X
www IN CNAME cX
ftp IN CNAME cX
master IN CNAME cX
ntp IN CNAME cX
vpn IN CNAME cX
pop IN CNAME cX
smtp IN CNAME cX

3. IIpoBepka
CUHTAKCHUYECKHUX OITUOOK

1. ITpu nomouwm nporpammel named-checkconf nposepwre daiin named.conf
Ha HAJTUYHE CHHTAKCHYECKUX OMIHOOK




3aoauu Onucanue

2. ITpu nomoum nporpammel named-checkzone nposepste ¢aiin onucanne
30HBI HA HAIMYHE CUHTAKCUYECKUX OIINOOK.

4. 3ammyck DNS cepsepa 1. Heob6xomumo paspemnTs 3amyck named B /etc/rc.conf
named_enable="YES"
named_program="/usr/sbhin/named"

named_flags="-c /etc/namedb/named.conf"
named_pidfile="/var/run/named/pid"
named_uid="bind"

named_chrootdir="/var/named"
named_chroot_autoupdate="YES"

2. 3anycrute DNS cepsep:

/etc/rc.d/named start

3. [TocMoTpHTE CIMCOK MPOLECCOB M YOEIUTECh, YTO IeMOH named B HEM
MPUCYTCTBYET.

4. TTocmoTpuTe, KaKyro HHPOpMAIHIO 1eMOH named 100aBuI B KOHEI]
JKypHAIBHOTO (aitna /var/log/messages

5. Hacrpoiika knnenra DNS | Ha o6enx mMammHax HactpoiiTe kireHta DNS Tak, 4ToObI OH Havyam
mosb30BaThes BamuM DNS cepBepom.

Conepxumoe (aitna /etc/resolv.conf TOMKHO BRITIISIIET CIETYOIIAM
obOpa3zom:

nameserver 127.0.0.1

search uX.any.com any.com

6. [IpoBepka BrimomauTe mporpammy nslookup B kagecTBe mapamerpa ykassisas FQDN
paboTOCIOCOOHOCTH cepBepa | MM MaIIMHBI cocea.

7. U3MeHeHne UMEHH ITocne n3MeHeHNss UMEHN MAaIMHbI, HOBOE UM HEOOXOIMMO 3aIKcaTh B
MaIlIHBI Ha HOBOE B KOH(UTYpannoHHBIX (Qaiiiax U Mepe3anyCcTUTh CEPBUCHI, HAa KOTOPbHIE BIUSET
KOH(UTypalMOHHbIX (aiiax | M3MEHEHHE UMEHH MallHbI.

U Iepe3anyck CEpBUCOB

1. I3MeHuTe conepxumoe [eperpysure mammny u 3amyctute cepsep DNS.
¢aiinos /etc/hosts u
nepeMeHHoit hostname B
/etc/rc.conf

Ecin y Bac BO3HMKJIM OHIMOKM BO BpEMs BBINOJIHEHUs JIaOOpaTOPHOM paboOThl, HIKE
OIMIINTE BO3HUKIINE OMIHOKH M CITIOCOOBI UX PEIICHUSI.



Bomnpocs!

1. Hns gero B daiine named.conf HeoOXoquMa HHCTPYKIUS options?

2. Tlpu momoru Kakoil HHCTpYKIUHU B ¢aitine named.conf onuchIBalOTCS 30HBI,
noaaepxxuBaembie BIND?

3. B kakoM (haiize CUMBOI «;» SIBJISE€TCS KOMMEHTapuem?

4. Kaxkue Tumsl 3anucei 00513aTeIbHO JAOHKHBI IPUCYTCTBOBATH B (haiiie onucaHus 30Hb1?

5. Kakue yTHINTBI HCIIONB3YIOTCS I TPOBEPKU CHHTAKCUYECKHX OIMMOOK B (paiine
named.conf u ¢aitnax onucaHus 30Hb17

6. Kaxkas nmporpamma pexomenayercs Jiis ynpasiienuss DNS cepsepom?

7. Kaxoii ¢aitn ucnonsizyercs 11 KoHpurypanuuu kinuenta DNS B UNIX?



Hacrpoiika noaaep:kku slave 30HbI

zone “ul.any.com” IN {
type slave;
masters { 172.16.1.1; };

file “slave.ul.any.com”;

I

B BIND slave 30uHa HaCTpauBacTCAaA O4YCHb IIPOCTO, AOCTATOUYHO OIMUCATh MHCTPYKIHUIO ZONE
B (haiine named.conf.
zone «ul.any.com» IN {

type slave;

masters { 172.16.1.1; };

file «slave.ul.any.com»;
i¥

[TapameTrp masters siBisiercs o6s3aTenbHbIM. OH onpenenser [P agpec master cepBepa, Kyna
Hamt DNS cepsep Oyzaet oOpaiatbest 3a uHpopMaluei o 30He.

[Tapametp file He sBisIETCST 00s3aTENBHBIM, HO €r0 JKEIATEIbHO OIMUCHIBATh. B 3TOM
napameTpe ompenensiercs ¢aii, B KOTopoM OyaeT XpaHuTbes uHpopmanus o 30He. Eciau
daiin He ompeneneH, To HHGoOpMaIus OyJeT XPaHUTHCS TOJIHKO B ONEPATUBHOU MAMSITH U
npu mnepesamycke DNS cepBep OylneT BBIHYX IEH CHOBa MOJYYUTh COJEPKHUMOE 30HBI C
master cepsepa.



JlabopaTopHnas padoora b

HacTtpoiika slave 30HbI
eab padoTbl
Hayuutbcst nogaumate moaaepxky slave 3oust B BIND.
Hcxoanbie 1aHHBIE

Slave 30Ha OyeT MOJHUMATHCS HA HEYETHON MaIUHE.

3aoauu Onucanue
1. lo6aBnenue onucanus 30HbI B (aiii I. OTkpoiiTe Ha pelaKTUpoBaHue (aiia
named.conf /etc/namedb/named.conf u 1o0aBbTE B HETO MHCTPYKITHIO ZONE

OIIPEEIIAIONIYIO ITapaMeTPhI 30HbI.
zone "uZ.any.com" {
type slave;
file "slave/uz.any.com";
masters {
172.16.1.Z;
Y

1
roe Z — mocrennuii 6ait cocenckoro IP-ampeca

2. I[IpoBepka cUHTaKCHCA 1. ITpu nomonwm nporpammel named-checkconf nmposeprsTe
(haiin named.conf Ha HaTMYKUE CHHTAKCHYECKHUX OIITHOOK

3. 3anmyck DNS cepsepa 1. ITepesanycrute DNS cepepa
/etc/rc.d/named restart

2. [TocMmoTpuTe comepxkumoe ¢aiina, B KOTOPOM COIEPKHUTCS
HH(pOPMAIUS O 30HE

3. Cxoppextupyiite /etc/resolv.conf cnemyrommm o6pazom:
nameserver 127.0.0.1
search uil8.any.com u20.any.com any.com




HenezupoeaHue npae Ha ynpaesieHue GOMeHOM

domain.com.
IN NS ns.domain.com.

ns.domain.com. IN A 1.2.3.4

B sroil rnaBe Oyner pacckazaHo O TOM, Kakue JACHCTBUS HEOOXOAMMO MPEANPUHSTH IS
IIOJIy4EHHS IIPAB Ha JIOMEH.

B mepByro odepenp HEOOXOAMMO OOpaTUTBCS K XO3SMHY JOMEHa, B KOTOPOM BBI
cobupaerech co31aBaTh cBOI mognomeH. Hampumep, eciau Bbl XOTUTE UCIOIb30BAaTh JOMEH
ul.any.com, BBl JOJDKHBI OOpaTHTBCS K XO3fMHY JIOMEHa any.com W y3HAaThb YCJIOBUS
IOJIy4eHHs IIpaB Ha JoMeH ul.any.com.

Brr moxkeTe 6e3 cormacus Xo3suHa BBIICCTOAIICTO JOMCEHA IMOAHATH MOAACPKKY AOMCHA
ul.any.com. Ho B 3TOM ciyyae Baul JOMeH OyJeT BUJIEH TOJBKO KIUEHTaM, HCHOIb3YIOLUINM
Bamr DNS cepBep. Bcem ocranmbHbiM TONTb30BaTeNsiM MHTEpHET OH HE OyIeT JOCTYIICH.
[ToaToMy mnosydyeHHME pa3pelieHUs Ha CO3JaHUE JOMEHAa y XO3dMHA BBILIECTOSILETO B
uepapxuu JOMeHa 0053aTeNbHO.

Ecan X03sMH BBIIIECTOSIIETO JAOMCHa COTJIaCCH ACJICTMPOBATH BaM IIpaBa Ha YIPAaBJICHHC
JOMCHOM ul .any.com, Bbl JOJI?KHBI BBIIIOJIHUTH CJIICAYIOIINC JeUCTBUS:

* Ha ceoem DNS cepBepe noaHATh NOAAEPKKY IOMEHA

» JloroBopuTthcs ¢ xo3siuHOM Jipyroro DNS cepBepa Ha moaiepxky slave 30HbI Ha UX
cepsepe. JKenaTenbHO UMeTh Heckoubko slave DNS cepsepoB

* Coo0muTh X03sIMHY BbIIIecTOsIero noMeHa [P agpeca u umena DNS cepsepos,
OTBETCTBEHHBIX 34 Balll JOMEH

[Tocne 5TOro XO3sIMH BBIMIECTOSLIETO JOMEHA [eJerHpyeT BaM IpaBa Ha YyIpaBJCHUE
noMeHOM. I OH CTaHOBUTHCS IOCTYIIHBIM BCEM OCTaJIbHBIM MOJIb30BaTeNsaM MuTepHer.

JlenerupoBaHue mpaB Ha JOMEH OCYLIECTBIISETCS HpH MOMOILM 3amuced Tuna NS u A,
n00aBsieMbIX B (paiii oMMcaHusl BBIIECTOSIICH 30HBI.

Hampumep, Bbl NOperoCTaBUIM CIEAYIOUIYI0 HMHQOPMALMIO XO3MMHY BBIIIECTOSLIETO
JIOMEHa:

* master DNS cepBep — c2.ul.any.com , ero IP anpec — 10.10.100.2
* slave DNS cepsep — ns.any.com, ero IP agpec — 1.2.3.4

B aiin onucanus 30HbI any.com OyayT A00aBIEHBI CIETYIOUINE 3aMUCH:

ul.any.com. IN NS c2.ul.any.com.
c2.ul.any.com. IN A 10.10.100.2
ul.any.com. IN NS ns.any.com.
ns.any.com. IN A1.2.3.4

[Tocne nobGasnenus »tux 3anuceir DNS cepBep, oTBewaromuii 3a 30HY any.com, CMOXET
BbAaTh [P DNS cepBepoB, oTBeuaronux 3a 300y ul.any.com.



HUcnoan3oBanue BHYTPCHHHUX IOMECHOB

any.com

ul.any.com u2.any.com

e

WHoraa BO3HMKAaeT HEOOXOAMMOCTb CO3JaHUS JOMEHOB, HUCIOJIb3YEMBIX JIi BHYTPEHHUX
uenaeil. OTuM JAOMEHaM OOBIYHO [aloT J0Oble MMEHa, HE IMPUIEPKUBAsICh CTaHAAPTHOMN
uepapxuu. K Takum 1oMeHaM OTHOCUTCS M any.com, KOTOPbIH Mbl UCIOJIB3YEM B HalIEM
KJ1acce.

OcHOBHOH HEAOCTATOK OTUX JOMCHOB — HCBO3MOXHO CTAaHAAPTHBIMH CPCACTBAMHA
MOJYYUTh TOCTYN K HHM IO IEMOYKe OT KOpHEBOro jaomena. Ecmu obpartuthes k DNS
cepBepy, OO0CITyKUBAKOIIeMy JOMEH specialist.ru, ¢ BOmpocoM o MalimHe master.any.com, B
OTBET MBI TMOJYyYUM COOOIIeHHe 00 OImuOKe, TMOCKOJIbKY aJIMHUHUCTPATOp JOMEHa
specialist.ru He eNerupoBal HaM NMpaBa Ha YIPaABJICHUE IOMEHOM any.com.

Ecnmu B opranmszamuu crout Bcero oauH DNS cepBep, OTBETCTBEHHBIM 3a JOMEH s
BHYTPEHHETO HCIOJIb30BAHMS, U BCE KIHMEHTHI HACTPOCHBI Ha PabOTy C ITUM CEPBEPOM,
HUKaKuX MpoOsieM He BO3HWUKHET. Ho ecnu, kak B Hamem Kjacce, OyJIeT MCIOIb30BaThCS
HECKOJbKO moMeHOB 1 DNS cepBepoB, BO3HUKAIOT MPOOJIEMBbI B pa3pelieH!uH aJpecoB.

[Tocne moausitust DNS cepBepoB Ha CBOMX MallWHAaX, Bbl MOKETE PeoOPa30BhIBATh UMEHA
MalIuH TOJBKO M3 CBOEro JoMmeHa. IlockoibKy Mpu MONBITKE NpeoOpa3oBaHUS MUMEHHU
MaliuHbl W3 JOMEHa any.com WIM M3 JOMEHa cocenHed mapel, Bamr DNS cepBep
oOpaiaercst K KOpHEBOMY CEpPBEPY U B OTBET MOJIy4daeT cooO1ieHne o0 ommoke.

B npuBenennoit cxeme DNS cepBep, oTBedaromuii 3a 30Hy any.com, JeJIErupoBajl mpaBa Ha
yrpasiienre jomeHamu ul.any.com u u2.any.com apyrum DNS cepsepam.

[ToaToMy, eciiu 0OpaTUTBCS K HEMY C BOMPOCOM O MalluHe, Hampumep, cl.ul.any.com, o
3HaeT [P anpec DNS cepBepa, oTBeUarOmIero 3a COOTBETCTBYIONIYIO 30HY U MOXKET MOCIIATh
eMy 3ampoc O HHTepecyromeid wmammue. [loaTomMy HeoOXoaumMo crenaTh Tak, YTOOBI
nonosiauTesbHBIE DNS cepBepa ¢ BompocamMu 0 30HaX, JIJIsi KOTOPBIX OHU HE aBTOPUTETHBI
(30HBI HEe Tpomnucanbl B ¢daiie named.conf mpu moMoIM MHCTPYKIMH ZOne), 00paIainch K
DNS cepBepy master.any.com. CaenaTh 3T0 MOXHO HECKOJIBKUMH CTIOCOOaMH.

IHapamerp forwarders

forwarders { anmpec; aagpec; ... };

IlepBbiii cmoco6 Haumbonee pacnpoctpaHeH. Korma y Bac mHoro DNS  cepsepos,
OTBEYAIOIIMX 3a 30HBl OJIHOIO YpPOBHs, IpaBa Ha KOTOpble BaM aenerupoBanbl DNS
CEpPBEPOM, OTBEYAIOLIUM 3a BBIIIECTOSALIMN B HMepapxuu noMeH. Hampumep, Takue Kak B
HallleM KJlacce.

Ot DNS cepBepa npeaHazHadeHbl TOIBKO JJIS MOACPKKH KINCHTOB OJHOTO OTJENa WIIH
nojpas3ieJieHust ¥ 00JbIlle HUKakuX (GyHKIUH Ha ceOe HEe HECYT.

JUis pemieHus mnpoOjemMbl JOCTaTOYHO B KOH(puUrypanuoHHoM ¢aiine /etc/named.conf B
MHCTPYKIUU options 100aBUTH CIEIYIONIYIO CTPOKY:
forwarders { 172.16.1.20; };



DTOT mapaMeTp O3HayaeT, YTO 3alpoChl O BCEX 30HAX, /ISl KOTOpbIX Tekyuuid DNS cepsep
HE aBTOPUTETEH, OYyIyT MepechliaThcsl Ha cepBep ¢ ykaszaHHbIM IP anpecom. B aTom cioydae
Ham DNS cepBep camoctosiTensHO HEe OyAeT MOCHUIATh 3ampoOChl HAa KOPHEBOW cepBep U
CUCTEMa HaYHeT paboTaTh HOPMAJIbHO.

3oua Tuna forward

zone “ul.any.com” IN {
type forward;
forwarders { 172.16.1.1; };

};

[Ipennonoxum, 4TO y Hac Ha BBIXOJE B MHTEpHET cyuecTtByeT DNS cepsep, 3a1aua KOTOporo
Ka1IMpoBaTh Bce 3ampockl oT DNS cepBepoB BHyTpeHHe# cetu mpennpuarus. M na firewall
CTOMUT pa3pelleHHe Ha IMOChUIKY 3ampocoB K DNS cepsepam, pacnonoxeHHbIM B MHTepHeT
TOJIBKO C 3TOT0 K3IIUPYIOLIETO CepBeEpa.

Uto6sr DNS cepep, oTBewaronuii 3a 30Hy any.com, MOT HOPMaJIBHO 00CITy>)KHBaTh 3aIpOCHl Ha
npeoOpa3oBaHWe HMMEH MAaIlliH, PACIOJIOKEHHBIX B HMHTEPHET, €My HEOO0XOIUMO HWMETh
BO3MOXHOCTh MOCHUIAaTh 3ampockl kK DNS cepBepam KOpHEBOTO JOMEHa U JAPYTUX JIOMEHOB
untepHer. Ho Ha firewall npsimoii focTyn K HUM 3aKpbIT.

s Toro, 4ToObl Bce paboTtano, B (aiie named.conf atoro DNS cepBepa Toke HeoOX0aHMO
npomnucath cTpoky forwarders, co ccpuikoil Ha Kammpytouuit DNS cepBep npeanpusitus:

forwarders { 10.10.1.1; };

U, kazanocp Obl, cucTeMa JOJDKHA 3apaboTaTh HOpMaibHO. Ho, K coXalleHHI0 3TOro He
npomsoiiner. [Tockonbky Mbl iponucanu napamerp forwarders, DNS cepBep, oTBeuaromumit
3a 30HY any.com, CTaHET OTBEYaTh TOJBKO HAa BONPOCHI O 30Hax [Js KOTOPBIX OH
aBTOPUTETEH, TO €CTh, ONMUCAHHBIX MPHU MOMOIIU HUHCTPYKIUU zone. [ToCKONIbKY JOMEHBI
ul.any.com , u2.any.com 4 T.JI. HE OMMCAHBI MPHU MOMOIIU HHCTPYKUHMHU Zone, F3TOT DNS
cepBep Oyner mepecwhuiath 3ampockl 0 HUX Ha DNS cepBep, onpeneneHHbId TpU MOMOIIU
napametpa forwarders, maxe He CMOTpsS Ha TO, YTO OH caM JeJerHpoBaj TMpaBa Ha
ynpaBieHue umu. A xamupyromuii DNS cepBep, mpocTto mepenpaBUT 3TOT 3alpoc Ha
kopHeBoit DNS cepBep u mosryuut coodiieHue 06 ommoke.

Jlns pemenust aToi mpo6siemsl B ¢aitne named.conf DNS cepBepa, oTBedaromero 3a 30Hy
any.com cieIyeT omucaTh 30HBI ul.any.com, u2.any.com © JApyrue, MpH TOMOIIA
MHCTPYKIMU zone. Mcronb3oBark TUN master Henb3sd, motomy uto Ham DNS cepBep He
SBIIIETCST Master cepBepoM JUIst 3TUX 30H. BO3MOXHO MOAHATE slave 30HBI, HO 3TO HE BCeTaa
ABIIIETCS TPAaBUJIBHBIM pelieHHeM. B Hamiel cuTyanuu Hanbosiee MPaBUIBLHBIM BHIOOpOM
Oynet onucaHue 30HbI Thma forward.

Hamnpumep, 1715 30161 ul.any.com ciaeayer 700aBUTh TAKUE CTPOKHU:
zone «ul.any.com» IN {

type forward;

forwarders { 172.16.1.1; };

}i
Teneps, ecnu Ha Hatr DNS cepBep npuet 3ampoc Ha Mpeodpa3oBaHKe UMEH KOMITBIOTEPOB

u3 1oMeHa ul.any.com, oH nepeuuieT 3Tot 3anpoc Ha DNS cepBep, onncaHHbIN IpU
oMoy napamerpa forwarders B MHCTpYKIIMM ZOne.



Bonpocsl

1. Ilpu momomm Kakoro napamerpa MoxxHo 3actaBuTh DNS cepBep nepecwuiaTh Bce
BOIIPOCHI O 30HAX, JJI KOTOPHIX OH He aBTOopuTeTeH Ha DNS cepBep npoBaiiaepa?

2. Jlns gero ucrosib3yercs 30Ha tumna forward?



Ucnonb3oeaHue npozpamm nslookup, dig u host

IIporpammer:
nslookup

dig

host

Jns mocwuiku 3anpocoB DNS cepBepy MOKHO HCIIOIB30BATH CAEAYIONIUE MPOTPAMMBI:
* nslookup

* dig — mporpamma uMeeT Ty *e (yHKIIHOHATBLHOCTH, 4TO U nslookup, HO mMapaMeTpsI 1Mo
YMOJTYaHHUIO 3TOU mporpamMMbl 6oiiee 3¢ dhextuBHbl. OHA BBIAET 00bINe HHOOPMALIMHN U
ABIIsETCS O0Jee yA0OHO! B MCTIOIB30BaHUHU

* host — nporpamMma BbIIa€T KPAaTKy0 HHPOPMAIIIO
IIporpamma nslookup

[Iporpamma MokeT paboTaTh B IBYX PEKUMAX:

* Bce napameTpsl 3aJat0TCs B KOMaHJHOM CTPOKE

* VHTEpaKTUBHBIN PEKUM

Huxe npuBeaeHbl HEKOTOPbIE KOMAH/Ibl, KOTOPbIE MOKHO MCIIOJIb30BaTh B UHTEPAKTUBHOM
peXUME.

Hucmpykyus Onucanue
exit BrIxon u3 mporpammbl
server Br16op cepBepa 1o yMorgaHuio, K KOTOPOMY OyAyT

MoChlIaThes 3apockl. [1o yMoauaHHIO HCHOTIB3YeTCs
DNS cepsep, onucanuslii B daiiie /etc/resolv.conf

set typG:TI/IH VYcraHoBKa THIIA 3aIIHUCH AJId 3apoca

IIporpamma dig

ITporpamma dig He UMeeT HHTEPAKTUBHOI'O PeKMMa pabOThI, BCE OTBETHI OHA BBIJAET HA
CTaHJIAPTHHIN BBIBOJ B popMmaTe (paiiyia onrucaHus 30HbI.
dig [onuuu] wvma [Tun 3anucu] [@DNS_cepsep]

[Tporpamme dig HEOOXOAUMO yKa3aTh UMS MAITUHBI WIH JOMEHA, HHPOPMAIIHIO O KOTOPBIX
Bbl XOTUTE MOJYYUTh. Tak K€ MOXKHO OIPEAEIUTh TUIl MHTEPECYIOLIEH BaC 3aIIUCH.

[Tporpamma no ymomndanuto nocsiiaet 3anpoc DNS cepBepy, onpeneieHHOMY B (aiine
/etc/resolv.conf. Eciim HeoO6XoauMo mocaaTe 3ampoc Kakomy-J1ubo Ipyromy cepsepy, ero [P
aJipec yKa3bIBaeTCs MOCiIe CUMBOJIA (@).

Ecin Bbl xoTuTe mony4yuth HHpopManuio o6 obpaTHOM mpeoOpazoBanuu u3 IP B ums
MalIUHbI, IPU BbI30BE MIPOrpaMMbl HEOOXOUMO HCIIOJIb30BaTh OMIIHIO -X.

IIporpamma host

[Iporpamma BbiiaeT kpatkyto uHdopmanuto. [Ipu ee BbI30Be HE0OX0AMMO yKa3aTh UMS
HMHTEPECYIOIIEH MalUHBI.

Ha uto cnenyer oOpamaTe BHUMaHKE NpU pabOTE C NEPEUHUCIECHHBIMU BbIILIE
nporpammamMu? B mepByro odepenib Ha TO, Kakue oTBETHI BbhigaeT DNS cepep. OObIYHO
TaKUM 00pa3oM OIpeNeSI0TCS IMEHa MalliH U JOMEHOB Y KOTOPBIX B KOHIIE IMEHU HE
CTOUT KOPHEBOW TOMEH.


mailto:@DNS_%D1%81%D0%B5%D1%80%D0%B2%D0%B5%D1%80

Ecnu nporpaMMa He MOXET NOIy4uTh 0TBET OT DNS cepBepa, 3HauuT Bl HENPaBUIBHO
ompenenuiu ero B (paitne /etc/resolv.conf uinm Mo kKakuMm TO MPUUUHAM CEPBEP HEIOCTYTICH.

30HbI 06pamHo20 nNpeobpasoeaHus

omen in-addr.arpa

Bce mnpumepsl, KOoTOpble MBI 10 CHUX IOp paccMaTpuBalid, OTHOCHUJIUCH K MPSIMOMY
npeoOpa3oBaHUI0, KOTJa MMsl MaluHBl TpeoOpasoBeiBamoch B IP ampec. DNS cepsepa
MO3BOJISIIOT OCYIIECTBIATH U 00paTHOE IpeoOpa3zoBanue — [P agpec B MMs MalIuHBL.

Jns Toro, 4roOBl MOHATH, KaK 3Ta BO3MOXKHOCTH peal30BaHa, HEOOXOIUMO MOHATH
npUHLIUI 00pa3oBaHUs MOJIOMEHOB B jJoMeHe .in-addr.arpa. DTo cnenuanbHBI TOMEH,
MpeHa3HAYeHHBIN JIJI1 00paTHOTO MPeoOpa30BaHMSI.

Ecin mocMoTpeTh Ha MMsI MalllMHBI Master.any.com, TO BHIHO, YTO OHO COCTOUT U3 JIBYX
JacTeil: master — UMsl, any.com — JIOMEH.

IP agpec 37Ol MamuHBI (TIPEANONIOKUM, YTO €ro 3HadeHue paBHO 172.16.1.20, netmask
255.255.255.0) TokKE COCTOMUT U3 JIBYX YaCTEH:

172.16.1 — anppec cetn, 20 — aapec mamuHbl B cetd. Eciau aror IP aapec 3ammcars
Haoobopot: 20.800.10.10 — TO MOXHO mpeacTtaBuTh uTto 20 — 3TO WM MAalIWHBI,
108.10.10 — umsa nomeHa.

C yueToM HCIOJIB30BaHUS CHElUAIbHOrO nomMeHa in-addr.arpa, FQDN Oyner BwITIAIETH
CIEAYIOIIUM 00pa3oMm:
20.108.10.10.in-addr.arpa

Takum oOpasom, s mpeoOpazoBanus [P agpecos B cetn 172.16.1/24 B daiine named.conf
HeoOxoauMo ompenenuth 30Hy 1.16.172.in-addr.arpa. OHa MoxeT ObITh Kak master Tak u
slave. B ¢aiine onmcanus 30HBI 00s3aTeIbHO JOJDKHBI OBITH ompeaeneHbl 3anucu SOA u
NS. Jlns nmpeo6pazoBanus [P anpecos ucnons3yercs 3anuck tuna PTR.

uma_ip IN PTR KaHOHW4YecKoe_ums

st mpeoOpazoanust [P agpeca 10.10.100.20 B ¢aiine ommcaHus 30HBI HEOOXOIUMO
N00aBUTH CJICIYIOIYIO 3aUCh:
20 IN PTR master.any.com.

30HBI 00paTHOrO MpeoOpa3oBaHMs JTOJDKCH MOJHUMATH Biajgener] myia IP ampecos. Eciu

IpOBaiiJiep BBIAEIWI BaM HE BeCh IyJ IIeJ1 KOM, Bbl JOJDKHBI IepeiaTh eMy MMEHa MaIluH
IJIsL TOTO, YTOOBI OH BHEC UX B 30HY 00paTHOTO MpeoOpa3oBaHMUsL.



JlaGopaTopHnas padora B

HacTpoiika 30HbI 00paTHOrO IpeoOpa3oBaHMs
eab padoTbl
Hayuurtbcst moHUMAaTh NOJAEPKKY 30HBI 0OpaTHOTro nmpeodbpazoanus B BIND.
Hcxoanbie 1aHHBIE

3oHa oOpaTtHOrOo TmpeoOpa3zoBaHusi OyJaeT MMOJHUMATHCS HA BCEX YETHBIX MallluHAX
(MammHax, Ha KOTOpbIX pacnoiioxkeHbl DNS cepBepa Bammx 30H).

B 30He oOpatHOro mnpeoOpa3zoBaHHs IOCTATOYHO OMNMUCATh TOJHKO TPU MAIIUHBL: JIBE
MAIIMHBI, BXOJSIIUE B Balll JOMEH U MAIlIMHY MPEToIaBaTells.

3aoauu Onucanue

1. JoGaBnenue ommcanus 30HH B (paiin named.conf | 1. OTkpoiiTe Ha penakTupoBaHue (aiin
/etc/namedb/named.conf u 1o0aBLTE B HETO

HHCTPYKIHIO ZONC ONPEAC/IAIONIYI0 ITapaMeTPhbl 30HBL.
zone "1.16.172.IN-ADDR.ARPA" {

type slave;
file "slave/ul8.rev";
masters {
172.16.1.254;
Y
3
2. IIpoBepka cuHTaKCcHCA [Ipu momomu mporpammsel named-checkconf

mpoBepsTe Qaitr named.conf Ha HamUUHe
CHHTAaKCHYECKUX OIIHOOK

4. BximroueHne MOAAEPKKHA 30HBI 00paTHOTO 1. 3acraBpTe Bamr DNS cepBep nmepednTaTs CBOH
mpeoOpa3oBaHus KOH(UTypanroHHbIe (aibl.
rndc reload

2. ITocmotpuTe, Kakas uHpopMaIis ObuIa 100aBICHA B
KOHeIT )KypHaJsHOTO (aiina /var/log/messages

5. IIpoBepka paboTocrnocoOHOCTH 1. Bemonnute nmporpammy nslookup, ykaszas el B
KayecTBe napameTpa [P agpec MamunHbl npenogaBaTess

2. Bemonaute nporpammy dig, ykasaB el B KauecTBe
rapameTpoB onuuio -x u [P anpec mammnbl
TMIperoiaBaTens

Ecnu y Bac BO3HUKIIN OMIMOKHA BO BpeMs BBITIOTHEHUS J1a00OpaTOpHO paboThI, HUXKE
OTIUIINTE BO3HUKIINE OMUOKH U CITOCOOBI UX PEIICHUS.



Bonpocsl

1. Kakoli Tun 3anucu ucnosb3yercs i npeodpasosanus [P aapeca B umst MamuHbl?

2. KTo 10/DKeH moTHUMAaTh 30HBI 00paTHOTO MPeoOpa3oBaHms?



Kamupyromuii cepsep

3onsI THMA hint
zone "." IN {
type hint;

file "named.ca";

}

JloBonbHO yacto DNS cepBepa MCHOIB3YIOTCS KakK MPOCThIE KAIIMPYIOLIUE cepBepa 0e3
HOJIEPKKH KaKuX-TH00 30H. Takue cepBepa MO3BOJSIOT SKOHOMHUTH JOCTAaTOYHO OONIbIIOE
KOJIMYECTBO Tpaduka.

s Toro, yto6s1 BIND cran kammpyromum DNS cepBepom, B KoH(HUTYpalluOHHOM (aitie
cepBepa JIOJKHBI OBITH OMUCAHBI TPU 30HBI:

* 30Ha npsmMoro npeodpazoBaHus s qomeHa localhost
» 3ona obpaTtHOro mpeodpazoanus 0.0.127.in-addr.arpa
* 30Ha, ONMHCHIBAIONIAst KOPHEBOH TOMEH

Jlnst HopMmanbHOM paboThl k3mmpytouniero DNS cepBepa emy HeoO0X0quMO KakuM-I1H00
obpa3om ykasatb [P anpeca DNS cepBepoB, oTBevaromux 3a KopHeBoi 1omeH. [loTomy urto
OH, eciay MH(pOPMalUU O MallMHE HET B JIOKAJIbHOM Kd3Ile, OyJIeT cHayajga oOpamarbes K
KOPHEBOMY JIOMeHy U 1o wuepapxun DNS cepBepoB no0uparbcs 10 cepBepa,
OTBETCTBEHHOTO 3a HHTEPECYIOUIYIO 30HY.

IP agpeca xopHeBbix DNS cepBepoB ONHMCHIBAIOT MPH MOMOIIM CHEIMAIbHOW 30HBI THIIA
hint. Ee ocHOBHOe Ha3HadyeHHWE “TIOJCKa3aTh’ HameMy cepBepy 3Tu IP ampeca, 4ToObI OH
MOT 00paTUTHCSI K KOPHEBBIM CEpBEpPaM.
zone "." IN {

type hint;

file "caching-examples/named.ca";
};

OO0s13aTenbHBIM NTApaMEeTPOM MpHU ONpeNleJIeHUH 30HbI THHa hint siBasercs mapamertp file,
yKa3bIBAIOUIMH Ha (ailil, B KOTOPOM XPaHATCA MOICKAa3KH.

B »ToM ¢aiine comeprxkatcs mapsl 3anuceil Tuna NS u A, onpexnenstomue DNS cepsepa,
OTBEYAIOIINE 32 KOPHEBOH JOMEH:
.3600000 IN NS A.ROOT-SERVERS.NET. A.ROOT-SERVERS.NET. 3600000 A 198.41.0.4

Ecnn Bbl cinyuaiiHO yaanuwiu (ai mOJACKa30K, €ro MOXKHO MOJy4YuTh C¢ Jpyroro DNS
cepBepa Mpy MOMOIIH yTHIUTHI dig:
dig . ns @IP_DNS > file

unu ¢ ftp cepsepa ftp.internic.net/domain/named.cache.


ftp://ftp.internic.net/domain/named.cache
mailto:@IP_DNS

Bonpocsl

1. Kaxkoit Tun 30HBI HCTIONB3YETCA Il YKazaHus HameMmy DNS cepBepy anpecoB cepBepoB,
OTBEYAIOIINX 32 KOPHEBYIO 30HY?

2. Kak MOXHO NOJy4uTh (ailsl, UCIIOIb3yeMbli B KaUeCTBE MOJACKA3KH 0 uMeHax u [P
anpecax DNS cepBepoB, 0TBeHaIOMMX 32 KOPHEBYIO 30HY?



Bonpocsl 0e3o0macHOCTH

Orpannuenne noctyna Kk DNS cepsepy
Texuonorus TSIG

3amyck DNS ceprepa B chroot

I[Ipu wucnonszoBanuu DNS cepBepa BIND Bl J0JDKHBI  MPEACTaBIATh, KaKue
MOTEHIIHATbHBIE OMTACHOCTH MOTYT BO3HUKHYTb B IIPOIIECCE €r0 IKCILTyaTallUH.

OTH ONACHOCTH CIICAYET pa3AeiauTh Ha JIBE YaCTH:
* IIpobnemsl cuctemsr DNS

 IIpob6nemsl mporpamMmmel named

Orpanunyenue gocryna k DNS cepsepy

allow-transfer — orpaHuueHHe 30HHBIX IEPECHUIOK
allow-update — orpaHnveHre U3MECHEHHUIT B OITUCAHHH 30HBI

allow-query — orpanuuenue 3anpocos k DNS cepsepy

[lepBas pa3zHOBUAHOCTH IpoOJIeM CBs3aHA C M3HAYAIBHON OTKPBITOCTBIO crcTeMbl DNS. V
3JIOYMBIIICHHUKA €CTh HECKOJIbKO BO3MOXXHOCTEHM ucnoiab3oBanus DNS s opranuzanuu
aTak:

» Tlonyuenue nHpOpPMAIIUU O CETH MPEATPUATHUS

» 3amena undopmaruu Ha DNS ceppepax

OrpanunyeHue gocTyna K uHGopMauuu

3HOYMLIH_UICHHI/IKY JJIsd TOro, YTOOBI INOHATHb, KAK 4aTaKOBaThb Bally CCTb, HCO6X0,Z[I/IMO
Y3HaTbh TOIIOJOTUIO CETH U ONPEACIINTh, KAKHMC MAllMHbI KaKHE q)YHKI_II/II/I BBITIOJTHSIOT. OTH
nmapaMeTpbl MOKHO BBIYUCIINTE HA OCHOBAHUHA 3ammceit Tumna A.

3ammTa OT MEpPBOr0 THUIA YSI3BUMOCTU Y€ BcTpoeHa B BIND — Henb3st monyuuTh Bce
samrcu Trma A ¢ DNS cepBepa npu momomy ctaHaapTHBIX porpamm trma nslookup u dig.

Ho ecnau BBl 3amernnu, Korja Oblaa MomHsATa slave 30Ha Ha HedeTHBIX MamuHax, DNS
CepBEp MOTYYUIT MOJIHYI0 HHPOPMAIIHIO O 30HE, HECMOTPSI Ha TO, YTO €T0 HE OBLIO B CITUCKE
ABTOPUTETHBIX CEPBEPOB, OMPEEICHHBIX TPHU TOMOIIH 3armucu NS.

s pemenust 3Toi mpobsiemsl B ¢aise named.conf cnexyer no6aButTh mapameTp allow-
transfer, orpaHMYMBarONINIT BO3MOKHOCTh 30HHBIX MIEPECHUIOK. B KauecTBe apryMeHTOB eMy
HEeoO0XoIMMo yKasbiBaTh criucok [P ampecos salve cepBepos.

allow-transfer { 1.2.3.4; 10.10.10.10; };

[TapameTp MOXHO ONpeAensaTs B MHCTPYKIUH options. Toraa oH Oyaet oOUIMM 17151 BCEX 30H
Bamero DNS cepsepa. Wnu onpenensts ero st Kax a0l 30HbI OTAEIBHO.

Ecnu npeanonaraercs, uto DNS cepBep OyAeT HCIOJIB30BATHCS TOJBKO JJIsI BHYTPEHHUX
HYXJ, WIM TOJIBKO HEKOTOpbIE 30HBI MPEIHA3HAYEHbl JJIs JOCTyna K HUM u3 HHTEepHeT,
BIND mno3Bosisier BBECTH OrpaHMYeHHUs Ha TO, ¢ Kakux cered miu [P aapecoB MOxHO
obOpamartbcs ¢ 3anpocamu k Hamemy DNS ceppepy.

I[J'IH TaKOI'0 OTpaHNYC€HUA UCIIOJIB3YIOT IapaMeETp allow-query.
allow-query { 10.10.100/24; 1.2.3.4; };

Ero MoXxHO onpeensTs B MHCTPYKIUHU options, Torja 3To OyayT OrpaHUYEeHUS Ha 3alPOCHI
k DNS ceppepy BooOmie. Eciu ero onpenenuTs BHyTpH 30HBI, TOTJAa OTPAaHUYCHUS OyayT
pacrnpoCTpaHsATHCS TOJBKO Ha 3Ty 30HY.



NoameHa nHdopmaumm Ha DNS cepBepax

Ota npobiemMa MOKET BOSHUKHYTh U3-3a MOJJEPKKH pacliupeHHoro npotokona DNS, B
KOTOPOM IPelyCMOTPEHA BO3MOXHOCTh aBTOMAaTUYECKOr0 OOHOBIECHUS HHPOPMAIIUH B
3oHe DHCP cepBepamu.

[To ymonuanuio u3MeHeHnre HHGopMaluy B 30HE BO3MOXKHA CO Bcex MamuH. J{is
OTIPE/ICJICHHS CIIUCKA MAIIIMH, OTKY/1a MOKHO U3MEHSTh COJAEPKUMOE 30HbI, UCIIOIB3YETCS
nmapametp allow-update.

allow-update { 1.2.3.4; };

Ecnu ne npearojraracTcsa UCIO0JIb30BaATh BO3SMOKHOCTb U3SMCHCHU A I/IHq)OpMaI_[I/II/I B 30HC, OTY
BO3MOXHOCTbH H€O6XOI[I/IMO 3anpeuiaTh Mpru NOMOIIH KJIKOYCBOTO CJIOBA none.

allow-update { none; };

Ucnoab3zoBanuerexnojoruu TSIG

Nporpavma dnssec-keygen
key “c1-c2” {
algorithm hmack-md5;
secret “y3AukehA+ji36hTFTDx3MA==";
};
server c2.ul.class.unix {
keys { c1-c2; };
};
allow-transfer { key ci1-c2; };

Korna Mbl roBopuM O MapameTpax, ONUCAaHHBIX B MpeAblAylLIed TIiaBe, HE0OXOJUMO
ITIOHMMATh, YTO KOHTpOJIb 110 [P agpecam He caMblil HaIe)KHBIM METO 3aIlIUTHL. Eciin B ceTH
cymectsyer DHCP cepBep, KOTOpOMy pa3pelIeHO H3MEHATb HHPOpPMAILHUI0 B 30HE,
3JIOYMBIIUICHHUK MOKET BOCIIOJIb30BaTbCs 3ITUM, Hcnoab3ys ero IP ampec. Tak xe
CYLIECTBYET BEPOATHOCTh U3MEHEHMs HH(OPMALIUK ITPH NEepeCchUIKE 30HbI Ha slave cepsepa.

JUist penieHus 3TuxX npobsieM MOXKHO HCIOJIb30BaTh TexHojoruio TSIG, koTopas mo3BossieT
IpU TepechlIkax HHGOpMaluu ayTeHTU(UIUPOBATh Mapy OTIPAaBUTEIb-NONyYaTelb U
IIPOBEPATH, U3MEHSIUCH JIU JJAHHBIE [IpU IIepeaye.

B TSIG npumensiercss METO] CUMMETPUYHOTO ImndpoBanus. [yis KaxJ0i mapsl cepBepoB,
MEK]ly KOTOPBIMH IIPEAIIOIAraeTCs NepeaBaTh JaHHbIE, JOJKEH CO34aBaThCsl CBOM KIIOY.

TSIG MOXHO KMCHOJIB30BAaTh TOJBKO MPH IEepeaade MaHHbIX MeEXIy cepBepamu. KineHTbl
DNS He MOryT UCNOIB30BATH 3TY TEXHOJIOTHUIO.

Curnatypsl TpaH3akUui, ucnosb3dyemsle B TSIG, npoBepsroTcs HA MOMEHT MOCTYIUICHUS
JAHHBIX U TYT K€ OTOpachIBalOTCS, TO €CTh, OHU HE XPaHITCS B K31 cepBepa.

Jlnst reHepanuu Kiro4el ucnois3yerca nporpamma dnssec-keygen, moctasisiemas ¢ BIND
9. Ilpenmnonoxum, 4To y HaC UCIOIB3YIOTCS JBa cepBepa: cl.ul.any.com u c2.ul.any.com,
TOT/1a JUIsl TeHEepaIuy Kitoua He0OX0AMMO BBIIIOHHUTH CIETYIONIYI0O KOMaHIY:

dnssec-keygen -a HMAC-MD5 -b 128 -n HOST cl.ul.any.com \

-c2.ul.any.com

B  pesymprate Oynmyr co3mansl aBa  (Qaiima:  Kcl.ul.any.com -c2.ul.any.com.
+157+29237.private u Kcl.ul.any.com -c2.ul.any.com.+157+29237 key, roe 157 — xon
anroputMa MDS5, 29237 — cnydaiiHOoe 4HMCIIO, UCTIOIb3yEeMOE B KaUeCTBE UACHTH(PHUKATOpA
KJIIOYa Ha Cy4ai, KOT/a y OJIHOM Mapbl CEPBEPOB €CTh HECKOJIBKO KIIOYEH.

Conmepxumoe  daitna  Kcl.ul.any.com -c2.ul.any.com.+157+29237.private  MoxeT
BBITJIAJIETh TaK:

Private-key-format: vi1.2



Algorithm: 157 (HMAC_MD5)
Key: y3AukehA+ji36hTFTDx3MA==

®aiin Kcl.ul.any.com- c2.ul.any.com.+157+29237.key wucnons3oBaTbcsi HE OymeT U T
HepHupyeTcs mporpammoit dnssec-keygen TOIBKO MOTOMY, YTO OHA TaK K€ MPUMEHSCTCS ISt
TCHEPUPOBAHUS TIAp OTKPBITHIX M 3aKPBITHIX KIFOUCH.

Kirou noimken ObITh OAMHAKOBBIM Ha 00€HMX cepBepax. Y CTAaHOBUTE HA HErO IMpaBa JOCTyIa
600 u mepenaiiTe MOJIB30BATENIO, C IIPAaBaAMU KOTOPOTO 3aIllycKaeTcs AeMOH named.

Hu B xoeMm ciydae He mochuiaiiTe (aii mo 371eKTpOHHOU mouTe uid ftp B OTKpBITOM BHUJE,
310 He Oe3omnacHo. IlepeHocure ero Ha JauckeTe WIM Iepe] nepepaudedl 3amudpyiire
IIpOrpaMmoin gpg.

s onpenenenus kimoda B BIND B nupextopun /etc/bind coznaiite ¢aitn, Hanpumep, cl-
c2.key. Conepxumoe 3Toro ¢aina OyaeT CIeayIOIHM:

key “cl-c2” {

algorithm hmack-md5;

secret “y3AukehA+ji36hTFTDXx3MA==";

i¥

Hoctyn k sToMmy (ailly AOMKEH HMETh TOJIBKO I0JIb30BaTElIb, C IpaBaMU KOTOPOIO
3amyckaeTcsi 7eMoH named. BKIo4nTh 3TOT ¢aiti B OCHOBHOW KOH(UTYpAIMOHHBIA (aiin
named.conf MOXHO TIpH mOMOIIHM HHCTPYKIKHU include:

include “c1-c2.key”;

[Tocne onpeneneHus Kiro4a He0OX0JUMO 3acTaBUTh named UIeHTUDUIUPOBATE APYTOi
cepsep:

server c2.ul.any.com {

keys { c1-c2; };

Iy

TouHo Tak ke HeoOXonumo omucaTh ayTeHTHuUKanu Hamero DNS cepBepa Ha cepBepe
c2.ul.any.com.

Bce nupektuBwl allow-update, allow-query u allow-transfer moyKHBI CChITATBCA HA 3TOT
KITIOY.

Hampuwmep:
allow-transfer { key ci1-c2; };



Bonpocst

1. Kakoit napameTp HE0OXOAMMO 0053aTE€IBbHO UCIOJIb30BaTh B MHCTPYKIUU Zone JIst
OrpaHUYEHMS BO3MOXKHOCTH 30HHBIX IIEPECHUIOK?

2. Kakoin napameTp HCO6XO,I[I/IMO HCIIOJIb30BaTh B MHCTPYKIHUHN ZONC JIs 3alIPCUICHUS
HM3MCHECHHUS OIMMCAHUS 30HEI?

3. M0oHO 71 UCTI0JIb30BaTh TexHOJI0THIO TSIG npu B3anMoAeCTBUM KIIMEHTA U CEpBEpa
DNS?

4. ITo xakuM npuurHaAM HeobxoauMo 3anmyckatb DNS cepsep B chroot?



DHCP

DHCP (anrn. Dynamic Host Configuration Protocol — mpoTokon auHaAMHUYECKOM
KOHQUrypalMy y3ga) — 3TO CETEeBOW MPOTOKOJ, TO3BOJISIONIMN  KOMIIBbIOTEpAM
aBTOMAaTHYecKu nonydarb [P-anpec u apyrue napamerpsl, HEOOXOIUMBIE 1Ji1 pabOThI B CETU
TCP/IP. [ns sTOoro KoMIbiOTEp oOOpaliaercss K CHEHHMaIbHOMY CepBepy, Ha3blBAEMOMY
cepeepom DHCP. CereBoii aAMHHHCTPATOp MOMXKET 3a7aTh JUANa30H  aJIPECOB,
pacrpesieNiieMbIX Cped KOMIIBIOTEPOB. OTO NO3BOJISET H30€XaTh pPYYHOM HACTPOMKH
KOMIIBIOTEPOB CETH U yMEHbIIaeT KoiaudecTBO ommOok. I[Iporokon DHCP ucnonb3yercs B
6onpuHCTBE KpynHbIX ceteir TCP/IP.

DHCP saBnserca pacmmpenrem npotokona BOOTP, wucnonb3oBaBumierocs paHee ais
obecriedeHns: OE3IMCKOBBIX paboumx cranmmid [P-agpecamm mpm ux 3arpyske. DHCP
coxpansieT oOpatHyto coBmectumocts ¢ BOOTP.

Ucmopus

Crannapt nporokosa DHCP Obu1 npunsat B okTsOpe 1993 roma. JleiicTByromas Bepcus
nporokoia (Mapt 1997 rona) onucana B RFC 2131. HoBas Bepcust DHCP, npennaznauennas
Uit ucnosib3oBanust B cpene IPv6, nocut HazBanue DHCPv6 u onpenenena B RFC 3315
(urosb 2003 rona).

PacnpedeneHue IP-adpecos

[Iporokon DHCP npenocrasnsiet Tpu ciocoba pacnpezaenenus [P-anpecos:

* Pyunoe pacnpeaesaenne. [Ipu 3Tom criocoGe ceTeBoi aIMUHUCTPATOP COMOCTABIISET
anmapatHoMy ajapecy (o0pruHO MAC-angpecy) KakIOro KJIMEHTCKOTO KOMIIBbIOTEpa
onpenenéuuniii [P-anpec. ®dakTudecku, NaHHBIA CIIOCOO pacIpelneieHHs] aJlpecoB
OTJIMYAETCS OT PYYHOM HACTPOMKM Ka)KJI0OTO KOMIBIOTEPA JIHIIb TEM, UTO CBEICHHUS 00
azpecax XpaHsrcs LeHTpanu3oBaHHO (Ha cepepe DHCP), u motomy ux mporie
U3MEHATH [TPU HEOOXOIUMOCTH.

* ABTOMaTH4YecKoe pacnpeaeienue. [Ipu 1anHom croco6e KakJoMy KOMIIbIOTEPY Ha
MOCTOSIHHOE HCIIOJIb30BAaHKUE BBIJEISAETCS MPOM3BOJIBHBIN cBOOOMHBIN I[P-ampec wu3
ONnpeen€HHOr0 aIMUHUCTPATOPOM JHAIa30Ha.

* JluHaMH4ecKoe pacnpegejdeHde. ITOT cHoco0 aHAJOTHYEH aBTOMATHUYECKOMY
pacIpeneneHnio, 3a HUCKIIYEHHEM TOTO, YTO aJIpec BBIJAETCS KOMIIBIOTEPY HE Ha
IIOCTOSIHHOE II0JIb30BaHUE, a HAa ONPENENEHHBIM CpPOK. ODTO Has3bIBA€TCA apeHIoU
aapeca. Ilo wmcreuenun cpoka apeHnbl IP-aapec BHOBH cuuTaeTcsi CBOOOAHBIM, H
KJIMEHT 00513aH 3apOCUTh HOBBIH (OH, BIIPOYEM, MOXKET OKa3aThCsI TEM K€ CAMBIM).

Hexotopsie peanuzanuu ciry»x661 DHCP criocoOHBI aBTOMaTHYeCKH OOHOBIATH 3anucu DNS,
COOTBETCTBYIOIIME KIMEHTCKUM KOMIIBIOTEPAM, MPHU BBIIEICHUM UM HOBBIX aJpPECOB. IJTO
MIPOM3BOIUTCS TIPH MOMOIIH TpoToKoyIa oOHOoBIeHHs: DNS, oncannoro B RFC 2136.

Onuyuu DHCP

ITomumo IP-anpeca, DHCP Takxke MokeT cooOmaTh KIMEHTY JOMOJHHUTEIbHBIE TTapaMeTphl,
HEOOXOUMBIC JUISI HOPMAaJIbHOW pPabOThl B CETH. DTH MapamMeTpPhl HA3BIBAIOTCS OMIUSIMHU
DHCP. Cnucok craHaapTHbIX onuuid MokHO HaiTu B RFC 2132.

HexotopbiMu u3 HanOoJIee YacTO UCIOIB3YEMbIX OIIUI SBIISIOTCS:
* [P-agpec mapuipyTuzaTopa 1o yMOoIT4aHHIO
*  Macka IOJICEeTH
* azapeca cepepoB DNS



e umMms noMeHa DNS

HekoTopeie MOCTaBIIMKKA MPOTrPaMMHOTO OOECIeYEHUsT MOTYT OINPEICNsTh COOCTBEHHBIE,
nomnonaurebabie onuuu DHCP.

Jloecuka pabomsbi npomokona DHCP

[Tpotoxkon DHCP sBisieTcsi KIMEHT-CEpPBEPHBIM, TO €CTh B €r0 padOTe Y4acTBYIOT KIHEHT
DHCP u cepsep DHCP. Ilepenaua gaHHBIX Npou3BOAUTCA NpU nomouu nportokona UDP,
IIPY 3TOM CEepBEp MPUHUMAET COOOIICHUS OT KIIMEHTOB HA NOPT 67 M OTIpaBIIET COOOUICHNUS
KJIMEHTaM Ha nopt 68.

ITpumep npornecca nonydeHus agpeca

Paccmorpum mpumep mnporecca mnonyuenus [P-agpeca knmumentom ot cepepa DHCP.
[Ipenmonoxkum, KIHEHT emé He MMeeT coOcTBeHHoro I[P-ampeca, HO eMy H3BECTEH e€ro
npenpiaymumi agpec — 192.168.1.100. [Iporecc cocToUT U3 YETHIPEX ITAIOB.

O6HapyxeHne DHCP

B Hauane KJIMEHT BBINOJHSAET IIUPOKOBEHIATEIBHBINA 3ampoc Mo Bceil (u3nueckoil ceTu ¢
uenpto  o0Hapyxuth goctynHbie DHCP-cepepbl. OH oTmpaBisieT COOOIICHHE THIIA
DHCPDISCOVER, npu sToM B kauectBe [P-anpeca ucrounuka ykassiBaercs 0.0.0.0 (Tak kak
KOMIIbIOTEp enié He uMeer cobctBeHHoro IP-agpeca), a B kauecTBe ajapeca Ha3HAUEHUS —
LIIMPOKOBEIIATENbHbIN aapec 255.255.255.255.

KnueHT 3anosHseT HeCKOIbKO MoJei cooO1eHns HayalbHbIMU 3HAYCHUAMU:
*  YHHUKAJIbHBIA HMICHTU(PUKATOP TPAH3AKIHMH, KOTOPBIA ITO3BOJIIET OTIWYATh JAHHBIH
nporecc noiaydenus [P-agpeca oT apyrux, NpoTeKaoMuUX B TO )K€ BpeMs
* anmapatHsblil agpec (MAC-aznpec) KiueHTa
* mocinenHuil u3BecTHbIN kineHTy [P-anpec, a B manHoM mpumepe 3to 192.168.1.100.
3T0 HEOOs3aTEBLHO U MOXKET OBITh IPOUTHOPHUPOBAHO CEPBEPOM.

Coobmenne DHCPDISCOVER wmoxer ObITb pPacHpOCTpaHEHO 3a MpeAesbl JIOKaJTIbHOU
(bu3nYecKO ceTu MpU MOMOIIM CHEIMabHO HACTPOEHHBIX areHToB perpancisaiuun DHCP,
NepeHanpaBIOIMX MOoCTynamue oT KiueHtoB coodmenuss DHCP cepBepam B apyrux
HOJICETSX.

Mpeanoxenne DHCP

[TomyunB cooOIieHre OT KIMEHTa, CEpBEP ONpeesieT TpeOyeMyto KOH(PUTypaIHio KINEHTa B
COOTBETCTBHH C YKa3aHHBIMH CETEBBIM aJIMHHHCTPATOPOM HACTpoikamu. B maHHOM cirydae
DHCP-cepBep cormaceH ¢ 3amnpolleHHbIM KiaueHToM anpecom 192.168.1.100. Cepsep
otmpasisier emy otBeT (DHCPOFFER), B koTOpOoM mpeniaraeT KOHPUTypaluio.

910 coobmenne DHCP-cepBep pacchuraeT mupokoBemareabHo. KIMeHT MOXET MOJy4HTh
HECKOJBKO paznuuHbix mnpemnoxkeHuii DHCP oT pa3HbIX cepBepoB; M3 HHMX OH JOJIKEH
BBIOpATh TO, KOTOPOE €0 «yCTPAaUBAET».

3anpoc DHCP

BeiOpaB onHy u3 kKoH$urypamwmii, npemioxeHusix DHCP-cepBepaMu, KIHEHT OTHpaBIIseT
3aipoc DHCP (DHCPREQUEST). On pacchlnaeTcsi IMMUPOKOBEMIATENBHO; MPU 3TOM K
omuusM, ykasanHbIM kiueHToM B coobmennn DHCPDISCOVER, no6asmnsiercs crnienuaibHast
onmus — uACHTHPUKATOP cepBepa — ykaswpiBatomas aapec DHCP-cepBepa, BbIOpaHHOTO
KJIMEHTOM (B JaHHOM citydae — 192.168.1.1).



NMoarBepxaeHne DHCP

Hakonen, cepep noarBepkaaeT 3ampoc u HampasisgieT 3T1o noarsepxacHue (DHCPACK)
kiaueHTy. Ilocie 3Toro KiIMEHT JOJDKEH HAacTpOMTh CBOM ceTeBOW HMHTepdeic, MCHonb3ys
MpeaAOCTaBJICHHBIC OIIIHH.

Mpouue coobweHusa DHCP

ITomumo cooO1ieHni, HE0OXOAUMBIX JUIs IEpBOHAaYaIbHOIO nostydeHus [P-aapeca kiveHrom,
DHCP mpenycMaTpuBaeT HECKOIBKO JOTOJHUTEIBHBIX COOOIIEHUH /sl BBINOJHEHHUS MHBIX
3a1a4.

OTtka3 DHCP

Ecnu nocne nomyuenust nonreepxaeHuss (DHCPACK) ot cepBepa KiIuMeHT oOHapy>KUBaeT,
YTO YKa3aHHBIM CEpBEPOM aJapec YK€ HCIONb3YyeTCss B CETH, OH PacChbUIacT
mpokoBetarenbHoe coobmenue orkaza DHCP (DHCPDECLINE), mocne vero mpouenypa
nosyyenus [P-anpeca nmosropsiercs. Mcnons3oBanue IP-anpeca ApyruM KIMEHTOM MOXHO
00HaAPYX UTb, BEITOTHUB 3arpoc ARP.

OtmeHa DHCP

Ecau mo kakum-TO IpUYMHAM CEPBEP HE MOXKET MPENOCTaBUTh KIHUEHTY 3anpolleHHbId [P-
ajapec, WIM €CIM apeHaa ajpeca yAalsercs aIMHHHCTPATOpPOM, CEPBEP pacChUIACT
mpokoBemarenbHoe coobmenue orMeHsl DHCP (DHCPNAK). [Ipu momydeHun Takoro
COOOIIIEHUS] COOTBETCTBYIOIIMI KIMEHT JOJIKEH MOBTOPUTH MPOLEAypy HOIYyUYEHHS ajipeca.

OcBob6oxaeHne DHCP

KnueHt mMoxer sBHBIM 00pa3oM mpekpatuTh apenay IP-aapeca. /Ing storo oH ormpasisier
coobmienue ocsoboxaenuss DHCP (DHCPRELEASE) Tomy cepBepy, KOTOPBI NpeaocTaBuil
eMy aapec B apeHny. B otmuume ot apyrux coobmenuit DHCP, DHCPRELEASE =ne
paccbUIaeTcs HIMPOKOBEIIATEIbHO.

UHdopmauma DHCP

Coobmenne wuHpopmanmn DHCP (DHCPINFORM) npennasHadueHO IjIsi OmNpeaesieHUs
nonoaHUTENbHBIX napameTpo TCP/IP (nanmpumep, agpeca MapuipyTu3zaTopa Mo YMOTYAHHIO,
DNS-cepBepoB 1 T. 1.) TEeMH KJIMEHTaMH, KOTOPBIM HE HY)XeH AuHamudeckuil [P-ampec (To
€CThb aJipec KOTOPBIX HACTPOEH BpyuHYI0). CepBephl OTBEUAIOT Ha TAKO 3ampoc cOOOIeHHEM
noareepxkaenus (DHCPACK) 6e3 Beiaenenus [P-ampeca.

YctaHoBka DHCP

DHCP-cepBep MOXHO YCTaHOBUTDH U3 ITAKETA:
pkg_add -r isc-dhcp3-server

WK cOOpaTh U3 MOPTOB, UTO MPEANOYTHTEIbHEE. .

cd /usr/ports/net/isc-dhcp30-server

make config

cat /var/db/ports/isc-dhcp30-server/options
WITH_DHCP_PARANOIA=true

WITHOUT _DHCP_JAIL=true



WITHOUT _DHCP_SOCKETS=true
WITHOUT _DHCP_LDAP=true
WITHOUT DHCP_LDAP_SSL=false
WITHOUT _OPENSSL_BASE=true
WITHOUT _OPENSSL PORT=true
WITHOUT _DHCP_LQ=true

make install clean

[Tocnennum 1TpuxoM, 3aBepuiatomiuM ycraHoBky DHCP-cepepa sBisiercss mpaBka

/etc/rc.conf
dhcpd_enable="yes"
dhcpd_iface="1e0"

Hactpownka DHCP

Temepp MOXHO HacTpauBaTh caM cepBep, oTkpoiTe ¢aiin /usr/local/etc/dhcpd.conf u
BITUIIMTE Ty/a HYXXHbIC BaM IapaMeTphl M0 aHAJOTMU C MPUMEPOM IPUBEACHHBIM HIKE. B
¢aiine KoH(QUTYypalMu YCTaHOBJICHHOM II0 YMOJIYaHUIO IPUBEACHBI HEKOTOPBIC MPHMEPHI
KOTOpBIC MOTYT BaM MOHAJO0UTCS B OyAylleM, MMOITOMY OCTaBHM €ro Ha BCAKUI clydail U
CO37IaJIM HOBBIi (a1 KOHPHUTYpaIIH:

# OnpepeneHne rnoGajibHLIX HacTpoek

ddns-update-style none;

option domain-name "ux.any.com";

option domain-name-servers 192.168.X.254;

default-lease-time 604800;

max-lease-time 864001;

#

# 3pecb yKasaHa noAceTb ajpecoB AlA Bbigauu KnmeHTam, DNS cepBepa, NETBIOS cepBepa
# pOMEHHOe UMA, WApPOKOBelWaTesNbHbLIA agpec, U Auana3oH BbijaBaeMbiX ajpecoB.
subnet 192.168.X.0 netmask 255.255.255.0 {

option netbios-name-servers 192.168.X.254;

option domain-name-servers 192.168.X.254;

option domain-name "ux.any.com";

option broadcast-address 192.168.X.255;

option routers 192.168.X.254;

range 192.168.X.1 192.168.X.10;

}



eab padoTbl

JlaGopaTopuas padora I'.

Hayuurtscs nactpanBats DHCP-cepsep.
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Onucanue

1. ITogroroBka

1. OTkpoiite Ha penakTupoBanue ¢aiin /etc/rc.conf
2. HacTpoiiTe B HEM NepeMEeHHBIE OKPYKEHHUS
dhcpd_enable="yes"

dhcpd_iface="1e0"

3. CoxpanuTe (aiin

2. Hactpotika cepBepa

Hactpoiite ¢aiin /usr/local/etc/dhcpd.conf B cooTBeTCTBHY ¢ TPUMEPOM.
# OnpepeneHve rnoGanbHbIX HACTPOEK

ddns-update-style none;

option domain-name "ux.any.com";

option domain-name-servers 192.168.X.254;
default-lease-time 604800;

max-lease-time 864001;

# 3pecb yka3aHa noAceTb ajpecoB ANA Bbijayu KAuWeHTam,
# DNS cepBepa, NETBIOS cepBepa

# [OMEHHOe WMA, WMpPOKOoBelaTesNbHLI afgpec,

# W Anana3oH BbijaBaeMbX afpecos.

subnet 192.168.X.0 netmask 255.255.255.0 {

option netbhios-name-servers 192.168.X.254;

option domain-name-servers 192.168.X.254;

option domain-name "ux.any.com";

option broadcast-address 192.168.X.255;

option routers 192.168.X.254;

range 192.168.X.1 192.168.X.10;

}

3. 3amyck cepBepa

1. [lepezanycture DHCP-cepsep
killall dhcpd
/usr/local/sbin/dhcpd

2. IIposepsTe, 3amyctuics au dhep-cepsep:

pgrep dhcpd

4. TIpoBepka paboThI cepBepa

1. Ha xoMmbroTepe cocena Habepure

dhclient em0, rne em0 — unrepdeiic k cocexy

2. [IpoBeprTe, MPaBMUIIHHO JIM MIPOUCXOIUT IPHUCBOCHHE CETEBBIX HACTPOEK.
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