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IIpakTueckas padora

Lens manHOM pabOTHl — 3aKperUieHue Ha MPAKTHKE, 3HAHW W HABBIKOB MOJYYEHHBIX B
nporecce OOy4eHHS W COICPKUT CICAYIOIIME MPaKTUUYECKHE 3aJaHusl CBS3aHHBIE C
HACTPOUKOM:

* cepBepa TOYHOTO BPEMCHH

*  CIyXObl TOMEHHBIX UMEH

* vpn-cepBepa

* nfs-cepBepa

* ftp-cepBepa

* web-cepBepa

* TOYTOBOTO CepBepa

* TMPOKCHU-cepBepa

* dhcp-cepBepa

*  MAKeTHOro (MIbTPa
Bce HacTpoliku nenarTca Ha cepBeEpe, UMEIOUIEM T€ K€ HACTPOMKHU MO YMOJTYAHUIO, YTO
U KOMIBIOTEpHI ciymaTeneil B Hauane Kypca. Ciymarenu pa3OMBaIOTCS Ha TPYHIBI U
KKl OepeT Ha ceOs OJHO MM HECKOJIPKO MPAaKTUYECKHX 3aJaHuil M paboTaroT B
TECHOM B3aUMOJENUCTBUU C APYT-APYTrOM.

Hacrtpoiika cepBepa TOYHOr0 BpeMeH!

Tpebyercs nHactpouth NTP-cepBep TakuM 00pa3oM, 4TOObI OH HE TOJBKO IOJIydal
TOYHOE BPEMs C CEpBEPOB TOUHOTO BPEMEHU B MHTEPHETE, HO M CaM SIBJISLJICSI CEPBEPOM
TOYHOT'O BPEMEHU JI1 KOMIIBIOTEPOB B JIOKAJIILHOM CETH.

Hacrpoiika cepBepa 10MeHHbIX UMEH

HeoOxomumo omnucath 30HBI example.ru u any.com U 30HBI 0OpPAaTHOTO MpeoOpa3zoBaHUs
(B 3aBHCMMOCTH OT KOJMYECTBAa CETEBBIX HHTep(elcoB Hac cepepe). He cuemyer
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3a0bIBaTh | MPO 3anucu Tuna MX i o4ToOBOTO cepBepa.
s mpoBepku pabOTOCIIOCOOHOCTH CEepBepa MOKHO HCIIOJIB30BaTh YTHIUTHL host,
nslookup, dig.

Hacrpoiika vpn-cepBepa

B pesynbrare HacTpoWKH, MONB30BATENb MOAKIIOUMBLIMICS K CEpBEPY JNOJKEH MMETh
JIOCTyH B UHTEpHET yepe3 VPN-coeauHeHue, T.€. MOcie YCTAHOBKM COCIWHEHUS IILIIO3
[0 YMOJYAHUIO JOJDKEH YKa3plBaTb Ha ajapec cepBepa AocTynHbld uepe3 PPTP-
COCIMHEHHUE.

JU1s1 IpOBEpPKU YCTAaHOBKU COEIMHEHMS MOXHO Hcmonb3oBaTh VPN-kiment u3z Ubuntu
i Windows. A 17151 TpOBEPKHM JOCTyNa B MHTEPHET — CTaHJIAPTHBIE CETEBBIC YTHIINTHI
u Web-0Opaysep.

Hacrtpoiika nfs-cepBepa

[Topsiiok neWCTBUI MPU HACTPOUKE JAHHOU CITY>KOBI TIOJDKEH OBIThH CIIEIYIONTAM:
* Co3paiiTe JOMAITHUI KaTaJoT JJIs MOJIb30BaTens nobody
*  Ckoppekrtupyiite /etc/passwd — yKkakuTe BHOBH CO3JJaHHBIN JIOMAITHUIN KaTaaor
B Ka4eCTBE JIOMAITHETO JUIsl MOJIb30Baresiss nobody
* B nmomamrHem Kkartajnore mosb3oBarelisi nobody co3maiite aBa mojkaranora OJUH
W3 HHUX C JOCTYIIOM TOJIBKO HA YTCHHE, a IPYTOi Ha YTEHUE U 3aITUCh
*  DKCHOPTHUPYHUTE 3TH KaTAJIOTH C YIETOM HX IpaB JOCTyIa
Jnst mpoBepku yctaHoBku pabotel NFS-cepBepa cieayeT BOCHOJIB30BaThCS YTHUIIUTOU
mount.

Hacrtpoiika ftp-cepsepa

Henp - oOecneunTh aBTOPU30BAHHBIM JOCTYN K TalKaM COJAEPXKAIUM  CaNThl
www.expample.ru W www.any.com I TPEAOCTaBICHUS YIO0OHOro crmocoba ux
MO (DUKALIHH.

Jlis mpoBepku HacTpoiiku ftp-cepBepa Bocnonb3yitech yrunutoi ftp-ssl.

Hacrpoiika web-cepBepa

HeobxomuMo HACTpOUTh BHUPTyallbHBIE XOCTHI JUIsi CaWTOB www.expample.ru u
WWW.any.com a TaKke c03[aThb MPOCTEHUIINEe OTIMYAIoIUecs APYr OT Jpyra BeO-
CTPAHMIIBI JIJIS KaXKJO0TO U3 HUX.

Jlns mpoBepku cailToB ucnonb3yiite Web-0paysep.

Hacrtpoiika no4roBoro cepsepa

H606XOILI/IMO HAaCTPOUTHL CIICAYIOINHUC YUCTHBIC 3allMCHU IJid JOMCHOB expample.ru u

any.com
e boss@example.ru

* boss@any.com
* admin@any.com
* admin@example.ru
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Hcnonp30BaTh CUCTEMHYIO YYETHYIO 3allMCh HE IMOJYYUTCS, T.K. UMEHA IOJIb30BaTelen
MOTIAPHO UACHTUYHBI, TO3TOMY HCIOJIb3YUTE BUPTYATBHBIX MOJIH30BATEICH.
Hacrtpoiite mnpoBepky nouTbl Ha cHaM M Ha BHUPYChl, HCIOJB3YS CIEAYIOIINE
corJIaleHus:
* Ecium mnMcbMO He SBIAETCS CIIAMOM, OHO HEW3MEHHBIM JIOCTaBJISIETCS
MI0JIb30BATENI0
* Huaue, 3arosoBok nucbMa Moauduimpyercs (momnomHseTcs cioBoM SPAM) u
MOCTIE 9TOTO JOCTABISETCS MOJIH30BATENIO, UTO MO3BOJISET JIETKO OT(PUIBTPOBATH
MHACHhMa SIBJISIOIINAECS CTIaMOM
* Eciu nmuceMoO COAEPKUT BUPYC TO OHO HE JOCTaBIISETCS MOJIB30BATENIO, HO
AIMUHUCTPATOP JOJKEH OBITh YBEIOMIICH
JI1s1 mpoBepKH MOYTHI BOCIIONIB3YHUTECH TOUYTOBBIM KIIMEHTOM.

Hacrpoiika nmpokcu-cepBepa

Hactpoiite squid B KadecTBe KIIIMPYIOLIEro transparent-proxy TOJBKO Ha
127.0.0.1:3128, na npyrux uHTepdeiicax OH He JOIHKCH ObITh TOCTYICH M 00eCTeubTe
nepeHanpaBieHue Bcex oopamenuii ¢ ppp+ mopt 80 Ha 127.0.0.1:3128.
[Iporectupyiite paboTy transparent-proxy ¢ JApyroro KOMIIbIOTEpa 4Yepe3 Vpn-
coenuHeHue. B npoiiecce TectupoBaHus UCnonb3yiTe iptraf Ha cepBepe

Hacrpoiika dhcp-cepsepa

Hactpoiite dhcp-cepsep Takum o0Opa3zom, uyTOOBI OH pa3iaBall ajpeca U3 AHUama3oHa
192.168.15.0/24 nyst nomena example.ru yka3zaB ce0si B KaueCTBE IIUII03a TI0 YMOJTYAHHUIO
u dns-cepBepa.

[Ipotectupyte padoty dhcp-cepepa 3amyctuB dhclient Ha cocegHeM KOMITBIOTEDE.

Hacrtpoiika nakerHoro puibTpa

[Tpu nactpoiike Tabnuisl filter HacTpoliku 11 HHTEP(ENCOB TOKHBI OBITH CIICAYIOIINE:

Cayxba eth+ pPpp+ lo
ssh-cepsep + +
cepBep TOUYHOTO + +
BpPEMEHU
ciyx0a JOMEHHBIX + + n
UMEH
vpn-cepBep + + N
nfs-cepsep - + +
ftp-cepsep - T +
web-cepsep - + +
IIOYTOBBIN CEPBEP - + +
HPOKCH-CEPBEP - - +
dhcp-cepsep + - -

KpOMe TOro, CCpPBECP MOJDKCH BBICTYIIATH B KA4YCCTBC NIJIKO3d B MHTCPHET IIPpHU pa60Te
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yepe3 pppt coeauHeHus. I TOpPOBEpKHM JOCTYIMHOCTH TEX MM HMHBIX CIYXO
UCIIOJIB3YUTE YTUIIUTY nmap.
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