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Proxy-cepsep Squid

KemmpoBanue 3apocoB Mo MPOTOKOJIaM
* HTTPuFTP.
*  Pabora c mpotokomom HTTPS.
*  OpraHu3anus Uepapxuu proxy-cepBepos.
*  [Ipospaunoe proxy (transparent proxy).
*  Konrposs nocryna k pecypcam (ACL).
*  Tlepenampasnenue 3ampocos (redirect).
*  OrpaHunueHue IMPHHEI KaHaia (delay
pools).
e Iloanmepxxka SNMP.

Proxy-cepBep Squid nmoanepKuBaeT CleAyOIINe BO3SMOXKHOCTH:

. KemmpoBanue 3ampocoB nosis3oBatedns 1mo nporokonam HTTP, FTP.
. Paborty ¢ mporoxonom HTTPS.

. Opranu3zaiuio nepapxmum proxy-cepBepos.

. AyrenTudukanus.

. [Ipo3paunoe proxy (transparent proxy).

. KonTpons nocryna x pecypcam (ACL).

. [Tepenamnpasnenue 3amnpocos (redirect).

. Orpanunvenue mupuHsl kanana (delay pools).

. [Tonnepxxka SNMP.

. U HexkoTopsie Apyrue BO3MOKHOCTH.

Koundurypaunonnsi ¢gaiia squid.conf

T.K. MBI UCHIOJIB3yeM TOTOBBIE TAKEThI, TO KOHPUTYpaIMOHHBINA (aili mpoKcu-cepBepa
OyzeT ckopee BCero HaXoIuThes B AUpeKTopuH /etc/squid. daiin HazpiBaercs squid.conf.

B (aiine squid.conf onmceiBaoTCSI Bce KOH(PUIypallMOHHBbIE IapaMeTpbl, KOTOpHIE
aJIMUHUCTPATOP MOXKET U3MEHSATH 110 CBOEMY YCMOTPEHHIO.

CumBon komMeHTapusi — #. Bce, uTo OyaeT HammcaHo IOCiie 3TOTO CHMBOJIA IO KOHIA
CTpOKH, cuuTaercss koMMeHTapueM. Kommentapuu B squid.conf SBISIOTCS J0CTaTOYHO
MOJTHOW JOKyMeHTaruei o onmwsiM squid. Ho Bce ke, caMyro TOJHYIO TOKYMEHTAIUIO
MO>KHO HalTH Ha caiite mpoekTa http://www.squid-cache.org.

[TockonbKy KONMMYECTBO KOH(MUTYPAIMOHHBIX TIAPAMETPOB JOCTATOYHO BEIUKO, B
CIIEAYIOUIMX pa3jenax OyIdyT paccMOTpPEHbI TOJbKO HauOojiee MHTepecHble. B daiine
OyayT BCTpeuaThCs CTPOKH, 1OT00HBIC IPUBEACHHBIM HIDKE:

#Default

#http_port 3128

Takum 00pa3zoMm, MMOKa3bIBACTCS 3HAYCHUE IO YMOIYAHUIO COOTBETCTBYIOIIETO MapaMeTpa.
Ecnu Bel XoTHTE M3MEHUTH MapaMeTp, HEOOX0IUMO yOpaTh CUMBOJI KOMMEHTApHs Tepen
HUM H IPUCBOHTH €My HOBOE 3HaUCHHE.
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HapaMeprl, BJIMAKOLWNE HA CETEBbIC NOAKJIIOYCHUSA

http port
https_port
icp_port

ITapametp http_port

B nepByto ouepes HEOOXOIUMO ONPENEIUTh HOMEP MOpTa, K KOTOPOMY OyAyT MOAKIIOYAThCS
KJIMCHTBI, JKEJIAIOIUE BOCIOIB30BAaThCS yCIyTaMU Proxy-cepBepa. 3a ONpeAeieHHue HoMepa
nopTta oTBevaet napametp http port.

http_port 3128

B kauecTBe mapamerpa MOXKHO MCIIONB30BaTh napy: IP:mopt. B aToM ciyuae Gyzner onpenenex
U uHTepdeic 1 nopt, Ha KOTOpoM squid OyzeT CiIyaTh 3anpochl OT KJIUEHTOB.

3HaueHue no ymonyanuto: 3128.

ITapametp https_port
[ip:]port cert=certificate.pem [key=key.pem] [options...]

OTOT mapaMerp HEoOXOIMMO NPUMEHSATh TOJNBKO B pekume KemmpoBaHusi Bamero WEB-
cepBepa. OH ompeAenseT MopT, Ha KOTOPOM Proxy-cepsep Oyaer ciaymats SSL 3anpock!.

Heobxoammo yka3siBaTh mapameTp cert, onpeaestomui (hai ¢ cepTudukaTom.
3HayeHHe 10 YMOIYAHUIO: HE OIPEEIICHO.

Iapamerp icp_port.

[Tapametp onpenensier mopT, Ha Kotopomy squid mpuaumaet ICP 3ampocsl.

Ecnu Bol Oynere 00beAMHATH MPOKCH-CEPBEPA B UEPAPXUUECKYIO CTPYKTYPY, 3TOT MOPT OyAeT
UCIIOJIb30BaThCs JUIst OOMEHa KOMaHIaMH.

3HaueHue no ymosyanuto: 3130
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IlapaMeTpbl, OpraHu3anuu HepPapXuu NPOKCH-CEPBEPOB

cache peer
cache peer_domain
hierarchy stoplist

[Tpokcu-cepep squid MoO3BOJISET OOBEAUHATH CEpPBEpPa B HEPAPXUUYECKYIO CTPYKTYpy. BbI
Oyzere caMy MOJKITIOUATh CBOM CEpBEP K yKe CYIIEeCTBYOLIEH nepapxuu. st Toro, 4ro0bl BbI
MOTJIM TMOJKIIIOUUTBCS K KakoMmy JIMOO cepBepy, Ha HEM BaM JIOJDKHO OBbITh pa3pelieHo
HOJIKJIIOUAThCS KaK KIIMEHTY IIPOKCU-CEpBEPA, U OTKPHIT AocTyn K ICP nopry.

lNapamemp cache_peer

[Ipu momomm 3TOro mapameTpa MOXHO YKa3zaThb IPOKCH-CepBep, K KoTopomy Bel Oyznere
HOJKIIIOYAThCS], & TAK)KE HEKOTOPBIE MapaMeTphl MOAKIIOUCHHUS.

Hanpuwmep:

cache_peer parent.foo.net parent 3128 3130
cache_peer sibil.foo.net sibling 3128 3130
cache_peer sib2.foo.net sibling 3128 3130

TyT ompenenensl Tpu cepBepa, K KOTOPHIM BBl IMOJKIIOYAETECh. THI B3aWMOOTHOIICHUS C
HUMU: parent, siblin uau multicast. TTopt, mo koTopomy OymayT mepemaBaThcsi qaHHbIC: 3128.
[Toprt, no koTopomy OyayT nepenaBatscsi komanabl: 3130.

3Ha4YeHUE 10 YMOJIYAHUIO: HE ONPENEICHO.
Tunsl B3aNMOOTHOLICHUH MEXK1Y cepBepaMHu

[Tpu B3aMMOOTHOIIIEHHUSAX parent, €CIIM B KEIll POJUTEIHCKOTO cepBepa HET HE0OXO0AUMOTO HaM
pecypca, OH caM ocyllecTBiseT ero nouck B Murepuer. M mocne storo mepenaer pecype
HaIlleMy cepBepy.

[Ipu B3auMOOTHOIIIEHUAX THUIIA Siblin, €Clii B KEII pOJAUTEIHCKOTO CepBEpa HET HEOOXOIMMOTO
pecypca, HaM CaMHUM MPUIETCS OCYLIECTBISATh €ro Mouck B MlHTepHer.

ITapamerp cache peer domain

IIpy momomm 3TOro mnapamerpa MOXHO Oo0Jee TOYHO paclpelesiuTh 3ampochl MEXITY
POIUTENBCKUMH CEPBEPAMHU.

Hampumep, cymectByer cepBep, KOTOpbIi Haubosiee srydine oOcimykuBaeT 3anpockl k. WEB-
cepBepam, HaXOISIIMMCS B JOMEHaX ru ¥ ua. Ml Ham HeoOX0aMMO C/IeNaTh TaK, YTOOBI 3aIIPOCHI
K pecypcaM, HaxOIIIIMMCS B OTHX JOMEHaX, HAIllPaBISUIMCh HA 3TOT MpPOKCH-cepBep. Torma
napametp cache peer domain HEOOXOIUMO OMPEEIUTH CIECAYIOIIUM 00pa3oM.

cache_peer_domain proxy.net.ru .ru .ua
O6paTI/ITe BHUMAHHC HAa TOYKH, C KOTOPBIX HAYMHAIOTCA MMCHA JOMCHOB. Ecan ne YKa3aTb

TOYKY, TO Ha cepBep proxy.net.ru OyAayT mepechbuIaThCsl TOJBKO 3ampockl http://ru u http://ua.
Bce octanbHbIe TOMEHBI B 30HaX ru ¥ Ua He OyIyT o0pabaThIBaThCsl ATUM MapaMeTPOM.
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3HadeHue 1o YMOJIHYaHHIO: HE OMPCACIICHO.

IMapametp hierarchy_stoplist

[TapameTp ompenenser NOCIENOBATEILHOCTh CHMBOJIOB, KOTOpBIE MOIYT BCTpedyaTbCs B
3ampoce. Ecnu 3TH CUMBOJBI NMPUCYTCTBYIOT, TOT/la Hall cepBep He Oyner oOpamarbes K
cepBepy B HEpPAPXHUU.

OOBIYHO TpHU TOMOIIM NapaMeTpa OMNPENENISAIOTCS CUMBOJbBI, KOTOPbIE BCTPEYAIOTCS IPU
0OpalleHn! K INHAMUYECKU T€HEPUPYEMBIM pecypcam.

HapaMeTp OIIPEACIICH ABHO:
hierarchy_stoplist cgi-bin ?
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IlapameTpbl, onpeaessOIIie pa3Mep Kelll MPOKCH-cepBepa

cache mem

memory_pools

cache swap low

cache swap_high
maximum_object_size
maximum_object_size in_memory
cache replacement policy

IHapamerp cache_mem

[TapameTrp ompenensieT pa3Mep ONEPATHUBHON MaMATH, OTBOAUMOM MOJ KEUl Proxy-cepsepa.
DTOT mapameTp He BIUSET Ha TO, CKOJIBKO MaMsITH OyIyT 3aHUMATh MPOIECCHI squid.

VYuTHuTe, 4TO B ONEPATUBHON MaMATH XpaHATCs He TOIbKO WEB-pecypcel, HO M HHIEKC ITOUCKa
B K€IlI CEpBepa.

B cpeanem mpokcu cepBep HCMoib3yeT okojio 10 MOaiT omepaTHBHON MaMsATH HAa KayKJIbIH
I'Gaiitr muckoBoro ke, mioc okoyo 10-20 MoOaiiT Ha 0OBEKTHI XpaHSIIUECS B ONEPATUBHON
naMsTH, IUTIOC TaMsTh, ONpeenseMas mapameTpom cache mem.

3HayeHue napaMeTpbl BHIOMPAETCs CIEAYIOIIUM 00pa3oM — €ClI Bbl IJIAHUPYETE BBIACIUTH
Uit paboThl TpoKcH cepBepa X MOalT omepaTuBHOW MaMsATH, TO 3HaueHHWe cache mem
JIOJDKHO OBITH paBHO X/3.

3HayeHue 1no ymoiadanuio: 8 MB.

ITapameTp memory_pools

Ecnm 3Hauenune mapamerpa memory pools paBHo off, Torma mpokcu-cepBep 0CBOOOXKIAET He
UCTIONIB3YyEMYIO OIEpaTHBHYIO MaMsTh. MHade omepaTwBHAs MmaMsaTh BCE PaBHO 3aHUMAETCS
CepBepOM, JUIS TOTO, YTO OBl PU HEOOXOAMMOCTH OBICTPO €€ paCTIPEICITHTh.

Ha cepBepax ¢ HeOONBIIMM KOJMYECTBOM OINEPATUBHOM MaMITH PEKOMEHIYeTCs
yCTaHaBJIMBATh 3HaUEHHE mapameTpa B off.

ITapamerpsl cache _swap _low u cache_swap_high

[TapameTpbl OPEaEIAIOT, KOTAa OyIeT BKIFOYATHCS MEXaHNU3M OYHUCTKH KEIl IPOKCH-CepBepa.
3anoHeHHe Kella MPOKCH-CepBepa MPOODKACTCS JI0 TeX MOp, MOKa 00bEM KeIll HE MPEBBICUT
3HaueHue mnapamerpa cache swap high. Tlocie MOCTHIXKEHHS 3TOTO 3HAYEHHS, OIEpaIUs
IIOMCUICHU I/IH(i)OpMaHI/H/I B KCHI MPCKPAIACTCA U BKIIIOYACTCA MCXAHU3M OYMCTKHU KCI. Kak
TOJMBKO 00BeM HH(pOpMAIUK, XpaHAIIEHCS B Kell, JAOCTUTHET 3HAYCHHs IapaMeTpa
cache swap low, mHdopmarmsi cHoBa OyAeT IMonaaaTh B KeIl.

3HaueHUs] MapaMeTpoB OMPEIENAI0TCS B INpoleHTax. [loaToMmy, ecinu Bbl U3MEHUTE pa3Mmep
Kell, 00s3aTeIbHO M3MEHUTE 3HA4YeHHs ITHX MapaMeTpoB I TOro, YTOOBl PALMOHAIBHO
HCIIOJIb30BaTh IPOCTPAHCTBO KEIIL

3Ha4eHUsI IO YMOJTYAHUIO:
cache_swap_low 90
cache_swap_high 95
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ITapamerp maximum_object_size

[TapameTp ompezensieT MaKCUMaJbHBIM pa3Mep 00beKTa, KOTOPbI MOXHO MOMECTHTh B KeIl
Ha JIUCKE.

Crenyer oueHb BHUMATEIBHO OTHOCUTBCS K OIPEJENICHUIO ATOro napamerpa. Pazmep oobekra
JOJKeH OBbITh  MEHbLIe CBOOOJHOTO  IMPOCTPAHCTBA, ONPEIENSIEMOro  MapaMeTpoM
cache swap_ high.

3Hauenue no ymosuanuto: 4096 KB

ITapamerp maximum_object _size in_memory.

[TapameTtp ompezaenseT MaKCUMalIbHBI pa3Mep 00bEKTa, KOTOPBI MOKHO TOMECTUTH B KEIll B
ONEpPaTUBHON MaMSATH.

3nadenne no ymondyanuio: 8§ KB

ITapamertp cache replacement policy

[TapameTp onpeaensier MONUTUKY yaadeHUs uHGopMauu u3 keml. Bo3moxxHsle 3HaueHus: Iru,
heap GDSF, heap LFUDA u heap LRU.

3HayeHue 1Mo yMoyaHuto: lru
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I[MapameTtpsl, onpeaesiOIe MECTOPACIIOJI0KEHUS Kelll U KYPHAJIbHBIX
(paiisios

cache_dir

cache access_log
cache log

cache store log
debug_options

ITapamertp cache_dir

[TapameTp onpenenseT Noja0KEHUE HA JUCKE, pa3Mep U HEKOTOPBIE IPYIHe apaMeTphl KeElll.
* Ilepseblit mapameTp — ufs, MEHATH HE HAJO.
*  Bropoii mapameTp — oIpenessieT, B Kakoi TUPEKTOpHH OyIeT pacroiaratbCs Kelll
proxy-cepsepa.
* Tperuii napameTp — 3TO pa3Mep, OTBOJUMBIN MO Kell Ha Aucke B MB.
* YerBepThlil NapaMeTp — 3TO KOJIMUYECTBO JUPEKTOPUN TIEPBOTO YPOBHSL.
e IIaTeiit napaMeTp — 3TO KOJIMYECTBO AUPEKTOPUN BTOPOTO YPOBHS.

Jlasibiie MOTYT OBITh OIpEIeTIeHBI He00sI3aTeIbHBIC TTAPAMETPHI.

Jlis 9ero HEOOXOJMMO CO3/1aBaTh TaKOE KOJUYECTBO JUPEKTOPUH B Keml Ha gucke? Jlms
YCKOpeHHUsi JocTyna K daitmam. J[ocTyn oCyliecTBiIsieTcs Topa3io ObICTpee, eCii OOBEKTHI
pacrpeiefieHbl 10 JTUPEKTOpUsIM, YeM eciau Obl OHM BCe OBbUIM TIOMEIICHBI B OJHOM
nupektopun. [loaTomMy, yem Oosbllie pa3Mep Keil, TeM OOJbIlee KOJUYECTBO JAMPEKTOPHIA
HEOOXONMO CO3/1aBaTh.

3HadyeHHne 1o YMOJIYaHHIO 3aBUCHUT OT ,I[I/ICTpI/I6YTI/IBa.

ITapamertp cache_access_log

[TapameTp ompenenser ums ¢aina, B KOTopslid squid Oymer momemarbs HHGOPMAIHIO O TOM,
KTO W Korja oOparmancs K IpOKCH-CepBepy, Kakue OOBEKThI ObUIM 3ampOIICHBI, a TaK XKe
TIOJTYYHJI JIU OH TPEOYEeMBbIil OOBEKT HITU HET.

OtoT daitn pacTeT o4eHb ObIcTpo. Ha kakmwiii 3ampoc B (aityi momeriaercs ogHa CTpOKa
pasmMepoM 0KoJIo 65 GauT.

3Ha4yeHue MO0 YMOJTYAHUIO 3aBUCHUT OT JUCTPUOYTHUBA.

ITapamerp cache_log

[Mapamerp ompenensier (aiin, B KOTOpPBIA OyAeT MOMemaTbhcs OTIAA04Has WHGOpMAaIUs
npokcu-cepepa squid, a moxpoOHas mHpOpMarus OymerT momemieHa B Qaily, onpemenseT
napametp debug options.

3HadyeHue 1o YMOJIYaHHIO 3aBUCHUT OT ,I[I/ICTpI/I6YTI/IBa.
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ITapametp cache_store log

[TapameTp ompenenser ¢aiisn, B KOTOpPBI OyneT momemarhcss WHGOpMAIHMS O TOM, KaKHe
00BEKTHI U Kyza nomnajaaiu B kenl. Kakue oObeKThI ObIIIM U3 HETO yIAlEHbl U KaK JOJIT0 OHU
XPaHWJIMCH B KCII.

@ailn pacTeT oyeHb OBICTPO, HO €r0 HMCIOJb30BAHHE MOKHO OTKJIFOUUTh, UCIOJB3YSl BMECTO
nyTHU K (paiiy KIIIoueBoe cI0BO none.

3HadyeHHue 1o YMOJTYAaHUIO 3aBUCUT OT ,I[I/ICTpI/I6YTI/IBa.

Mapametp debug_options

[TapameTp ompenenseT, HACKOJIbKO TMOAPOOHAs WHpOpMaIus OyaeT MOMemarses B (aili
cache.log.

3HaueHHE 10 YMOJIYAHUIO:

debug_options ALL,1
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IMapameTpbl, Biusiiomye HA padoTy JONOJHUTEIbHBIX NPOrpaMm

ftp_user
ftp_passive

ITapamerp ftp user

[TapameTp ompenensier e-mail, KOTOpbI OyJIeT MOACTaBIATHCS B KayecTBE MapoJisd IpH
AHOHHMMHOM JI0CTYyIE K ftp cepBepam.

XKenarenbHO yKa3zaTh peanbHbI e-mail, Tak kak Hekoropble ftp cepBepa mbITalOTCA
OTIpeJIeNIUTh CylllecTBOBaHUE e-mail. U B ciydae Hey-auu 3anpemaroT J0CTYIl K CEpBepY.

3HadeHUE 1Mo YMOJTYAaHUIO:

ftp_user Squid@

ITapamerp ftp_passive

[TapameTp onpenensieT pexuM Mepeaadu JaHHbIX pu padoTte ¢ ftp cepBepoM: MaCCUBHBIN WIH
AKTUBHBII.

3Ha4eHHE 10 YMOJTYAHUIO:

ftp_passive on
Taxxe CYHICCTBYIOT IIapaMCTphbl, ONPCACIAOIUNUE IIPpOorpaMMbl JUId IICPCHAIIPABICHHA

3alpocoB W TPOTPaMMBI, HCIOJIb3YyeMbIe ISl  ayTeHTH(PUKAIMK TOJh30BaTeNe. ITH
IapaMeTpbl Mbl PACCMOTPUM B OTZIEJIBHOM pa3zere.
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Cnucku kontpoJs gocryna (ACL)

Tumnsr acl:
* src
e st

e dstdomain

* dstdom regex

* urlpath regex time
*  maxconn

* W JpyrHe.

B squid orpannuenue gocTyna K pecypcaM MpOXOIUT B J[Ba dTarna:

. Ornpenenenne ycioBHil 3ampoca.

. Paspeniennie nnm 3anpenieHre ONpeeIeHHOTO Ha IEPBOM ILIare yCJIOBUS.
Jlng onpenenienus: ycaoBHil 3ampoca UCIoIb3yeTcs napamerp acl

acl aclname acltype stringl ...
acl aclname acltype "file" ..

Aclname — ums acl, koropoe BbI 3a1aeTe camu. VIMsi JOIDKHO COCTOSATh M3 aHIVIMHCKUX OYKB U
HE COJIepXKaTh MPOOEIIBI.

Acltype — tum acl, 3apezepBUpOBaHHOE CIIOBO.

Janbiie HeOOXOAMMO yKa3aTh JOINOJHHUTENbHBIE apaMeTphl, KOTOPbIE 3aBHCAT OT TUMa acl.
Ecnu mapameTpoB oueHb MHOTO, UX MOXKHO IOMECTUTH BO BHEIIHHUH (aiii, Mo ogHOMY Ha
ctpoky. [1yTh k (aitiry ¢ mapameTpaMu yka3bpIBalOT BHYTPH JBOMHBIX KaBBbIUEK.

Acl THna src

Orot acl onpeznenser cuTyanuio, Korjaa 3amnpoc K Mpokcu-cepBepy npuien ¢ [P agpeca. B
KaueCTBE IMapaMeTPOB MOKHO yKa3bIBATh:

* [P aapec. Hampumep: 10.10.100.1/32.

* [P aapec cern. Harmpumep 10.10.100.0/24

* Jluamazon IP agpecos. Hanmpumep: 10.10.100.1-10.10.100.12/32

[Mpn Hammcanuum r00bIX [P aapecoB o0s3aTenbHO TpeOyeTcs yka3blBaTh MAacKy mojaceTd. B
cnydae IP agpeca mammHbl ucmonb3yeTrcs Macka 255.255.255.255 wmm B CIDR dopmare
(ObuToBas macka).

[Tpu onpenenennu acl MOXKHO yKa3bIBaTh HECKOJILKO MapaMeTpPOB, Pa3/IEICHHBIX MPOOETaMH.
Onu OynyT o0BeauHATHCS JTornueckum NJIN.

[Tpumepsr acl.

acl myhost src 10.10.108.20/32

acl mynet src 10.10.108.0/24

acl fr src 10.10.108.1-10.10.108.12/32

acl any src 10.10.108.21/32 10.10.108.54/32

PaccMoTpuM Kaxablii U3 IPUMEPOB:
* B nepBom npumepe onpenensierca acl myhost, onucsiBaronuil 3anpoc, TpUXoIsALIuil ¢
mammHs! ¢ [P agpecom 10.10.108.20.
* Bo BropoM mnpumepe ompenensercs acl mynet, omnpeaenstommii gr000# 3ampoc,
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npumeamui u3 cetu 10.10.108.0/24.

* Tpernii npuMep NOKa3bIBAET, KaK onpenensercs auanazoH [P agpecos.

*  UYerBepThlii mpUMEp OMPENEISAET CUTYAIMIO, KOTJa 3alpoC MPUXOAUT ¢ MAlIuHbI ¢ [P
aapecom 10.10.108.21 unm ¢ mamunsl ¢ IP agpecom 10.10.108.54.

Acl Tuna dst
Jannbpiit acl ompemenseT cHUTyaluio, KOTJa MOJIB30BaTEeNb IMOCBUIAET 3ampoc K pecypcy,
HaxoASAIIEMYCSl Ha MalllMHE ¢ yKa3aHHbIM [P agpecom.

Acl ucrionp3yeTcst 04eHb PEKO, MMOCKOIBKY BO3MOXHA CUTYaIHs, Korna narepecyrommii WEB
caift mensiet cBoii IP anpec u orpanndenusi, BBoguMble Bamu, nepecraior padoTars.

Acl Tnna dstdomain

Acl city>XuT 171 ONMUCAaHUSl CUTyallMH, KOTJa IOJIb30BaTellb MOCHUIACT 3alpoc Ha pecype ¢
yYKa3aHHBIM UMEHEM.

B kauectBe napamMeTpa MOXKHO YKa3bIBaTh IIOJJHOC HUJIM KPATKOC€ UM peECypca.

Hanpuwmep:
www.linux.org — ompezenser 3anpockl Ha calT www.linux.org
.microsoft.com — ompenenseT 3ampockl Ha JOObIC MAIIWHBI, UMEHAa KOTOPBIX

OKAaHUYMBAIOTCA HA .microsoft.com.

[Tpumepsr! acl:

acl example dstdomain .microsoft.com
acl rambler dstdomain www.rambler.ru
acl ya dstdomain .ya.ru .yandex.ru

B nepBom acl moka3zaHo omnpeneneHne CUTyallly, KOTJa KJIMEHT MOCBUIAeT 3arpoc Ha J00YI0
MaIINHY, UMsI KOTOPO# 3aKkaH4YMBaeTCs Ha .microsoft.com

Bo BTOpOM mpumMepe ompenenseTcst acl, OnMChIBAIOIINN CUTYAIMIO, KOT/Ia KIIMEHT TOChIIaeT
3arpoc Ha www.rambler.ru. Ecin oT monp3oBarens mpuiineT 3ampoc K JAPYrod MamivHe B
noMeHe rambler.ru, Hampumep mail.rambler.ru, 3TOT 3anpoc He OyaeT coBmaaarth ¢ 3TUM acl.

B IOCJICAHEM IIPUMEPE ITOKA3aHO OIIPCACICHUC acl, OTCJIC)KUBAIOIICTO 3aIllpOChl OT KIIMCHTOB
Ha BCC MalllMHbI, MMCHA KOTOPBIX 3aKaHUYMBAIOTCA Ha .ya.ru Wi Ha .yandex.ru.

Acl Tuna dstdom_regex

B kawyectBe mapamerpa 3TOro acl MOXHO HCIONB30BaTh PETYJISIPHOE BbIpaXKEHUE,
OIpEAEIAIONIEe UMS MAILIMHBI, K KOTOPOU oOpalaercs KIUEeHT.

Jl1g Toro, 4ToObl UTHOPUPOBATh PErHCTP OYKB, MEpE PEryIsIPHBIM BbIpaXECHHUEM HEOOXO0AUMO
HOCTaBUTh OMILUIO -1.

[Tpumep acl:

acl anymail dstdom_regex -i mail
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JtoT acl onpexenseT cuTyalus, Korja noib3oBatelb oopamaercs k MamuHe, B FQDN umenn
KOTOPOMW MPUCYTCTBYET CJI0BO mail.

Acl Tuna urlpath_regex

OT0T acl MOKHO MCIIOJIb30BaTh JAJIS ONPENEICHUS CI0BA WIM YacTH CJIOBA, BCTPEYAIOIIETrOCs B
3arpoce KiIneHTa. PaccMaTprBaeTcs TOJIBKO MyTh K 3alpaliiBaeMoOMy pecypecy U UMsl pecypca.

[Tpumep acl:

acl media urlpath_regex -i \.mpg$ \.avi$ \.mp3$

Ortor acl ONUCHIBAET CHUTyalldio, KOTJA IOJb30BATEIb IBITACTCS TOJXYYUTh (Hailibl,
OKaHYMBAIOIIHECS HA .mpg, .avi, .mp3.

Acl Tnna time

[Ipu nmomoruu 3Toro acl MOXHO ONpeneNuTh B KaKOe BpeMsl MPHUILET 3ampoc OoT KiueHTa. B
KayecTBe MmapameTpa acl ciieyer yka3bIBaTh IUaNa30H BPEMEHH.

[Tpumep acl:

acl wt time 10:00-17:00

Acl THIIa maxconn

Acl maxconn HO3BOJISIET MPOBEPHUTH, HE MPEBBINIACT JH KOJIMYESCTBO COCIMHEHHUN OT OJHOTO
KJIMEHTa yKa3aHHoe B acl ymcio.

[pumep acl:

acl connections maxconn 4

Kpome nepedncieHHbpIX BBIIIE, CYIIECTBYET €IIe TOCTATOYHO OOJIBIIOE KOJTUIECTBO THITOB acl.
C HEKOTOPBIMU U3 HUX Mbl TO3HAKOMHMCS TTO3KE.
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Orpannvenue nocrymna, mapamerp http access

‘http_access allow|deny [!]acl ... ‘

[Tocne onucaHus pa3IMYHBIX YCIOBUH 3allpoOCOB INPH MOMOIIM Mapamerpa acl, HeoOxommumo
100 Pa3penInTh, JIN00 3aPETUTh 3TH YCIOBUSA. DTO MOXKHO CIAETIaTh IPU IOMOIIN IapaMeTpa
http_access.

[Ipennonoxum, 4To OBUIH OMHUCAHBI ClieAytoue acl:

acl myhost src 10.10.108.20/32
acl mynet src 10.10.108.0/24

acl wt time 10:00-17:00

acl rambler dstdomain .rambler.ru

HeobxomuMo pa3pemuTs JOCTYI K pecypcaM CO CBOCH MallWHbBI. Pa3pemuTs IocTyn K
pecypcaM B MHTEpHET ¢ MamuH, Haxoasmuxcs B cetu 10.10.108.0/24, Ho Tonbpko B pabouee
BpeMs. A Tak K€ 3alpeTUTh UM JOCTYN KO BCEM MalllMHaM, UMsI KOTOPBIX 3aKaHYMBAETCS Ha
.rambler.ru.

I[J'IH 9TOro CIeayeT I[O6aBI/ITI) NEPCUYUCIICHHBIC HUXKC CTPOKH:

http_access allow myhost
http_access deny rambler
http_access allow mynet wt
http_access deny all

Oco0oe BHMMaHUE CleayeT oOpaTUTh Ha TO, YTO MOPSAIOK OMUcaHMs mapameTpoB http access
YUUTBHIBACTCS TIPH PACCMOTPEHUH TipaBui. Eciii mpaBuiio cpabaThIBaeT, CISAYIONIUE B CITUCKE
npaBuia He paccmatpuBarotcs. [lopsanok onucanus acl MoxeT ObITH JTFOOOH, TIIaBHOE, YTOOBI
OHM OBUTH OTIPECIICHBI JO MOMEHTA WX MCTOJIb30BaHMs B KOH(DHUTYypallHOHHOM (haiire.

B mpuBeneHHOM mpuMepe CHadajga paspemraeTcs AOCTYN K JIOBIM pecypcaM C MalluHBbl,
onpeneraeHHou mpu momotu acl myhost.

3aTem 3ampeniaeTcs J0CTYyI K pecypcam, OnpeeIeHHbIM Mpu oMoy acl rambler.

B TpeTheit cTpoke paspemiaeTcst IOCTYIl K pecypcam, HO TPH yCIOBUM cpabaThiBaHUS 00enx
yka3zaHHBIX acl: mynet u wt. B kauecTBe omuit http_access MOXHO yKka3bIBaTh HECKOJBKO acl,
MEPEYHCIICHHBIX Yepe3 mpoben. B sTom ciydae oHM OOBEIUHSIOTCS TMPU TIOMOIIU JIOTHYE-

ckoro U.

U, B 3aBepiieHuH, 3ampeniaeTcsi JOCTYI BceM ocTayibHbIM. Acl all omucan mo ymon4aHuio u
O3HayYaeT Jr00H UCTOYHHK 3ampoca.
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AJIMUHHCTPATHBHbIE IAPaAMETPbI

cache mgr
cache effective user
cache effective group

lNapamemp cache_mgr

[Tapamerp ompenenser e-mail agMUHHCTpaTOopa proxy-cepBepa. IToT e-mail Oyzer
BBIBOJIUTHCS HA CTPAHUIIEC OLITHOKH.

lNapamempsi cache_effective_user u cache_effective_group
[TapameTpsl onpenesstoT MOAb30BaTENs U TPYIITY, ¢ PaBaMH KOTOPBIX OyJeT paboTaTh Proxy-

cepsep.

JlupexTopuH, B KOTOPBIX HAXOIUTCS KEUl W JKypHallbHBbIC (ailjibl proxy-cepBepa, JOIKHBI
OBITH TOCTYIHBI Ha 3alUCh JJIS ATUX IOJIB30BaTeNeH. 3HAYCHUS MO YMOJIYAHUIO 3aBUCHUT OT
TUCTPUOYTHUBA.
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3anyck, 0cTaHOB U padoTa ¢ proxy ceppepom

squid
squid -z

VYrpaBisaTh 3aITyCKOM U OCTAaHOBOM Proxy-cepsepa Squid MOXKHO Kak TP TTOMOIIU CTapTOBBIX
CKPHIITOB, TaK U MyTEM SIBHOTO BbI30Ba MPOTPAMMBI.

HNuvnuanu3anus Keul proxy cepsepa

[Tocne ycraHOBKM U IepBOro U3MEHEHUs KOoH(pUrypanuonHoro ¢aitna squid.conf, Heobxoaumo
MHHUIIMAIN3UPOBATh KEIl MHpPOKCH-cepBepa Ha JAWUCKE. JTO JIeNaeTcs aBTOMAaTHYECKH NpHU
YCTAaHOBKE H3 ITaKE€Ta, HO, IMPU HeO6XO)II/IMOCTI/I 9TO MOXHO CJ€J1aTbh, BBIIIOJHHB CICAYIOIIYIO
KOMAaHJIHYIO CTPOKY:

squid -z -D -F

Omnuyst -z — 3acTaBiIsieT MHULIUAIM3UPOBATH KEIl, TO €CTh. CO3aTh BCE HEOOXOIAMMBIC MJIS
paboThI Kelll AUPEKTOPUH, KOJTMUECTBO KOTOPBIX OIpeaessieTcs napaMeTpom cache dir.

Ommust -D — mnpu crapre squid oTkimodaeT mpoBepky pabdorocnocodbnoctrn DNS. Tlpu
pOBEpPKE TMPOKCU-CepBep MbITaeTca noinyuuTh [P aapeca  u3BeCTHBIX  CalTOB:
www.microsoft.cm, www.netscape.com u T.a1. Omnuuio -D jkenarenbHO HCIOIB30BATh KOTJa
MallliHa, Ha KOTOPOW YCTAHOBJIEH MPOKCHU-CEPBEp, HE mMMeeT aoctymna kK Internet mimm DNS

cepsepy.

Ommust -F — roBoput mpokcu-cepBepy, 4ToObl OH HEe 00pabaThiBal 3ampocoB, BO BpeMs
CO3/1aHHUS Kelll.

3amyck ¥ 0CTaHOB proxy-cepsepa squid

Hanbonee KOppekTHbIM CHOCOOOM 3amycka M OCTaHOBAa JI€MOHA SBIISETCS MCIIOJIb30BaHHE
YIPaBJISIOLIETO CKPUITA.

3amyckaTh M OCTAHABIMBATh TPOKCH-CEPBEP M3 KOMAHIHOW CTPOKA MOXKHO CJIEIYFOIIHM
obpazoM:

squid
Ecnu HeoOXoauMo, Tpu 3amycke MOXKHO J0OaBUTH OMIIHIO -D.

OctanosB ITIPOKCHU-CEPBEPA OCYIIECCTBIACTCA,CKPHUIITOM:
/etc/init.d/squid stop

WIM IyTEM IOCBUIKU curHana 15:

killall squid

WM CIICTYIOIINM 00pa3oM:

squid -k shutdown
B doaiine /var/run/squid.pid xpanutcs PID mnporpammsr squid. Ecam mporpamma Oblia
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BBIKJIIOYEHAa HE KOPPEKTHO, TO OHa He ynamser 3ToT (aiin. [lpu crapre mnpoxcu-cepsep
CMOTPHUT HajJuuue 3TOro ¢aiia U eciiu OH CYHIECTBYET — IPOKCHU-CEPBEp HE 3aIlyCKaeTcsl.
[ToaTomy MBI cHauana ynaisieM 3ToT Qaiin. 1 Tonbpko 3aTeM 3amyckaeM MpOKCH CepBep.

Kak Oyner HasbiBaThCsl M rae OydeT HaxOAMTCA ATOT aily, 3aBUCUT OT MapaMmerpa
pid_filename B squid.conf.

YunpasieHnue proxy-cepsepom

Ecimu npu pabotaromieM MpOKCH-CepBEpPEe B €ro KOHPUTYyparlMOHHBINA (aill ObUTH BHECCHBI
U3MEHCHUs, CEPBEP HEOOXOIMMO 3aCTaBUTh MEPEUUTATh CBOM KOH(MUTYPAITMOHHBIN (aiii:

/etc/init.d/squid reload

nin

squid -k reconfigure

Poranus ;KypHaJbHbIX (pailjioB proxy-cepsepa squid

Squid He momp3yeTcs ycimyramm cucTeMbl Syslog [UIs BeneHHs KypHalbHBIX (aiinoB. D10
00BbscHsETCS OONBIIMM KOJMYECTBOM HMH(POPMAIMH, TOMEUIAeMON B JKypHAJIbHBIC (ailibl.
[TosToMy poTanuio >XypHaIbHBIX (DAHIIOB MOXKHO JeNaTh IMPH MOMOIIM CaMOr0 MPOKCH-
cepBepa:

squid -k rotate
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Jlabopamopnasa pavoma A.

ean padoThl.

HayuuThcst mpon3BOIUTH MIEPBOHAYATBHYIO HACTPOHKY-TIPOKCH cepBepa squid.

3agaua JadopaTopHoii padoThl.

[IponsBecT mNEpBOHAYAIBHYXO  HACTPOWKY IpOKCH-cepBepa. PaspemmTs  KiaueHTam
oOpalaThecsi KO BCEM pecypcaM B MHTEPHET KpoMme *.rambler.ru.
3agaun Onucanne

1. BHeceHne m3MeHeHHi B KOHQHUTypaMOHHEIHN (aiin
squid.conf.

1. OTkpoiite Ha penakTupoBanue ¢aitn squid.conf.
2. ITepeiinute B pa3aen, rae onuckiBaroTess ACL.
3. Ilocne ciimcka crargapTHeIX ACL mobaBbTe

CJIEAYIOLINE CTPOKU:

acl myhost src BAlWl_IP_AJAPEC

acl mynet src IP_AAPEC_BAIIIEI‘/‘I_CETI/I
acl rambler dstdomain .rambler.ru
acl wt time 10:00-17:00

Bpewms yrounuTte y npemnoaBarens.
4. B KOHIIE CEKINH, TJIe ONIMCAHBI TTApaMETPHI
http_acces cpa3y nepen nocnenaum http _access deny

all, moGaBbTE ClIEIYIONINE CTPOKH:
http_access allow myhost
http_access deny rambler
http_access allow mynet wt
http_access deny all

5. Coxpanute ¢aii.

6. 3acraBbTe IPOKCH-cepBep nepeunTars squid.conf
/etc/init.d/squid force-reload

3. [loakimroueHue KINEHTA.

1. OTkpoiite Opay3ep 1 HACTPOMTE ero Ha paboTy ¢
proxy cepBepoM coceja.

2. [ompITaiiTech 3aiiTH HA CTPaHUIly Www.rambler.ru.
3. IlomsrTaiiTeck 3aifTu Ha TF000I qPyTOi pecypc B
HHTEpHET.

4. [TocMoTpHTE COAECPKUMOE TUPEKTOPHU
/var/logs/squid
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http://www.rambler.ru/

Hacrpoiika ayreHTHPUKALMH

‘ auth param cxema nmapamerp [omiuu] ‘

[Ipokcu-cepep squid MO3BOJIAET OCYLIECTBIISITh AyTEHTU(UKALUIO MOJIb30BATENIEH, MPUUYEM
cam squid He mpoBepseT MPaBUIBHOCTh ayTEHTU(UKAIMH, OH TOJBKO 3alpallfBacT JOTHH U
napoiib y TMojib30BatTens. /s mpoBepKH MOTYYSHHOW OT IMOJIB30BaTessl HHPOPMALUU OH HC-
MOJIE3YET CTOPOHHHUE MPOTPaMMBbI, KOTOPbIE OYAYT €€ OCYIIECTBIISTh.

Jlns HacTpoiiky ayTeHTU(UKAIMK HCIIOIb3yeTcs mapaMeTp auth param.

auth_param cxema napameTtp [onuyuu]
[Tapametp «cxemay omnpezenser cxeMy ayreHTHuUKauu: ntlm, digest nnm basic.

Crnenyer yuutbiBaTh, 4To Internet Explorer, eciiu mepBoii B crucke ompezeneHa cxema basic,
OyZeT UCIONb30BaTh TOJIBKO €€, HE3aBUCUMO OT TOT'O, MOAJAEPKHUBAIOTCA JIM ProXy CEpBEPOM
Jpyrue cxembl Wi HeT. [103ToMy MOpsIIOK ONMUCAHUS CXEeM MMEeT 3HaUCHHE.

ITocne BKIIIOUCHUS UM BBIKIIIOUCHUS MMOAACPIKKHN HOBOM CXEMBI Proxy CEepBep pCKOMCHAYCTCH
OCTAaHOBUTD U 3aITyCTHUTD.

MBI paccCMOTpUM CO3JaHHME CaMOro TPOCTOTO BapWaHTa basic ayreHTH(HKanuu ¢
UCII0JIb30BaHUEM ITporpamMmbl ncsa_auth.

Jns  pabotel mporpammbl  ncsa_auth HeoOxoaumo co3fgaTh (aia ¢ nmepedrciIeHUEeM
nojp3oBarened W ux mnaposneil. Ilonp3oBarenu, omucbiBaeMble B 3TOM (paiine, MOTyT He
COBIAJATh C MMOJIb30BaTeNsAIMH Linux.

@aiin /etc/squid/passwd crenyer co3maBaTh M PENAaKTUPOBATh MPHU MOMOIIM MPOrPAMMBI
htpasswd. Dta nmporpamma nocrasnsiercs ¢ WEB cepBepom Apache.

htpasswd -c /etc/squid/passwd user
Onmuro -¢ cieayeT yKa3blBaTh, TOJIBKO eciu ¢ain /etc/squid/passwd erie He CyIecTByeT.

User — 3T0 uMs 10JIb30BaTeNs], KoToporo Bel Oyzaere 106aBisATh B 3TOT (aili WK y KOTOPOro
Br1 OyneTe n3MeHsTh napoib.

@I{OCT}/‘H K aitny /etc/squid/passwd 10pKeH OBITh OrpaHUYEH.

[Tocne coznanusa daiina passwd, He0OX0AUMO BHECTH U3MEHEHUS B KOH(UTYpALIMOHHBIN (haiin
proxy cepsepa.

auth_param basic program /usr/lib/squid/ncsa_auth /etc/squid/passwd
3anuch, TOKa3aHHas BHIIIE, JIOJDKHA OBITh CO3/IaHa B BUE OJHON CTPOKH.

auth_param basic children 5
auth_param basic realm Squid proxy-caching web server
auth_param basic credentialsttl 2 hours
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B nepBoii cTpoke onpezensercs mporpamma, KoTopas OyJeT HCHOJIb30BaThCs B Cilydae basic
CXEMbI. YKa3bIBaeTCsl MOJHBIA MyTh K MpOrpaMMe, a Takke HeoOXOoAMMbIe Ul €€ 3alyckKa
napameTpabl.

Bo BTOpON CTpOKE ONpenenseTcss KOJIMYECTBO OJHOBPEMEHHO 3allyLIECHHBIX IIPOrpPamMm
ayreHTUuUKauuy. Hannune HECKOMBKUX 3aIlyIEHHBIX IPOrpaMM HEOOXOIUMO ISl YCKOPEHHUS
npoliecca ayTeHTU(DUKALIH.

B TpeTBefI CTPOKE OIIPCACIIACTCA UM, KOTOPOC 6y)leT NepeaaBaTbCA KIUCHTY.

B uerBepToii cTpoke onpezaensercs, Kak 1oaro squid 6yaer XxpaHUTh HH(GOPMALIMIO O JIOTUHE U
napoJie Juist Toro, 4ToObl He 00pallaThCs 3a MOATBEPKIEHUEM K IIporpaMMe ayTeHTU(PUKALUY.

Briiroyenue ayreHTupUKALUA

[Tocne HAacTpOWKH OCHOBHBIX MapaMEeTPOB AayTEHTH(PHUKAIUH HEOOXOIUMO €€ BKIIOYHTH.
Jlenaercst 3TO npu oMoIu napametpos acl u http_access.

Caayvaina HeoOxoauMo onpenenuts acl Tuma proxy auth. Hampumep:

acl passwd proxy_auth REQUIRED
acl any_auth proxy_auth anna bell thom

B nepBoil cTpoke ompenensercss 3anpoc ayTeHTU(HUKAIMM A BceX IMoJb3oBarenei. Bo
BTOPOIl CTPOKE MOJIb30BATENN YKa3aHbl SBHO.

OrpanuuuTh AOCTYIl MO MApod0 K Pecypcy MOKHO IpH Momolnu mapamerpa http access.
Hanpumep, Heo0X0AMMO OrpaHMYUTh AOCTYN K MeauadaiiiaMm B MHTEPHET, TOT/A CIEIyeT
ompenenuTh ABa acl u onuH http access.

acl auth proxy_auth REQUIRED

acl media urlpath_regex -i \.mpg$ \.avi$ \.mp3$
http_access allow media auth

http_access deny media

OOparute BHUMaHWe Ha mopsaok acl B mapamerpe http access. Acl, omuceiBaronmii
HEOOXOMMOCTh ayTeHTU()UKAIIMH B CIIHUCKE, CTOUT IMOCIETHUM. ITO CIIEIAHO JJIS TOTO, YTOOBI
npu pazbope MHCTPYKIMU http access He BBI3BIBAIICS MEXaHWU3M ayTCHTU(UKAIUH, eCIU
NoJIb30BaTeNb 3anpamuBaer He media-pecypcel. To ecTh. CHauvama MPOUCXOIUT TPOBEPKA
nepBoro acl u, ecim ycioBHe COBMAIAET, TOJIBKO TOT/Ia OYAET MPOUCXOIUTH MPOBEPKA BTOPOTO
acl.
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JlabopamopHasi paboma b.

eas padoTsl.
HayuuThcs HacTpanBaTh ayTeHTU(UKALINIO TT0JIH30BATEIIS.

3anaua JadopaTopHoii padoThl.

3acTaBUTh Proxy cepBep ayTeHTHU(PUIIUPOBATH OIB30BATENS MIPH MOMBITKE 3 TH Ha PECYPCHI
* ya.ru u *.yandex.ru.

3aoauu Onucanue

1. BHecenne nsMeHeHui B 1. OTkpoiite Ha pegakTupoBanue dain squid.conf.

KoH(UrypanHorHsiii haiin squid.conf. | > Hajinure ctpoku, rae onpenensrores napamerpsi basic

ayTeHTH(PHUKAIINN:

auth_param basic children 5

auth_param basic realm Squid proxy-caching web server

auth_param basic credentialsttl 2 hours

3. [lepen >TMMU CTPOKaMH T00aBbTE B BUJIC OJHOM CTPOKH
CIIEayIOIIEe

auth_param basic program /usr/lib/squid/ncsa_auth
/etc/squid/passwd

4. Iepefinure kK onMcaHHBEIM BaMu B ipenpIayeii 1a0opaTopHOM
paborte acl.

5. B crmcke acl, Ho iepen onpenencaueM http access, mo0aBbTe
cienyromue acl:

acl passwd proxy_auth REQUIRED

acl ya dstdomain .ya.ru .yandex.ru

6. Mexnay cTpokamMu:

http_access deny rambler

http_access allow mynet wt

BCTaBBLTE CICAYIOIINE CTPOKH:
http_access allow ya passwd
http_access deny ya

7. CoxpanuTte (aiin.

2. Co3maHue Qaiina co CITUCKOM 1. BeImmommHUTE CIIEAYIONIYIO KOMaHIY:
MOJIb30BaTEINICH. htpasswd -c /etc/squid/passwd authuser

2. Beeaute napois nons3osatens authuser.

3. [TocmoTpute comepxkumoe Gaitsia /etc/squid/passwd

3. [lepezanyck proxy-cepBepa. 1. [Tocne moGaBiieHUS ayTEHTU(PHUKAIIMA, TIPOKCH-CEPBEP
HE00XO0/IMMO 3aCTaBUTh IEPEYUTATh CBOM KOH(UTYypallMOHHbIE
Gaiinbr:

/etc/init.d/squid force-reload

4. IIpoBepka pabOTOCIOCOOHOCTH. 1. Otkpoiite WEB 0Opay3ep u nonbITaliTech 3aliTH Ha CaiiT_
www.ya.ru. bpaysep 10/KeH OIPOCUTh BBECTH JIOTUH M TTAPOJTb.

2. BeenuTte authuser u naposib, KOTOPBIH ObUT €My Ha3HAYEH.
3. B aToM xe Opay3sepe oTKpoiTe cTpanuiy www.linux.org.ru

4. Teneps oTkpoiiTe cTpaHuily www.yandex.ru. 3anpoc Ha
ayTeHTI/I(bI/IKaHI/IIO HC TOJI’KCH ITOABUTHCH.

5. Beixuttounrte 6paysep M 3aIrycTUTE €ro CHOBA.

5. OTKpoiiTe CTpaHUIly WWW.ya.ru. JI0IKHO MOSIBUTHCS TPUTIIAILIEHUE aBTOPU3ALIUU.
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http://www.ya.ru/
http://www.ya.ru/

OrpannveHne LIMPUHBI KAHAJIA

delay pools
delay class

delay parameters
delay_access

B mnpokcu-cepBep squid BcTpoeHa BO3MOXHOCTh OIpaHMUYEHHs] MIMPHHBI KaHana. [lpudyem
OrpaHMYCHUC HAKJIaJAbIBACTCSA Ha acl, TO €CTb Ha CHUTYyalUIO. Haan/IMep, MOXXHO HaJIOXKHUTh
OrpaHUYEHUE Ha Bech TpauK C OMpeAeTCHHOM MAIlWHBI WK Bech TpaduUK OINpPeaesIeHHOrO
MOJB30BaTEs. A MOXHO ONpENeNUTh M 0ojee CIOXKHBIE CIydad, HAalpuMep, OrpaHWIHBAThH
HOJIB30BATENs, TOJBKO €CIAM OH IONBITAeTCs CKayaTh (ailyibl ONpeAesIeHHOTO THUIA WIN
I0JIb30BaThCS MPOTOKOJIOM ftp.

JInsg BKIIOYEHHS OTPaHWYEHUN WCIONB3YyeTCsS TPYIa MapaMeTpOB, OpPraHM3yIOIlas Tak
Ha3bIBaeMbIe EMKOCTH 3a/iepkKH (delay pools).

B mnepByto ouepenp mnpu mnomomm mapamerpa delay pools ompenensercs KOJIMYECTBO
emKkocTeil. Harmprumep, 4To0ObI OnpeieuTh 1Be EMKOCTH, HEOOXOIMMO HAMUCaTh TaK:

delay pools 2

€MKOCTH OBIBAIOT TPEX KIACCOB:

* IlepBoro kjacca, mpeAHa3HAYeHbI Ui OrpaHuueHHus Tpaduka BceM  acl,
IIOAKJIFOYCHHBIM K CMKOCTH.

* Broporo kmacca, onmpenensioT OrpaHuWYeHus s ceTh kinacca C W OTHCNBHO JUIs
Ka)xzoro acl.

* Tperbero kimacca, ONpeCsAIOT OFpaHUYCHHUS IS CETH Kiacca B, 3atem oTaesibHbIC
orpaHuueHus s mnojcered kimacca C M emie OJAHO OrpaHUYCHHUE IS KaXKIOro
10JIE30BATE.

Jnsa omnpeneneHus, K KakoMy KiacCy IIPUHAJUIEKUT €MKOCTb, MCIOJIB3YIOT IapaMmeTp
delay class:

delay class 1 1

delay class 2 1

HepBOC YUCJIO OIPEeACIsICT HOMEP E€MKOCTH, BTOpPOE€ — €€ Kiacc. ITocne OnpeaCICHUA
KOJIMYECTBA U KJacca eMKOCTeH, HE0OXO0IMMO 3aJaTh MapaMeTpbl OrPaHUYCHHsSI. JTO JeIacTCs
npu nomou napamerpa delay parameters.

KonuyectBo onumii napamerpa delay parameters 3aBUCHT OT KJlacca €MKOCTH:

. €MKOCTb IIEpBOI0 KJIacCa — OJUH IapaMeTp.
. Broporo knacca — aBa napamerpa.
. TpeTpero kiacca — Tpu napamerpa.

[Ipu ompeneneHUM orpaHWUYEHUS HEOOXOIUMO yKa3aTh JBa 3HAYCHHUS B OJHOM ITapameTpe:
CKOpOCTh U 00beM eMKocTU. Hampumep, HEOOXOAMMO OTPaHUYUTH CKOPOCTh CKAYMBAHUS IS
00bekTOB pazmepom oT 64 Kunobait no 800 Out B cekyHay. CineayeT UCIOIb30BaTh CIAEAYIO-
uryto napy 3Hadenuii: 800/64000.

B cnyyae omnpeneneHust orpaHU4eHUS ISl eMKOCTH TIEPBOTO Kjlacca, mapamerp
delay parameters OyAeT 3amucan CIeayrOIM 00pa3oM:

delay parameters 1 800/64000
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I'me 1 — 3TO HOMEP EMKOCTH.

Ecnu Bmecto 800/64000 namucats 800/800 — obmiast ckopocTh ckauuBanusi Oyner 800 Out B
CEKYHILY.

Uucno -1 o3Hayaer, YTO HET HUKAKUX OTPaHUYEHUH.

Ecnu onpeaenaroTcst napameTpsl A1l EMKOCTH 2-TO KJIacca, YKa3bIBAKOTCS JBE Mapbl 3HAUCHHI:
JUISL CETH M 1T KaXK0W MamuHbl. Hanmpumep:

delay_parameters 1 64000/64000 4000/4000

Obuiee orpannyenue Tpaduka Uit Becel cetu 64 KuimoOuT B ceKyHy, IpU 3TOM OTpaHUYECHUE
JUTs Kaxkaoi Mmamuebl 4 KunoOura B cekyHy.

Korma onpenenensl Bce mapaMeTpbl €eMKOCTEH, HEOOXOAMMO OMUcaTh, Kakue acl OynyT Kk HUM
MOJKIIOUEHBI. JTO Jenaercs mnpu mnomomu napamerpa delay access. Hampumep, Ham
HEO0OXOJMMO OTPAHUYUTh CKOPOCTh CKAUMBAHUS MYJIbTUMEIUHHBIX (aitnoB 10 400 Kunobur B
CEKYHIY.

CHauaza onpezensieM acl, ONMChIBAIOIUI BCE TUMBI MYJIbTUMEIUNHHBIX (DaiiiioB:

acl media urlpath_regex -i \.mpg$ \.avi$ \.mp3$

3arem OIIpeaACIACM CMKOCTDb 3aJICPIKKHU.

delay pools 1

delay class 1 1
delay_parameters 1 400/400
delay_access 1 allow media
delay access 1 deny all

[Ipu ompenenenun mapamerpa delay access 00s3aTeNbHO yKa3bIBae€TCsI HOMEpP €MKOCTH, K
KOTOpO# noaxiovatores acl.

baok 5 -23



Jlabopamopnasa pavoma B.

ean padoThl.

Hayuutscst HacTpauBaTh OrpaHUYEHUE MIMPHUHBI KaHAJIA.

3agaua jgadopaTtopHoii padoThl.

OrpaHu4uTh CKOPOCTh CKAUMBAHMsI MaTepPHAIOB C caiita www.specialist.ru 7o 40 6ur B

CEKYH]LY.

3aoauu

Onucanue

1. BHeceHne n3MeHeHNH B KOHQUTYPAITMOHHBIN
¢aiin squid.conf.

1. OTkpoiite Ha penakTupoBaHue ¢aiin squid.conf.

2. Haiinure ctpoku, rae onpenerstores acl n
I00aBBTE CIEAYIONIYIO CTPOKY:

acl odnoklassniki dstdomain .odnoklassniki.ru

3. B xoHue ¢aiina 1o0aBeTe OMUCaHNE EMKOCTEH
3aJEPKKH:

delay_pools 1

delay_class 11

delay_parameters 1 40/40

delay_access 1 allow odnoklassniki

delay_access 1 deny all

4. Coxpannre Qaii.

5. 3acTaBbTE MPOKCH-CEPBEP IIEPEUUTATH CBOU
KOH(UTYpaIIMOHHBIN (aii:
/etc/init.d/squid force-reload

2. IlpoBepka paboTOCIIOCOOHOCTH.

1. B Gpaysepe oTkpoiite caiit www.specialist.ru.
OOpaTuTe BHUMaHHE HAa CKOPOCTh CKAUUBAHUS
nHpOpMAIHH.
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Bonpocsl

1. Ilepeuncnure OCHOBHBIE BOBMOXHOCTH Proxy ceppepa squid.

2. Ha uro BnustoT nmapameTpsl cache swap low u cache swap high?

3. B kakoM nopsake HeoOX0JUMO ONpPEeeNTh napameTpsl acl?

4. Bnuser 1 NOpsIOK onpezeneHus napaMeTpoB http access Ha paboTy proxy cepsepa?

5. Kak MOXHO 3acTaBUTh proxy cepsep squid mepeuntars CBOW KOH(PUTYpanoHHBIH (aiin?
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Pabora ¢ :)KypHaabHbIMHU (pailiaMu proxy-cepsepa Squid

‘ squid -k rotate ‘

[Ipu pabote mpoxcu cepBep Squid BemeT pasnuyHble XypHanbHble (aiinbl. Cpeau HUX
cienyeT BbAenuTh (aiin /var/log/squid/access.log, B KoTopblii TomagaeT Besi HHGOPMAIIHS O
TOM KTO M KaKOH pecypc MbITACTCS MOTYyUUTh, OB JIX MOJIYy4eH JOCTYI K Pecypcy WM HET, U
npyras vH(GOpMaIHs 110 KCIIOIH30BAHHIO TIPOKCH CepBepa.

1081501287.175 64 127.0.0.1 TCP_MISS/200 1216 GET http://top.list.ru/counter? -
DIRECT/194.67.45.100 image/gif

Ha xaxapIii 3anpoIeHHbI MOJIh30BaTENEM pecypc B 3TOT ¢aiil MmoMeniaeTcsi 0JJHa CTpOKa
JUTMHHOM 0Ko0J10 60-70 Gaiit (3aBHCHUT OT 3ampoca). I3 3Toro MOKHO CAENaTh BBIBOJ, YTO 3TOT
daiin pacteT ¢ 0O4eHb OOJBIIONH CKOPOCTHIO.

st orpannyeHust pocta (aita (poTaruu) MOXKHO BOCTIOJIB30BAaThCS BCTPOEHHOW B squid
BO3MOXHOCTBIO.

squid -k rotate

Ho cnauana B xoHdurypaunonnom daiine squid.conf HeoOXoAMMO OIpeneNuTh Mapamerp
logfile rotate m yka3zaTth KOJMUYECTBO XpaHUMBIX (aityioB. Eciu 3TOrO HE chenarh, 3HaYCHUE
1o ymonyanuio — 0, 3anperaeT poranuo (Gaiios.

[Tocne poranuu nosiBuTcs Gaiin, Hanpumep, access.log.0.
Kak yacto npou3BoAuTE NpOLIECC POTALIUH, 3aBUCUT OT CKOPOCTh pocTa (aiina access.log.

Jns poranuu (aiijioB NPOKCH-CEpBEpa HE PEKOMEHAYETCS HCIOJIb30BaTh HPOTrpaMMy
logrotate. JIyumum Bapuantom cuntaetcs npumeHeHrne CRON.

B nupexropuu /etc/cron.daily HeoOX01MMO CO3aTh CKPHUIIT CIEAYIONMIETO COACPKAHUS:

#! /bin/bash
squid -k rotate

U1 He 3a0bITh caenaTh €ro UCTOMHSAEMBIM. Teneps pa3 B AeHb OyIeT MPOMCXOANUTH POTAIHS
KYpHaJIbHBIX (hailyIoB cepBepa.
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Bonpocsl.

1. Ilpm momomm Kakoro mapamerpa ONpeAesseTcs, TAe HaXOAUTCA U KaK Ha3bIBAETCS
¢aitn, B KOTOphI OyneT moMmenieHa HHPOpMAIHs O KIMEHTaX U UX 3alpocax K proxy-

cepsepy?

2. Kakoii mapaMeTp BKJIIOYAET POTAIUIO KYPHAJIBHBIX (hailiioB?

3. Kak uacTto HE0OXOIMMO MPOHW3BOAUTH POTAIUIO KYPHAIBHBIX (DaliJIOB proxy-
cepepa’?
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JlaGoparopHnas padora I

ean paéoThl.

Hayuutbcs HacTpauBath squid B pesxume transparent proxy.

3agaya sabopaTopHoii padoThbI.

Bxirounts mpo3payHoe IpOKCHPOBAaHUE U NIEpEHaIpaBlIeHuEe OPTOB.

3aoauu

Onucanue

1. BHeceHne n3MeHEeHNH B KOHQUTYPAITHOHHBIN
¢aiin squid.conf.

1. OTkpoiiTe Ha peJakTHpoBaHuE (Hani
squid.conf.

2. Haiigute cTpoKy:
http_port 3128

N CKOppeKTupyiite ee
http_port 3128 transparent

3. B xonrie ¢aiina /ete/init.d/rc.local no6aBbTe
3TO NPABUJIO OJTHOM CTPOKOM:

iptables -t nat -A PREROUTING -i ethO -d !
192.168.2.0/24 -p tcp -m multiport --dport
80,8080 -j DNAT --to 192.168.2.1:3128

4. Coxpanure Qai.

5. 3acTaBbTe MPOKCU-CEPBEP MEPEUUTATH CBOM
KOH(UTYPAIOHHBIN (aiii:
/etc/init.d/squid force-reload

2. IlpoBepka paboTOCIIOCOOHOCTH.

1. B Opayzepe ykaxute «direct access»

2. B O6payzepe oTkpoiite caiiT www.rambler.ru.
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